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1. OnucaHune ycTpoincrsea

1.1.

1.2.

BeepgeHue

KommyTtatopbl  cepumn  STEZ47xx, OCHOBaHHble Ha  MNOJHOCTbIO  FMrabuTHOM
KOMMYTAUMOHHOW nnatdopme, ABAAIOTCA NpPOMbIWwAeHHbIMK  Ethernet-kommyTaTopamm,
NCMONb3YIOWUMIN  TexHonoruto  ynpasneHua  |EC61850 MMS, uyto  obecneumBaet
YHUOULUMPOBAHHOE MOLENNPOBAHME U  yhpasBneHue. KommyTaTopbl MMET MOAY/IbHYIO
KOHCTPYKUMIO ANa rubkoi KoHourypauum, pacwmpsaembii IRIG-B moaynb, GPS moaynb,
nocneposatesbHbIM nopTtom, mogynem HSR / PRP n mHorve apyrve mogynu. Kpome Toro,
KOMMYTATOPbl COOTBETCTBYIOT CTaHAAPTaM 31eKTpoaHepreTmkm IEC61850-3 n IEEE1613.

YCcTpoiCTBO nopaepuBaeT oONTUYecKMin moaynb SFP ¢ ¢yHKumen umndposoit
OMNArHOCTUKM, KOTOPbIN MCMOb3YeTCA ANA KOHTPOIA TEMMNEePaTypbl, HaNPAXKeHMA NUTAHUA, TOKa
CMeLleHns fasepa, MNepegayn WM MNpuema OnTUYECKON MOLWHOCTM. Ccblnasacb Ha Takue
M3MepeHHble napameTpbl, ON0K ynpaBneHWA MOXKeT ObIcTpo O06Hapy)KMBaTb OLWMKOKK,
BO3HMKalOLWMeE B ONTUYECKUX KaHaNaxX, YTO MOMOFaeT yNpoCTUTb TEXHUYECKOe 06CnyXKunBaHue 1
NOBbICUTb HAAEXKHOCTb CUCTEMDbI.

Mopaenu cepumn

B noptdonno cepumn STEZ47xx BXOAAT c/eAyloWMe KOMMYTaTOpPbl BTOPOro U TPETbEro YpoBHSA
(cm Huke). NepeyeHb apTUKYIOB U HAMMEHOBAHUI He uUcyepnbiBatowWwmMii. laHHOEe PYKOBOACTBO
NpUMeHAeTCA KO Bcem KommyTaTopam cepum STEZA7xx.

e STEZ4700G-CH-L2-PTP (apTukyn 70010019) — waccu ynpaBasemoro kKommyTaTopa L2, 7
CNOTOB A/1A YCTAHOBKM MoOAynen, noanepKka Ao 28 rurabutHblx nopTos, PTPv2, 6e3
YCTAHOBNEHHbIX WCTOYHWKOB MWUTAHWUA, NOAAEP)KKA ropAYeirt 3ameHbl WMCTOYHWKOB
NUTaHKUA;

e STEZA700G-CH-L2 (aptukyn 70010020) - waccy ynpaBasaemoro Kommyratopa L2, 7
CNOTOB ANA YCTAaHOBKM Moaynel, nopnepska Ao 28 rurabutHbix noptos, 6es
YCTAHOBNEHHbIX WCTOYHWKOB MWUTAHWUA, NOAAEP)KKA ropAYeirt 3ameHbl WMCTOYHWKOB
NUTaHKUA;

e STEZA4700-CH-L2-PTP (apTukyn 70010021) — waccu ynpasnsemoro kommytatopa L2, 6e3
YCTaHOB/IEHHbIX MCTOYHUKOB NUTAHWUA, 7 CNOTOB ANA YCTAHOBKM MOAy/el, NoAAepkKKa
00 4 rurabuTHbIX NopToB u Ao 24x 100 M6ut/c noptos, PTPv2, 6e3 ycTaHOB/IEHHbIX
WCTOYHWKOB NUTAHMA, NOAAEPKKA ropAYeit 3ameHbl UCTOYHUKOB NMUTAHUS;

e STEZ4700-CH-L2 (apTmkyn 70010022) — waccu ynpasasemoro Kommytatopa L2, 7 cnotos
ONA YCTaHOBKU MoAynei, noaaepKka Ao 4 rurabutHbix noptos u Ao 24x 100 M6ut/c
noptoB, 6€3 YyCTaHOB/JEHHbIX WCTOYHUKOB NUTAHWA, NOAAEP!KKA ropA4velrt 3ameHbl
WCTOYHWKOB MUTAHWUSA;

e STEZ4700G-CH-L3-PTP (apTukyn 70010023) — waccu ynpasasemoro kKommyTaTopa L3, 7
CNOTOB AN1A YCTAHOBKM MoAynen, noaaepKKa Ao 28 rurabutHbix noptos, PTPv2, 6e3
YCTAHOBNEHHbIX WCTOYHWKOB MWUTAHWUA, NOALEP)KKA ropAYeirt 3ameHbl WMCTOYHWKOB
NUTaHKUSA;

e STEZ4700G-CH-L3 (aptukyn 70010024) — waccu ynpaBasemoro KommyTatopa L3, 7
CNOTOB [ANA YCTAHOBKM MoAynel, nopnepska Ao 28 rurabutHoix noptos, 6es
YCTAHOBNEHHbIX WCTOYHWKOB NWUTAHWUA, NOALEP)KKA ropAYeir 3ameHbl WCTOYHWKOB
NUTaHKUSA;
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STEZ4700-CH-L3-PTP (aptukyn 70010025) — waccu ynpaBasemoro kommyrtatopa L3, 7
CNOTOB A5 YCTAaHOBKM MoAynel, nogaep:ka go 4 rurabutHboix noptos n o 24x 100
M6wuT/c noptos, PTPv2, 6€3 ycTaHOB/IEHHbIX MCTOYHUKOB NUTaHMSA, NOAAEP KA ropaYen
3aMeHbl UICTOYHMKOB NUTAHUSA;

STEZ4700-CH-L3 (apTrkyn 70010026) — waccu ynpasasemoro KommyTaTtopa L3, 7 cnotos
A8 YCTaHOBKU MoAynei, noaaep>Kka Ao 4 rurabutHbIx noptos v Ao 24x 100 Méut/c
noptoB, 6€3 YCTAHOB/IEHHbIX WCTOYHUKOB MUTAHUA, NOAAEPIKKA ropAvYer 3ameHbl
WUCTOYHUKOB NUTaHUA.

MCTOYHMKM NUTAHMA A4NA KOMMYTATOPOB cepumn STEZ47xx:

STEZ4700-PW-HV (apTrKkyn 70010027) — UCTOYHUK NUTaHUA Ana wacck STEZ47xx-CH-xx,
100-240VAC/110-220VDC (85-264VAC/77-300VDC) pe3epBMpPOBaHHbIE WUCTOUYHUKK
NUTaHUA, NOAAEPKKA ropsyelt 3amMmeHbl UICTOYHMKOB NUTaAHUSA).

OcHOBHble MoAYNW (MONHbIV CMIMCOK MOKHO MOJIYYNUTb MO 3anpocy):

STEZ4700-MOD1-4GSFP (apTrkyn 70010028) — moaynb ansa waccu STEZA7xx-CHxx ann
cnota Nel, 4 nopta 100/1000 Base-X SFP;

STEZ4700-MOD1-4GSFP-DDM (apTuKkyn 70010029) — moaynb ans waccu STEZ47xx-CHxx
ana cnota Nel, 4 nopta 100/1000 Base-X SFP, nogaep:ka DDM,;

STEZ4700-MOD1-4G (aptvkyn 70010030) — moaynb ans waccu STEZA7xx-CHxx ana
cnota Nel, 4 nopta 10/100/1000 Base-TX;

STEZ4700-MOD1-2G-2GSFP (apTtukyn 70010031) — mogynb ans waccu STEZ47xx-CHxx
ana cnota Nel, 2 nopta 10/100/1000 Base-TX, 2 nopta 100/1000 Base-X SFP;
STEZ4700-MOD-4G (apTvkyn 70010032) — moaynb ansa waccu STEZ4700G-CHxx ans
cnotos Ne2 - 7, 4 nopta 10/100/1000 Base-TX;

STEZ4700-MOD-4GSFP (apTukyn 70010033) — moaynb ana waccu STEZ4700G-CHxx ana
cnotos Ne2 - 7, 4 nopTa 100/1000 Base-X SFP;

STEZ4700-MOD-4GSFP-DDM (aptukyn 70010034) — moaynb Ana waccu STEZ4700G-
CHxx ana cnotos N2 - 7, 4 nopTa 100/1000 Base-X SFP, nogaepsxa DDM;
STEZ4700-MOD-4SFP (apTukyn 70010035) — moaynb ana waccu STEZ4700-CHxx ana
cnotos Ne2 - 7, 4 nopta 100 Base-X SFP;

STEZ4700-MOD-4SFP-DDM (apTukyn 70010036) — moaynb gns waccu STEZ4700-CHxx
ana cnotos Ne2 - 7, 4 nopta 100 Base-X SFP, nogaeprkka DDM;

STEZ4700-MOD-4 (apTukyn 70010037) — moaynb gns waccu STEZ47xx-CHxx ana cnotos
Ne2 - 7, 4 nopta 10/100 Base-TX;

STEZ4700-MOD-2G-2GSFP (aptukyn 70010038) — moaynb ans waccu STEZ4700G-CHxx
ana cnotos Ne2 - 7, 2 nopta 10/100/1000 Base-TX, 2 nopta 100/1000 Base-X SFP;
STEZ4700-MOD-HSR/PRP-G (aptukyn 70010039) — moaynb ans waccv STEZ4700G-CHxx
ana cnotos Ne2 - 7, HSR/PRP ¢ 2 noptamu 10/100/1000 Base-Tx;
STEZ4700-MOD-HSR/PRP-GSFP (apTnkyn 70010040) — moaynb ans waccu STEZ4700G-
CHxx ana cnotos No2 - 7, HSR/PRP ¢ 2 noptamu 100/1000 Base-X SFP;
STEZ4700-MOD-4FX-MM (apTukyn 70010049) — moaynb ans waccn STEZ47xx-CHxx ana
cnotos No2 - 7, 4 nopta 10/100 Base-FX MM, paszbem SC, 1310 HMm, 5 Km.
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1.3.

®yHKUMU NporpammHoro obecneyeHus

KommyTatopbl cepun STEZA7xx nNpenoctaBAAlOT MHOMECTBO MNPOrPaMMHbIX GYHKLNIM,
YO,0BNETBOPAIOWMX PA3/IMYHble TPebOBaHMA KANEHTOB.

MpoTokonbl pesepsuposaHua: RSTP/STP, MSTP, ST-Ring, DRP, VRRP

MpoTokonbl mapwpytmnsauymmn: OSPFv2, RIP, ctatnyeckasa mappytmsauma

Mopaeprkka MynbTUKacT NpoTokonos: IGMP Snooping, GMRP u static multicast

VLAN, PVLAN, QoS n ARP

YnpaBneHue WMpPUHOM KaHana: port trunk, port rate limiting

MpoToKoNbl CUHXpPOHM3auum BpemeHn: GPS, IRIG-B, PTP(IEEE1588-2008), ITU-
T.G.8261/G.8262, SNTP 1 NTP

BesonacHocTtb: ACL, port isolate, IEEE802.1x, TACACS+, RADIUS, SSH, SSL

OunarHocTtuKa: port mirroring, LLDP, KoHTponb anHuu, loop detect, CRC protect
O6HosneHune MNO yepes FTP, 3arpy3Ka / Bbirpy3ska KoHoUrypaumoHHoro daiina

Port mirroring, LLDP, KOHTpOAb AUHUMK

dyHKuMM yBepomnenua: port alarm, power alarm, ring alarm, koHdaukt IP/MAC
appecos, temperature alarm u port traffic alarm

YnpasneHue yctpoiictBom: CLI, Telnet (SSH), Web.

2. YnpaBneHue KOMMYTaTOpOM

YnpasaeHne KOMMYTaTOPOM BO3MOXHO NOCPeACTBOM:

e KoHconbHOro nopta
e Telnet/SSH
e Web 6paysepa

2.1.

Tun npocmoTpa

Mocne nogxntoyeHns B Command Line Interface (CLI) yepes KoHcoONbHbIN NopT uan Telnet

(SSH), BO3MOXKHO NONAYUYMTb Pa3/IMYHBIN SOCTYN, MEPEKAOYEHNE MEXKAY HUMMU MOMKHO MOJTYYUTb

C MOMOLLBIO C/IeAYIOLNX KOMaHA.

OTobpaxkeHne Tun JoctynHbii dyHKUMOHan | KomaHabl ana
CMeHb! YPOBHSA
npuBuaErun

SWITCH> OCHOBHOM pexum View recently used Input "enable" to

commands. View enter the Privileged
software version. mode.

View response
information for ping

operation.
SWITCH# MpusunernposaHHbin | Upload/Download Input "configure
penm configuration file. terminal" to enter
Restore default the Configuration
configuration. View mode from the

Privileged mode.
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response information for | Input "exit" to
ping operation. return to the
Restart the switch. General mode.
Save current
configuration. Display
current configuration.
Update software.

SWITCH(config)# | Pexum koHburypaumm | Configure switch Input "exit" or
functions "end" to return to
the Privileged
mode.

Korga KommyTtaTop KOHPUrypupyeTca Yepes nHTepdeinc KomaHLHON CTPOKKU, TO MOXKHO
NCNonb30BaTb AN MOJIyYEeHUS CNpaBKM No KomaHge "?". B cnpaBoyHOM MHbOpMaUMKM ecTb
pa3Hble ¢opmaTtbl onmncaHuA napameTpos. Hanpumep, <1, 255> o3HayaeT AManasoH uucen;
<H.H.H.H> o3HauvaeT IP-agpec; <H:H:H:H:H:H> o3HauaeT MAC-agpec; cnoso<1,31> o3HayaeT
AnanasoH cTpoK. Kpome Toro, ¢ nomouwpto ™ U | MOXHO aenaTb NPOKPYTKY HedaBHO
NCNO/Ib30BaBLUMXCA KOMaHA,

2.2, YnpaBneHMe KOMMYTaTOPOM Yepe3 KOHCO/IbHbIW NOPT

[oCTyn K KOMMYTATOPY MOXKHO MOJIYYNTb Yepe3 ero KOHCO/bHbIMA NOPT U FTMNepTePMUHAN
OC Windows uan apyroro nporpaMmHoro obecrneyeHus, NoALepKUBAOWErO NOAKAOYEHME
yepes nocsegoBaTeNbHblA NopT, Hanpumep HTT3.3. B cneayouwem npumepe nokasaHo, Kak
ncnonb3osaTtb Hyper Terminal gaa gocTyna K KOMMYTAaTOpPY Yepes KOHCOJIbHbII MOPT.

KoHconbHbie nopmesi noddepxcusarom paszvemsl RI45 u Mini USB. lNpu Heobxo0umocmu MOHHO
sblbpame 0600l Uz 0s8yx pazvemos. Ecau evibpame pazvem Mini USB 018 o0Ho2o nopma u
pasvem RJ45 Ona Opyeoeo, npu nodkawveHuu oboux nopmos bydem pabomames MOsbKO
KOHCOsbHbIlU nopm ¢ pazvemom Mini USB.

RJ45 Connector

MoaKnoumTe 9-NMHOBBIN KOHCO/bHbIN NOPT Ha PC B KOHCOJIbHbLIN Kabesib Ha KomMmyTaTope
C NOMOLLIbIO KOHCOIbHOTO Kabena DB9-RJ45.

Mini-USB Connector

e YcraHoBute "Mini USB_driver.exe". Mporpammy MOXHO HaWTM B nanke [Software
download] B noctansemom CD. NMoakntounte USB nopT Ha PC KOHCO/bHbIM Kabenem K
KommyTaTopy ¢ Mini USB kabenem.

e Ha pabouem ctone Windows Bbibepute Myck > Mporpammbl > CTaHaapTHble > CBA3b >
Hyper Terminal
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la Network Time Protocol

(3 system Tooks » (3 HyperTerminal
m Acrobat Reader 5.0

'\ Address Book

[E Network Associates  »
> (3 startup >
. & Internet Explorer

L‘ﬁ] Outlook Express

MOKHO MCNob30BaTb N060M APYrov aMyNATOP TEPMUHANG, TaKOM Kak Putty.
e BBeauTe UMA AN5 HOBOTO COEAUHEHUA

"+ New Connection - Hyper Terminal

D& &5 OB &

Connection Description

% New Connection

Enter a name and choose an icon for the connection:

Mame:
|Switch |

So3ed

Exscerracted Suko detect  Auko detect M

lcon:

[ Bbl6epMTe HOMep COM nopTa 4NA ero UCnoab3oBaHMA
= —
Connect To Illrzl

% Switch

Enter details for the phone number that you want to dial:

Countrydregion;  ~ina (55

Area code: l:l

Phone number: | |

Connect using: | COM1 v |

[ OK ][ Cancel ]

e HacTtpoiika csoncte COM nopTta: 115200 ana 6uT B cekyHay, 8 ana 6ut gaHHbiX, None
A5 YeTHOCTK, 1 ans CTONoBbIX BUTOB U NoNne ANA YNpaB/ieHMA NOTOKOM.
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COM1 Properties @

Port Settings
Bits per second: 115200 v
Data bits: |8 v
Parity: | None v
Stop bits: |1 v
Flow coriol: IR
Restore Defaults
[ 0K ] [ Cancel ] [ Apply J

e [loABUTCA OKHO BXxoZa B cucTemy. Beegute nma nonb3oBatens u Naposib (Naposib Takon
e, KaKk u gna Web 6paysepa), 3aTem HaxkmuTe enter.

=
& Switch - HyperTerminal
File Edit Wiew Cal Transfer Help

D& 3 0B &

Switch>

Connected 0:00:03 Autodetect  Auto detect NUM

e BBeaute KomaHay “enable”, nonb3oBatenb no ymonyaHuo “admin” n naponb “ISTOK”
ANA [,0CTYNa B NPUBUIETMPOBAHHDBIN PEXUM.

< Suin inal
Fie Em vew Cd Tsln feb

D@ =3 05 &

Password: means

SHITCHD enable
Login:adnin

password: ==
Please modify your initial password!
SHITCHN

[ an

2.3. YnpasneHue kommyTtaTtopom yepes Telnet

Monb3oBaTeIn MOryT NCNONbL30BaTb Telnet AnA HACTPOMKM KOMMYTAaTOPOB.
e Habpatb telnet *IP aapec kommyTaTtopa* ns KomaHaHOM cTpokM windows (Mnu nboit
aHanor). No ymonuaHuio agpec: 192.168.0.2.
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Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: |telnet 192.168.0.2 v

QK H Cancel ][ Browse...

e [loABMTCA OKHO BXOAa B cucTemy. BeeauTe mma nosb3osatens v naponb (“admin” /
"STEZ” no yMmON4aHUIO), 3aTEM Ha*KmuUTe enter.

| 1 Telnet 192.168.0.2 =

Telnet.
s RETURN t

2.4. YnpaBneHue kommyrtaTtopom yepe3 Web

e 3anyctute web-6paysep
e Habepwurte http:// v IP agpec KommyTatopa. HaskmuTe Enter
e [loABMTCA OKHO BXOAa

e BseauTe MmA NOAb30BaTENA M NapPOab. MMA Nonb3osaTena U Naposib MO YMOAYAHUIO —
“admin” / “STEZ”

e Haxmute Enter unm kHonky OK, 3aTem NoABUTCA raBHbI MHTepdelic Beb-ynpasieHun

3. Cratyc KOMmmyTaTopa

3.1. basoBasa nHpopmauma

OcHoBHaa uHpopmauua o KommyTaTope BKkAtodaeT MAC-agpec, Bepcmio annapaTHOro
obecneyeHuns, Bepcuio nporpammHoro obecneyeHus, sepcmio BootROM, Tmun yctpoiictea, Aaty
Komnuasumm u Bpema pabotbl. Haxkmute [MHdopmauma o6 yctpoinctee] - [OcHoBHasA
MHbOpMauMsa O KOomMmyTaTope] B [AepeBe HaBurauuu, 4tobbl 0TO6Pa3UTb OCHOBHYHO
MHPOpPMaLUIO O KOMMYTATOPE, KaK MOKa3aHO Ha PUCYHKE HUXKe.

SE——
Prompt SWITCH
CPU MAC 00-01-00-00-03-01
Hardware version V2.1
Sof tware version R1008
BootRom version : 161
Device type SICOM3028GPT-L2GT

Complied Time Now 28 2014 16:13:26
Uptime : 0 weeks, 0 days, 0 hours. 8 ninutes
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4. O6cnyxuBaHMe KOMMyTaTopa

B fepeBe HaBUraLmm Bbl MOXKeTe HaxKaTb [Save current running-config], 4yTobbl coxpaHuTb
TeKyLyto KoHdurypaumto, unu [Reboot - nepesarpysutb ¢ KOHPUrypauuen no ymonyaHuio],
YTOObI NEPENTM HA CTPAHULY, MOKA3aHHYIO HA PUCYHKE HUMKE. 3aTeM Bbl MOXKETe HaxaTb <Yes>,
YTOHbI BOCCTAHOBUTL KOHGUIYPaLMIO MO YMOAYAHMIO.

Reboot
| Save current configuration before reboot? ®Yes ONo

4.1. MNMepe3arpysKa

Y106bI NEepesarpysnTb yCTPOMCTBO, HaxkmuTe [Switch maintenance] - [Reboot] B aepese
HaBurauuu, YTobbl BOMTU B MHTepdEeNC nepesarpysku, Kak NokasaHo Ha PUCYHKe HUKe.

[~
Reboot

[ SaE Elitent oniiguration betore reboat? | © Yes OMNo |

Mepen nepesarpy3koi noaTBepAUTE COXPaHeHWe TeKylen KoHourypauuu. Ecam Bbl
BblbepeTe «Yes», KOMMYTaTOpP 3anNyCTUT TEKYLLYHO KOHOUTypaLMio Nocae nepesarpysku. Ecam bl
BblbepeTe «NO», KOMMYTATOP MCMNOJIb3YET NpPeablAyLLY0 COXPAaHEHHYO KOoHdurypauuto. Ecam
KOHUrypaLma He 6bl1a COXpaHeHa, KOMMYTATOP BOCCTaHOBUT KOHOUIypaLmio NO YMONYaHUIO
nocne nepesarpysku.

4.2. O6HoBneHue npowunsku (firmware)

PerynapHole ob6HOBNEHMA NpPOrpammHoro obecneyeHUs MOryT MOMOYb YMEHbLIUTb
KOZIMYEeCTBO OWMBOK npu paboTe KommyTaTopa. KommyTtatopam cepum Tpebyetca oH6HOBUTH
TONIbKO oAuH dann Bepcum NporpammHoro obecnedyeHma. OH COOEPKUT He TOJIbKO BEPCUIO
CUCTEMHOTO MPOrpamMmmMHoOro obecneyeHns, HO W BeEPCUIO NPOrpaMmHoOro obecnevyeHus
BootROM. 1na 06HOBMEHUA BEPCUM NPOrPaMMHOro obecrnevyeHuns TpebyeTcs NOMOLLb CepBepa
FTP/TFTP/SFTP.

4.2.1. O6HoBneHue MO yepes FTP

YctaHosute FTP-cepsep. Huke B KauyecTBe npumepa MCNOAb3yeTCA MNporpammHoe
obecneyerHne WFTPD gnsa o3HakomneHun ¢ KoHourypaumeit FTP-cepsepa n obHoBeHNEM
nporpammHoro obecneyeHus.

Haxmute [Security] > [Users/Rights]. Otkpoetca amanorosoe okHo "Users/Rights
Security Dialog". Haxkmute <New User> ans cosgaHua HoBoro FTP nosb3oBaTens, Kak
MOKa3aHO Ha pUCyHKe Hue. Co3aaitTe MMA NOAb30BATENSA U MAPOb, ANA NpUMepa, UMA
nonb3osartensa "admin" n naposnb "123". Haxkmute <OK>.



cCT

L
W

PykoBopacTBO nonb3oBarena

T Mo log file open - WFTPD

User / Rights Security Dialog X

e d e |

Deite | ChangePass.. |

I Reaticted to home

Rights »>

New Passwang: [~ --nK
Vey Passwad [ _ Cance |

Hew |

For Help, press F1 1 socket 0 users NUM

Beeante nyTb XxpaHeHus dalina obHoeneHus B «Home Directory», Kak nokasaHo Ha
puUcyHKe HuKe. Haxkmute <Done>.

© o log file open - WFIFD

2o Toodet_Dusera M

HaxkmuTe [Switch maintenance] = [FTP software update] B HaBMrauMoHHom aepese AN
nokasa okHa obHoBneHus MO yepes FTP, Kak NOKa3aHO Ha pUCYHKe HUXe. BeeauTe IP agpec
FTP cepsepa, uma FTP nonb3oBatend, naponb M uma ¢aiina Ha cepsepe. Haxkmute
<Update>.

FTP software update

182. 168. 0. 23

admin

123
COM3028GPT-T0014. bin

binary v

o o]

e Transmission type
3HaueHus: binary/ascii
Mo ymonyaHuto: binary
dyHKUMA: BbIGOP CTaHAapTa nepedayn ¢annos.
OnucaHue: ascii o3HavaeT ucnosb3oBaHWe ctaHgapTa ASCIl ana nepegaum daina;
binary o3HayaeT ncnonb3oBaHMe ABONYHOrO CTaHAAPTa ANa nepeaaym danna.

e ForceUpdate
3HaveHua: YES/NO
Mo ymonyaHuio: NO
DyHKUMA: BbIbepUTe meTos 06paboTKM, ecin Bepcusa NporpaMmMHoOro obecrneyeHms He
COOTBETCTBYET annapaTHoMy obecnedyeHuto KOMMyTaTopa.
OnucaHue: NO o3HayaeT OTMeHy OBHOB/AEHWs NporpammHoro obecrneyeHus, ecnu
nporpammMmHoe 1 annapaTHoe obecneyeHue He coBnagatoT. YES o3HauyaeT npogonkeHue
obHoBNEHUA NporpaMMHOro obecneyeHus, garke ecin NPoOrpaMmMHOE W annapaTHoe
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obecneyeHue He coBnagatot. O4HAKO 3TO MOKET MPMBECTU K CUCTEMHON aHOMaNUKN UK
Aaxke cboto 3arpysKu.

Y6eanutecb B HOpManbHOW CBA3M mexKay FTP-cepBepom M KOMMYTaTOPOM, KaK NOKa3aHo
Ha PUCYHKE HUKe.

B Ko log file open — WFTPD E|@E|

Eile Edit View Logging Messages ecurity Help

L 0012] 09/16/11 17:43:40 Connection accepted from 192.168.0.2

C D012] 09/16/11 17:43:40 Command "USER admin" received

C D012] 09/16/11 17:43:40 PASSword accepted

L 0012] 09/16/11 17:43:40 User admin logged in.

C 0012] 09/16/11 17:43:40 Command "TYPE I received

C D012] 09/16/11 17:43:40 TYPE setto IN

C D012] 09/16/11 17:43:40 Command "PORT 192,168,0,2,4,3" received

C D012] 09/16/11 17:43:40 PORAT set to 192.168.0.2 - 1027 (4.3)

C 0012] 09/16/11 17:43:40 Command "RETR SICOM3028GPT-T0005-81.1.2.2 bin" received
C 0012] 0971611 17:43:40 RETRieve started on file SICOM3028GPT-T0005-B1.1.2.2.bin

C 0012] D3/16/11 17:43:55 Transfer finished

G 0012] 09/16/11 17:43:55 Got file DAWMSOFT_2000{SICOM3028GPT-TO005-BUILD-1.1.2.2{SIC1
C D012] 09/16/11 17:45:25 QUIT or close - user admin logged out

For Help, press F1 1 sacket 0 users NUM

Joxantecb OKOHYaHMA obHoBNEHMA.

Dowmloading file, please waiting.......

Koraoa o6HoBneHMe ByaeT 3aBeplueHo, nepesarpysuTe YyCTPOWCTBO M OTKPOWTE CTPaHMLY
OCHOBHOM MHOPMaUMM O KOMMyTaTope, YTobbl MPOBEPUTb, YCMELWHO AU BbINOJHEHO
06HOB/IEHME U aKTUBHA I HOBanA BepcusA.

4.2.2. O6HoBneHue MO yepe3 TFTP

YctaHosute TFTP-cepBep. HuXe B KayecTBe npumepa MCNOJb3yeTcA MporpammHoe
obecneuyeHune TFTPD ana o3HaKoOMIEHUA ¢ KOHbUrypaumen cepsepa TFTP.

“. Iftpd32 by Ph. Jounin (=13

Current Directory | D-\w/Msoft_2000A5ICOM3028GPT-TC = Browse

Server interface |132 168.0.23 =~ Show Dir
Tip Server | Titp Client | DHCP server | Syslog server | DNS server | 4]+
peer file starttime | progress

Settings Help

B "Current Directory" BbibepeTe nyTb A0 obHOBAssemoro ¢aina Ha cepsepe. Beegute IP
aapec cepsepa B "Server interface".

Haxxmute [Switch maintenance] - [TFTP software update] B HaBMrauMoHHOM Aepese,
OTKpOEeTCcs OKHO obHoBNeHMA MO yepes TFTP, Kak NOKa3aHO Ha PUCYHKe HUXKe. BeeauTe IP
aapec TFTP cepsepa n umsa daiina Ha cepsepe. Haxkmute <Update> 1 oxxngante oKoH4YaHUA
obHoBNEHMS.
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TFTP software update

192.168.0.23
[cOM302BGPT-T0014. bin|

e Transmission type
3HaueHus: binary/ascii
Mo ymonyaHuto: binary
®yHKuMA: BbIOOp CTaHZapTa nepenayn ¢panios.
OnucaHue: ascii o3HavaeT ucnosb3oBaHWe ctaHgapTta ASCIl ana nepepaum daiina;
binary o3HauaeT ncnosb3oBaHMe ABOUYHOIO CTaHZapTa 414 nepegayum daina.

e ForceUpdate
3HaveHua: YES/NO
Mo ymonyaHuto: NO
dyHKUMA: BbIbepUTe meTod, 06paboTKK, ecin Bepcusa NporpaMmHoro obecneyeHmn He
COOTBETCTBYET annapaTHOMy obecneyeHno KOMMYTaTopa.
Onucanne: NO o03HayaeT OoTMeHy OOHOB/AEHMA MpPOrpaMmHOro obecrneyeHus, ecnu
nporpammHoe 1 annapaTHoe obecnevyeHne He coBnagatoT. YES o3HayvaeT npogonkeHue
0B6HOBNIEHNA MPOrpamMMHOro obecneyveHus, Aaxe ecan NPOrpammHoOe U annapatHoe
obecneyeHne He coBnagatoT. O4HAKO 3TO MOXKET MPUBECTU K CUCTEMHON aHOMaNNN UK
Aaxe cboto 3arpysku.

Yb6eantecob B HOpManbHOM cBsizn mexay TFTP-cepBepom M KOMMYTAaTOPOM, KaK MOKa3aHo
Ha PUCYHKe HUXKe.

Current Directory |D:\wMsoli_2000ASICOM3028GPT-TC v|  Browse

Serverinterface  [192.168.0.23 ~| Show Dir
Thp Server ] Thp Clienl} DHCP server | Syslog server' DNS sewet] ilr
peer file start ime | progress

192.168.1.144:1024 <SICOM3028GP... 1406817 43% 1

*. SICON3028GPT-T0008-Bui... [X|

File size : 4362185
1906176 Bytes sent 158848 Bytes/sec

About Settings Help J

Joxantecb OKOHYaHMA obHOBNEHMUS.

Dowmloading file, please waiting.......

Koraoa obHoBneHUWe byaeT 3aBeplUeHOo, NepesarpysnTe YyCTPOWCTBO M OTKPOWTE CTPaHULY
OCHOBHOM WHpOPMaLMM O KOMMYyTaTope, 4TOObl MPOBEPUTb, YCMELWHO /i BbINOJHEHO
06HOB/IEHWE M AaKTUBHA /1M HOBas Bepcus.

4.2.3. 06HoBneHue MO yepes SFTP
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MpoTokon 6e3onacHoit nepenaun dannos (SFTP) — aTo npoTokon nepenaun daitnos Ha
ocHoBe SSH. OH obecneunBaeT 3awndpoBaHHylO nepesady ¢annos gns obecnevyeHus
6esonacHoctTn. B cneayiowem npumepe MSFTP  ucnonb3yetca AnA  onucaHus
KoHurypaumm cepsepa SFTP 1 npouecca 0OHOBAEHUA MUKPONPOrPaMMmbl.

[ob6asbTe SFTP nonb3oBaTtens, Kak NOKA3aHO Ha PUCYHKe HUXKe. BBeauTe nonb3osatens
M naponb, Hanpumep, admin / 123. HasHaubTe nopt 22. BeeauTte nyTb A1 COXpaHeHUA
firmware ¢aiina 8 “Root path”.

= ~
@ Core FTP mini-sftp-server .@‘_‘g
Ueer[ome [ 1|

Password: [ ﬂ

Port. [22 Apout |

Rootpath: |E\GPT3028gujian

Connections:

addressiP__ | connected @

O6HoBsneHKne firmware NoKa3zaHO Ha PUCYHKE HUXKeE.

SFTPHE& A
192, 168.0.8

admin
123

.T-Build-1.3.48.4.bin
T3l -

e Server IP address
dopmaT: A.B.C.D
Onwucanue: Hactpoika IP-agpeca SFTP-cepBepa.

e {User name, Password }
OwnanasoH: {1799 cumsosos, 1~99 cumsonos}
OnucaHue: BeegnTte nms nonb3osBaTena M Naposb, co3aaHHble Ha SFTP-cepBepe.
Server file name
OnanasoH: 1~¥99 cumsonos
Onucanue: Hactpolika umeHun daiiia 06HOBAEHNA MUKPONPOrPaMMbl, XpaHsALLLEroca Ha
SFTP-cepsepe.

e ForceUpdate
BapuaHTbl: YES/NO
Mo ymonyaHuto: NO
®dyHKuMA: BbIbepUTe MeTog 06paboTKK, eciv Bepcus NporpaMmmHoro obecneyeHms He
COOTBETCTBYET annapaTHOMy obecrneyeHno KommyTaTopa.
OnucaHue: NO o3HayaeT OTMeHYy OOHOB/EHMA MPOrPamMMHOro obecneyeHus, ecau
nporpammHoe 1 annapaTHoe obecneyeHue He coBnagatoT. YES o3HauyaeT npogonkeHue
06HOBNEHMA NPOrpaMMHOro obecneyeHus, Aaxe ecin NporpammHoe M annapaTHoe
obecneyeHue He coBnagatoT. OL4HAKO 3TO MOXKET NPUBECTU K CUCTEMHOM aHOMANUK UAN
Aarke cboto 3arpyskum.

Koroa obHoBneHWe ByaeT 3aBeplUeHO, KaK MOKa3aHO Ha PUCYHKE HUXe, akTUBMpyMnTe
BEPCUIO NPOrpaMmmHOro obecneyeHus u nepesarpysmTe YCTPOMCTBO, OTKPOWTE CTpaHMULy
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«System Information», yTo6bl NPOBEPUTDL, YCNELIHO /N BbINOJIHEHO OOHOB/IEHWE U aKTUBHA
N1 HOBaA Bepcus.

5. baszoBasa KOHUrypauuma

5.1. ba3oBaa KoHPuUrypauma Kommyratopa

BbasoBas KoHoUrypauma KommyTaTtopa BKAoYaeT B ceba hostname, mapping between
host u IP address, n switch clock.

HacTtpoliika umeHu xocta (hostname).

Haxkmute [Device Basic Configuration] - [Switch Basic Configuration] = [Basic Config]
015 BXOAa Ha CTpaHuLy 633080 KOHPUIYpaLMK, Kak NOKa3aHO Ha PUCYHKE HUMKeE.

=
Set Hostname

SWITCH

[Resot Il Aoy |

e Hostname
OnanasoH: 1-30 cumsonos
Mo ymonyanuio: SWITCH
®yHKLMA: YCcTaHOBUTE NOACKA3KY B MHTepdence KOMaHLHOW CTPOKM KOMMYTaTopa.
MeToa: Haxkmute <Apply>, uTobbl aKTUBMPOBATb HOBOE MMs XOocTa. Haxkmute <Reset>,
4YTOObl OTMEHUTb TEKYLLYIO HAaCTPOMKY M UCMO/Ib30BaATL NPeablAyLLEE MMA XOCTa.

HacTpoiKa conoctaBaeHna mexay MMeHem XocTa U IP-agpecom, KaK NoKasaHo Ha puc.

Mapping hostname and IP
kyland
192, 168. 1. 23

Add Del

Switch 192.168.1.144

kyland | 192.168.1.23 |

HUXe.

e {Host name, IP address}
®opmart: {1-15 cumeonos, A.B.C.D}
®PyYHKUMA: B COOTBETCTBUM C COMOCTaABIEHNMEM UCMONb3YNTE MMA XOCTa ANA A0CTyna K
COOTBETCTBYHOLLEMY YCTPOMUCTBY.
MeToa: BBeAUTe NpaBuAbHOE UMA XocTa U IP-agpec. 3aTem Haxkmute <Add>, 4TObbI
YCTAHOBMTb 3anMCb COMNOCTaBAEHUA MMeHU xocTa U IP-agpeca, nam <Del>, yTo6bI
YAANNTb 3aNUCb CONOCTaBAEHMUA.
Mpumep. Mocne ycnewHo HaCTPOMKM CONOCTaBAEHNA MeX Ay MMeHem xocTa «Switch»
n IP-agpecom «192.168.0.4» Bbl MOXKeTe MNPOMUHIOBaTb KOMMYTATOP C MOMOLLbIO
KomaHAbl ping host Switch BmecTto ping 192.168.0.4.

HacTpoiiKka yacos
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5.2.

Bbl MOMeTe YCTaHOBWUTb CUCTEMHYIO AaTy M Bpema. KommyTtaTopbl 3TOW cepun
noAaAep*KMBatoT Yacbl peanbHoro BpemeHn (RTC). Jaxke ecnu OHU BbIKAKOYEHbI, OHU
NPOAO/IXAT CUHXPOHU3NPOBATHCA.

Y106bI B NOMHOW Mepe UCMO/b30BaTb BPEMSA WU SKOHOMWUTb 3HEPTUIO, IETOM MOKHO
ncnonb3osatb feTHee Bpema (DST). YTobbl 6bITb TOUHBIM, NepeBeauTe Yacbl Ha OAUH
yac Brepes NeTOM.

Haxkmute [Device Basic Configuration] - [Switch Basic Configuration] - [Clock
configuration], 4To6bl OTKPbITb CTPaHWULYY KOHOUIypaLMM YacoB, Kak MOKa3aHO Ha
PUCYHKE HUXKe.

Clock Configuration

15:16:4
2014124
GMT+08:00 v
Enable v
Start Time 4 month | 1 day

10 hour
End 'nme menth |1 day

9 hour

[ hopty

HH:MM:SS

Jnana3oH: 3HayeHne HH HaxoauTca B agnana3oHe oT 0 o 23, a 3HayeHne MM 1 SS — B
AnanasoHe ot 0 go 59.

YYYY.MM.DD.

Onana3oH: 3HaveHme YYYY HaxoguTtca B agnanasoHe ot 1970 go 2099, 3HaueHne MM —
ot 1 o 12, a 3HayeHne DD — ot 1 go 31.

OnucaHue: nanasoH DD meHAeTcA B 3aBUCMMOCTU OT mecAua. Hanpumep, ananasoH
00 ona mapta — ot 1 go 31, a gna anpena — ot 1 go 30. Bbl moXeTe HacTPOUTb ero B
COOTBETCTBMM C PeasibHOM CUTyaLmen.

Timezone

®PyHKUMA: BbIBEPUTE MECTHbIN YaCOBOM NOAC.

Daylight Saving Time status

Onuuu: Enable/Disable

Mo ymonyaHuto: Disable

DYHKLMA: BKAOYUTb MU OTKNOUUTD IETHEe BpemMs. JTeTom nocne BKAKYEHUA IETHEro
BPeMeHM Yacbl byayT nepeBeAeHbl Ha OANH Yac Brepea.

Daylight Saving Time

HacTpoiTe BpeMeHHOM CerMmeHT A1a nepexoia Ha ieTHee Bpems.

YnpasneHue KoHpuUrypaumamm nonb3osatenemn

Ytobbl mn3bexaTb npobsem ¢ 6e30MacHOCTbIO, BbI3BaHHbIX  HEAErMTUMHbIMU

Nonb30BaTeNAMM, KOMMYTAaTOPbl AaHHOW cepuM obecneymBaloT MepapxMyeckoe ynpasieHue
nonb3oBatenamu. Kommytatopbl obecneynsatoT pasinyHblie npasa paboTbl B 3aBUCMMOCTM OT
YPOBHA No/b30BaTeNel, yA0BNETBOPAA Pa3HO0Bpa3Hble TPe6OoBaHNA K YyNPaBAEHUWIO SOCTYMNOM.
[loCTynHbI TPU YPOBHA NOAb30BaTENSA, KaK MOKa3aHo B Tabauue.
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YpoBeHb NoAb30BaTeNsA

OnuncaHue

Guest (FocTb)

CaMbIl HU3KUI YPOBEHb, NO/Ib30BaTeNN “Gues” MoryT TONbKO
npocmaTpmBaTb KOHGUIYPaALMIO KOMMYTATOPa, HO HE MOTYT
BbIMOJIHATb HACTPOMKY MAN moandUuKaLumio.

Monb3oBatenn “Guest” He MorytT nonyuntb AocTtyn K
cnegylowmm  GyHKUMAM:  OOHOBAEHWME  MPOrpamMHOro
obecneyeHun, ynpasaeHWe MoJsb3oBaTeNsAMK, Nepesaya
¢daiinos, nepesarpyska, CoxpaHeHMe TeKyLen KoHdurypaumm m
3arpysKa no ymoa4aHuto.

System (Cuctema)

CpeaHuit ypoBeHb, Nonb3oBaTenu “System” numeror
onpeaeneHHble NpaBa AOCTYNa M HACTPOWKK. Nonb3oBaTeNm
“System” He MOryT NOAy4YUTb AOCTYN K cneayowmm GyHKLUAM:
0b6HOBNEHME NPOrPaMMHOro obecneyeHus, ynpasieHune
nosib3oBaTeNAMM, Nnepegaya gpaiinos, nepesarpysKka u 3arpyska
no ymon4yaHuio. NpmumeyaHue. Monb3oBaTtenn “System” moxer
WM3MEHWUTb Napo/ib TEKYLLEro No/b30BaTeNs.

Admin (AgMmuHucTpaTop)

Cambli1 BbICOKNI YpPOBEHb, NON1b30BATE/IN C NpaBamu
AAMUHNUCTPATOPA MMEKOT NpaBa Ha BblIMOJ/IHEHUE BCEX d)yHKLI,MlZ.

5.2.1. Be6 KoHdpurypuposaHue

KoHurypupoBaHue nonb3oBaTenem.

HaxkmuTte [Device Basic Configuration] = [User Configuration] - [User Configuration] to
A8 nepexoAa Ha CTpaHuLy KOHOUIYPUPOBaAHUSA, KaK NOKa3aHO HUXe.

[~

m

e Name

User Collliiumlian

Password #9
[Fconsole [#teinet [Fssh [Fweb |Guest ¥ |Password e
Key name

User Configuration List

console telnst ssh web admin Password

console telnet ssh web guest Password

console telnet ssh web system Password
ssh guest Password
ssh guest Key

OnanasoH: 1716 cumsosioB

e Service

Onuwuu: console/telnet/ssh/web
®yHKUMA: BbIBOP peskMma [0CTyrna MepeKkNovyeHnsa A8 TeKYLLero noab3osBaTtens.
MO3KHO BbI6GpPaTb OAMH MAN HECKONIbKO PEXKMMOB A0CTYynNa.

e Level

Onuma: Guest/System/Admin
Mo ymonuanuio: Guest

Onuus: BbibepuTe ypoBeHb MONb30BaTeNs, MO/Jb30BaTE/NM PaA3HbIX YPOBHEN MMEIOT
pasHble NpaBa Ha onepauumn.

e Authen-Type

Onuusa: Password/Key/Password nau Key
Mo ymonyaHuto: Password
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dyHKUMA: BbIOPaAH TN ayTeHTUdUKALMN, KOTOPbIN ByaeT MCNob30BaTbCA NP AOCTyne
TEKyLLEero nosb3oBaTena K KommyTtaTopy. MNpu Bbibope Nnaponsa HeobXxoaMMO HACTPOUTb
napameTp «Password». Mpu Bbibope Katoya Heobxoaumo HacTpouTb Key name.

e Password
Onana3oH: 1~32 cumBona
®YHKLMA: HACTPOMKA NApONA, KOTOPbIN ByaeT MCNob30BaTbCA NPU AOCTYMNe TEKYLLEro
No/sib30BaTeNs K KOMMYTaTOpY.

e Key name
®PyHKUMA: BblbEpUTE MMA KAloYa, KOTopoe OyaeT MCNonb3oBaTbCA MNpWU  AOCTyne
TEKYLLEro No/sb3oBaTens K KOMMYTaToOpy B pexunme ssh.

Moandukaumnsa 1 yganeHune noab3osaTtesnen.

LLlenKHMTe Ha 3anMCb NO/1b30BaTE/NA B CNINCKE KOH¢WII'ypaLI,MVI nosab3osaTena. Bol moxeTe
NU3MEHWUTb U YOa/TUTb KOHd)MI'ypaLI,VIIO NnoNb30BaTE/IA, KaK MOKAa3aHO Ha PUCYHKE HNXKE.

User Configuration

[OJPassword
vl

111 |Econsole [Ftelnet [Fssh -‘Aeh‘Guesl V|Passwnrd
| O Key name|

ooy [l o

KoHdurypuposaHue SSH Key.

LLlenkHuTte [Device Basic Configuration] - [User Configuration] = [SSH Key Configuration]
ans Bxoaa B SSH key configuration cTpaHuLy, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

=
SSH Key Configuration

e Key Name
OnanasoH: 1716 cumsonos
o Key Type
Ob6n3aTtenbHan KoHoUrypauma: RSA
KommyTaTopbl 3TON cepun NnoanepHKMBatoT TO/IbKO aNropuTm Ktoda RSA.
e Key Value
dopmart: {Mma anropnTMma, OTKPbITLIN KtoY, MHGOPMaLUA O Ktode}
Mms anroputma: ssh-rsa | ssh-dsa
OTKpbITbIM K/HOY: OCHOBAH Ha 64 KoAax U umeeT AJIMHY meHee 2048 6auT.
NHbopmauusa o Kntove: 40NONHUTENbHAA MHPOPMALLMA O Katoye
®PyYHKUMA: HACTPOUTb OTKPbITbIA K/OY, COOTBETCTBYHOLWMI KAMeHTy. Kak npasuno,
OTKPbITbIN KNHOY FeHepUpyeTca NporpaMmmHbIM obecnedyeHmem Puttygen n KonupyeTcs
B 3HAUYEHWeE K/t0Ya CEPBEPA, 3aKPbITHIN KUY COXPAHAETCA B K/IMEHTE.

M3meHeHme napona y KOHKPEeTHOro noJib3oBaTens.

LLlenkHute [Device Basic Configuration] = [User Configuration] = [Modify Password] ans
BXOAa Ha CTpaHULY C U3MEHeHMeM NaponA, Kak MOKa3aHOo Ha PUCYHKe HUKe.
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=)
Modify Password

LAl L]

Apply

e New password/Repeat password
AnanasoH: 132 cumsona

HacTpolika Talim-ayToB 414 PEXMMOB 0CTyNa KOMMyTaTopa

LWenkHute [Device Basic Configuration] - [User Configuration] - [Timeouts
Configuration] ana BxoAa Ha CTPaHULY U3MEHEHMI, KaK NOKa3aHO Ha PUCYHKe HUXKe.

Timeouts Conliiuralion

console 5 (0~44640)
web 10 (0~44640)
ssh 5 (0~44640)
telnet 5 (0~44640)

o Time

OnanasoH: 0744640 muH.

Mo ymonyanuio: 5 mmnH ana console/ssh/telnet; 10 munHyt gns seb.

®YHKLMA: HACTPOUTb BPEMSA OMKMAAHMA BXOAa MONb30BATENA U BPEMS OTKIOYEHMUS.
OTcyeT BpemeHW HauyMHaeTcs, Koraa nosib30BaTeflb 3aBepLIUT BCE HACTPOUKK, M
cMcTema aBTOMaTUYECKM BbIMAET U3 peXmma A0CTyna, Koraa spems 3akoHuutcsa. Koraa
Bpemsa ycTaHOBfeHO Ha 0, nosnb3oBaTenbckaa OyHKUMA TalM-ayTa U OTKAHOYEHUA
OTK/oYeHa. B atom cnyuvae cepsep He ByaeT onpeaenaTb, UCTEKIO M BPpeMsA BXOAa

no/ib3oBaTena B CUCTEMY, U NMO3TOMY NO/b30BaTe b He BbIAAET U3 TEKYLLEro pexuma
BXoAa.

5.3. KoHdurypauma noprtos

5.3.1. KoHdurypauua pusunuyeckoro nopra

B KoHOMUrypauumn ¢usMYecKoro nopTa Bbl MOMKETe HacTPOUTb TWUN Kabens, cocTosiHue
yrpaBAeHus, CKOPOCTb/peXKMm 1 Apyryto nHGopmaLmio.

LenkHuTe [Device Basic Configuration] - [Port configuration] - [Ethernet port

configuration] = [Physical port configuration] gns Bxoga Ha cTpaHuMLy KOHOUIypaLmmn, Kak
MOKa3aHO Ha PUCYHKE HUKe.

Port configuration
‘2f1 ~|||[TCC ‘ |auln V‘ ‘nn shutdown | auto ~ Invalid v‘ ‘nn loopback ‘4‘ | 120 |lg.5001

Apply

e Port
Onumun: Bce NOPTbI KOMMYTATOpPA
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OnucaHue: X/Y — dopmat umeHun nopta; X — 3TO HOMep c/ioTa A1A UHTEPDENCHOro
MoAyNA, B KOTOPOM HaxoguTcs nopT, a Y — 3TO0 HOMep nopTa Ha WHTepdeircHom
moayne.

e Alias
Onana3oH: 1764 cumBona
PYHKUMA: HACTPOUTb NCEBAOHMM A5 ONUCAHUSA NopTa.

e mdi
BapuaHTbl: auto/normal/across
Mo ymonyaHuio: auto
dyHKumA: HacTpolika Tvna Kabens gns nopta Ethernet.
OnucaHuMe: auto o3HayaeT aBTOMATMYECKOE onpeaeneHune Tuna kabens; cross o3Havaer,
YTO MOPT NOAAEPHKMBAET TONILKO NEPEKPECTHbIN Kabenb;, normal o3HayaeT, YTo NopT
noafepKMBaeT TO/IbKO NpsAmMoi Kabenb.c

e Admin Status
BapwuaHTbl: shutdown/no shutdown
Mo ymonyaHuto: no shutdown
®dyHKuMA: PaspewnTb Nnepeaady AaHHbIX HA NOPT UM HeT.
OnucaHume: no shutdown o3HavaeT, YTo NOPT BK/OYEH U paspeLlaeT nepeaady AaHHbIX;
shutdown yKasbiBaeT, YToO NMOPT OTK/KOYEH U 3anpeLLaeT nepegady gaHHbIX. ITa onuumsa
HanpAMYO BIUAET Ha annapaTHOe COCTOsSIHWE NMopTa M 3anycKaeT aBapuUiHbIe CUTHaNbI
nopra.

e Speed/duplex status
BapuaHTbl: auto, 10M/nonosuHa, 10M/nonubii, 100M/nonosuHa, 100M/nosHbIR,
1000M/nonosuHa, 1000M/nonHbii
Mo ymonyaHuio: auto
PYHKUMA: HACTPOIMKa CKOPOCTM NOPTa U pexnuma gynaekca.
OnucaHue. CKopocTb NOpTa U AYNJEKCHbIN peXum noaaepKMBatoT aBTOCOr1acoBaHue
N NPUHYAMUTENbHYIO HAaCTPOMKY. ECIM yCTaHOBAEHO 3HaYeHMe «auto», CKOPOCTb NopTa U
permm gynsiekca byayT aBTOMaTUYECKM COr1acoBbIBaTbCA B COOTBETCTBUM CO CTAaTyCOM
nogkaoueHus noprta. Korga pexum aynaekca nopta M3MeHseTca ¢ aBTOMaTUYeCcKoro
COr/IacoBaHUSA Ha NPUHYAUTENbHbIN MOMHbIA AYNAEKC WUAM MNOYyAYNIeKC, CKOPOCTb
nopta TaKkKe 6OygeT WM3MeHeHa Ha NpPUHYAUTENbHbIA peXum. PekomeHayeTcs
YCTAaHOBUTb ANA MapameTpa 3HayeHue auto, 4tobbl u3berkaTb npobaem ¢
NOAK/OYEHNEM, BbI3BAHHbIX HECOr/IaCOBAHHOM KOHMUrypauumel nopTtoB Ha oboux
KOHUax KaHana. Ecnn Bbl yCTAHOBMAM ANA NopTa MNPUHYAUTENbHYIO CKOPOCTb UM
AynneKc, ybeantech, YTO HAaCTPOMKM CKOPOCTHU UM PeXXMMa AynieKca Ha 060MX KOHLax
coegMHeHnsa OANHAKOBbI.

e Linkup delay
InanasoH: 07600 (eanHuua nsmepenma: 1/60 c)
Mo ymonuanumio: 0 c
dyHKUMA: HacTpolika BpeMeHW 3a4ep*KKU coeanHeHns nopta. Oba KoHUa coeguHeHusn
OOMKHbI UMETb OZIMHAKOBYIO KOHPUTYpaLMIO 3aAeP*KKN COeINHEHNS.

Bbl MoOXKeTe NpocmMOTpeTb MHPOPMALMIO O MOpTe Ha OCHOBe KoHdUrypauuu nopra
Ethernet 1 ycnoBuii cBsA3M, KaK NOKa3aHO Ha PUCYHKE HUXKe.
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Port list
11 GE |auto| down | noshutdown | auto | auto |  Invalid | no loopback 0
12 | | GE [auto| down | no shutdown | auto | auto Invalid no loopback | 0
173 GX _[auto [ down no shutdown aute | auto Invalid no loopback 0
14| | GX |auto| down | noshutdown | auto | auto |  Invalid | noloopback | 0
21 | TCC | FE |auto| down | noshutdown | auto | auto |  Invalid | no loopback 120
22| | FE |auto| down | noshutdown | auto | auto |  Imalid | no loopback | 0
2/3 | FE [auto| down | no shutdown aute | auto | Invalid | _no loopback 0
24| | FE |auto| up | noshutdown | auto | auto |  Inalid | noloopback | 0
31 | FX |auto| down | no shutdown | auto | auto ivalid | no Ioopback 0
372 | | F¥ [auto| down | no shutdown | aute | auto Invalid ne loopback 0
33 | | FX [auto| down | noshutdown | auto | auto Invalid no loopback 0
34| | F¥ [auto| down | no shutdown | auto | auto Invalid no loopback 0
61 | FE |auto | down no shutdown | auto | aute Invalid no loopback | 0
62 | FE |auto| down | noshutdown | auto | auto Invalid no loopback | 0
63 | | FE |auto| down | no shutdown | auto | auto Invalid no loopback 0
64 FE |auto| down no shutdown auto | auto Invalid no loopback 0

5.3.2. UHdopmauma no nopty

UWenkHuTe [Device Basic Configuration] - [Port configuration] - [Port debug and
maintenance] - [Show port information] ans nepexoga Ha cTpaHuuy nHbopmaummn. OHa
COAEPHKUT MHOOPMALMIO O COCTOSHUM MOAKAKYEHMA MOpPTa, TUM NOpPTa, CTAaTUCTUKY
BXOAALWMX/NCXOAALMX NAKETOB U APYryo MHPOPMALMIO, KaK MOKa3aHOo Ha PUCYHKE HUKe.

|
P | &y
[ aree |

Ethernet2/3 is up, line protocol is up

Ethernet23 is layer 2 port. alias name is (null), index is 7
Hardvare is Fast-Ethernst. address is ob0iTbeh0-43008
FVID is 1

MTU 10240 bytes, BW IDUBUU Khlt

Encapsulation ARPA.

Auto— duplex Neqouau:m 1\.\11 duplex Auto-speed: Negotiation
100K bi

FlovConteal iz off, MDI type is auto

Input and output rate statistics
minute input rate 2935 bytes-sec. 29 packets/ssc
S minute cutput rate 4621 bytes/sec, € packests/sec
The last § second input rate 2701 bytes/sec. 29 packets/sec
The last 5 second output rate 698 bytes/sec. § packets/sec

Input packets statistics

2162040 input packets. 217736548 bytes. 0 no buf fes

80201 unicast packets. 116708 nulticast packets. 1965131 broadcast packets|
0 input errors. 0 0 frame alignment. 0 overrun, 0 ignore

0 abort. 0 length error . 0 pause frame

OQutput packets statistics

136566 output packets, 93892260 bytes, 0 underruns

117989 unicast packets, 18527 nulticast packets. 50 broadcast packets
0 output errors, 0 collisions . 0 pause frame

Input and output packsts by le
bytes

v 818980, (55~127) bytes: 1255746,
(123 255)  bytes 81301, (2567811)  bytes: 21617,
(512~1023)  bytes 41904, (1024~10240) bytes 79058

5.4. KoHpurypauma VLAN

OpHa NoKanbHAA ceTb MOXKET ObITb pasaesieHa Ha HECKO/IbKO JIOTMYECKMX BUPTYasIbHbIX
nokanbHbix ceten (VLAN). YcTpolicTBO MOXKeT 06MeHMBaTLCA AaHHBIMKW TONIbKO C YCTPOMCTBaMM
B ToM e VLAN. B pe3synbTaTe WMPOKOBELLATENbHbIE MaKeTbl orpaHuumsatotca VLAN, uTto
onTummsnpyet 6e3onacHocTb LAN. Pasgen VLAN He orpaHuMyeH pUINMYECKMM PaCroNoKEHUEM.
Karkaaa VLAN paccmaTpmBaeTcs KaKk soruyeckas cetb. Ecam xocty B ogHolt VLAN Heobxoanmo
OTNPaBMTb NaKeTbl AaHHbIX Ha XocT B Apyroi VLAN, aoaKeH 6bITb 3a4eMCTBOBAH MapLUpyTM3aTop
WM YCTPOICTBO YPOBHS 3.

5.4.1. Port-based VLAN

Pasgen VLAN moxeT 6bITb nMbo Ha ocHoBe nopTta, Mbo Ha ocHoBe MAC-agpeca.
KommyTaTtopbl 3ToM cepuun nogaep*kunsatot pasgeneHme VLAN Ha ocHoBe NoOpToB. YsieHbl
VLAN moryT 6bITb OnpeseneHbl Ha OCHOBE NOPTOB KOMMyTaTopa. MNocne fobasneHna nopTta
B YKa3aHHyto VLAN nopT moxXeT nepecbinaTtb nakeTbl ¢ Terom gna VLAN.
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Port Type

MopTbl AenaTcs Ha ABa TUNA B 3aBMCMMOCTM OT TOTO, Kak OHU obpabaTbiBatoT Tern VLAN
npu NepecbiKe NaKeToB.

» Untag port: nakeTbl, nepecbliaembie NOpToM 6e3 Teros, He umetoT Teros VLAN.

MopTbl Untag 06bl4HO MCNOAB3YHOTCA ANA NOAKAOYEHUA K TEPMUHANAM, KOTOpble

He nopaeprkmsatoT 802.1Q. Mo ymonyaHuio BCe NOPTbl KOMMYyTaTopa ABAAKOTCA
nopTtamu 6e3 Teros u npuHaanexkat VLANI.

» Tag port: Bce naKeTbl, NepecbiiaeMblie NOPTOM Tera, cogepkat Ter VLAN. MopTbl

Teros 06bI4YHO NUCMOJIb3YHOTCA AR NOAKNOUYEHWNS CETEBbIX NepeaatoLLmMX YCTPOUCTB.

Port Mode

» Access: B pexkume A0CTyna NopT A0/KeH 6biTb yaaneH u gobasneH B ogaHy VLAN;
NnopT Heslb3si NOMeTUTb 1 A06aBUTb B KaKyto-1nbo VLAN.

» Trunk: B peume maructpanu nopt AoKeH 6biTb yaaneH u gobasneH B ceTb PVID
VLAN; nopT moKeT 6bITb NomedeH/cHAT ¢ Tera n gobasneH B Ntobyio apyryto VLAN.

PVID

Kaxkabii nopt nmeet PVID. MNpu nosy4yeHNn HETErMPOBAHHOIO NaKeTa NopT AobasaneT K
nakety Ter B cootseTctBum ¢ PVID. PVID no ymonyaHuto gna scex noptos paseH 1. PVID
nopTa AocTtyna — 310 uaeHTndumkatop VLAN, K KOTOPOI NPUHALNEXKMUT NOPT, U €ro Henb3A
HacTpouTb. PVID maructpanbHOro nopta MoKeT OblTb HacTpoeH Kak OAuMH U3
naeHTnduKatopos VLAN, paspelleHHbIX yepes nopT. B Tabauue HUKe NoOKasaHO, Kak
KOMMyTaTop obpabaTbiBaeT MOJIy4EHHbIE U MEepecbiaemble MakeTbl B 3aBUCMMOCTU OT
pexuma nopTta, TNa nopta u PVID.

O6paboTKa NoNyYeHHbIX NAaKeToB O6paboTKa NakeToB A48 NepecblIKn
Untagged packets Tagged packets Port Type Packet Processing
» Eowm naeHTModUKaTop
VLAN & nakete ectb 8 | .. MepecbinaTb NakeTbl nocne
cnucke paspeLueHHbIX g yAaneHua tag
VLAN, npumuTe naker.
06asuTb PVID tag K !
A g » Eowm naeHTMdUKaTop

naxkeram VLAN B nakeTe HaxoauTca

B CMMCKe paspeleHHbx | Tag
VLAN, naket
oTbpacbiBaeTcs.

CoxpaHnaTb tag 1 nepecbinatb
naket

5.4.2. Be6 KoHpuUrypupoBaHue

Co30aHue u ydaneHue VLAN

LLlenkHyTb [Device Basic Configuration] = [VLAN configuration] = [VLAN configuration]
- [Create/Remove VLAN] - [VLAN ID allocation] ana BxoAa Ha cCTpaHuUy
KOHUrypupoBaHua VLAN, KaK NOKa3aHO Ha PUCYHKE HUXKe.
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VLAN ID configuration ‘
2 |

e VLANID
OnanasoH: 2~4093.
®PyHKUMA: Ucnonb3ynte pasHole naeHtTnomkatopbl VLAN gns pasnmyeHma VLANoOB.
OnucaHue: KommyTtaTopbl 3ToM cepumn noagepxmeatoT 4o 4093 VLAN.
MeTtoa: Haxkmute <Add>, utobbl co3aaTtb VLAN; Haxkmute <Remove>, utobbl yaanutb
yKasaHHbIn VLAN.

KoHepuzypuposaHue umeHu VLAN

LLenkHyTb [Device Basic Configuration] - [VLAN configuration] < [VLAN configuration]
- [Create/Remove VLAN] = [VLAN ID attribution configuration] ansa Bxoaa Ha cTpaHuLy
KOHpUrypuposaHua nmenHn VLAN, KaK NoKa3aHO Ha CTpaHULE HUXKe.

=

Modify switch VLAN ID attribution
2

VLAN2

universal v

e VLANID

[dwnana3oH: Bce co3gaHHble VLAN.

®yHKuMA: BBeanTe naeHtndumkaTop VLAN, UMA KOTOPON HEOHXOAUMO U3MEHUTD.
e VLAN Name

OnanasoH: 1711 cumsonos

®dyHKumA: BBeante uma VLAN ¢ yKa3aHHbIM NAeHTUOUKATOPOM.
e VLAN Type

Onumu: universal

Mo ymonyaHwuto: universal

Mocne 3aBepLIeHMA HAaCTPOMKKM Ha cTpaHuue «MHPopmauma 06 naeHTnduKatTope
VLAN» oTtobpaxkaeTca uHdopmauusa ob atpubyTtax Bcex cosgaHHbix cetelt VLAN, Kak
NOKa3aHO Ha PUCYHKe HUXKe:

VLAN ID information

1 default universal
2 VLAN2 universal
100 VLAN100 universal
200 VLAN200 universal

KoHghuzypuposaHue pexcuma nopma

LWenkHyTb [Device Basic Configuration] - [VLAN configuration] = [VLAN configuration]
- [Port type configuration] - [Set port mode (Trunk/Access)] ana BxoAa Ha cTpaHuULy
KOHPUTypupoBaHMA TUNa NopTa, KaK NMOKa3aHOo Ha CTPaHULE HUXKe.



cCT

L
W

PykoBopacTBO nonb3oBarena

Port mode configuration
21 v access ¥ |

e Port
Onuma: Bce NOpTbl KOMMYTaTOPA.
e Type

Onuma: access / trunk

Mo ymon4yaHuio: access

dyHKUMA: Bbibepute penm ans ykasaHHoro nopta. KaxKabii nopT noaneprkuBaet
TO/IbKO OZINH PEXUM.

Mocne 3aBeplIeHUA HACTPOWMKWM Ha cTpaHuue «KoHourypauma pexuma noprta» byayt
nepeymcaeHbl BCe TUMbI NOPTOB, KaK NOKa3aHO Ha PUCYHKE HUMKe.

Port mode conﬁiuration

111 access
1/2 access
1/3 access
1/4 access
2" access
212 access
2/3 access
2/4 access
41 access
4/2 access
4/3 access
4/14 trunk

HaszHaueHue nopmoes 055 co30aHHbIx VLANo8
LLenkHyTb [Device Basic Configuration] - [VLAN configuration] < [VLAN configuration]
- [Allocate ports for VLAN] - [Allocate ports for VLAN] ans Bxoga Ha cTpaHuuy

KoHdUrypuposaHua noptos A1a VLANOB, KaK MOKa3aHO Ha CTPaHULE HUKe.

Allocate ports for VLAN

2 v
2" 4
Untag b

Add Port Delete Port

Note:TR : Trunk mode, TG : Teg, S-CH : Serial Card, H-CH : HSR/PRP Card, T-CH : TMS Card

17
112
13
14
24
4/4(TR)
21
2 VLAN2 Static ENET 2/2
4/4TRITG)
23
100 VLAN100 Static ENET 41
44(TR[TG)
42
200 VLAN200 Static ENET 473
4/4(TRITG)

1 default Static ENET

e TagType
Onuus: Tag / Untag



PyKOBOACTBO NOMb30BaTENA cCT=3

®dyHKUMA: BbibepuTe TMN NOpTa, KOTOPbIN Heobxoanmo aobasuTb B VLAN.

> B pexunme goctyna (access) c nopTa A0XKeH 6bITb CHAT Ter U gobaBieH B 0ANH
n3 VLAN.

> Y nopta B pexkume trunk gonkeH 6biTb yaaneH tag v gobasneH B PVID VLAN;
MOPT MOKET BbITb MOMeueH/CcHAT ¢ Tera u aobasneH B ntoboi apyroi VLAN.

KoHgpueypuposaHue PVID dnsa trunk nopmos.

LLenkHyTb [Device Basic Configuration] - [VLAN configuration] < [VLAN configuration]

- [Trunk port configuration] = [VLAN setting for trunk port] ana Bxoga Ha cTpaHuuy
KoHUrypuposaHua trunk noptos ana VLANOB, Kak NOKa3aHO Ha CTpaHuMLEe HUKe.

Set trunk native
Al ~

2

| set I Dofautt |

Trunk port

Onums: Bce trunk nopTsl

Trunk Native VLAN (pvid)

Onuyms: Bce co3gaHHble VLANbI

Mo ymonyanuio: 1

®dyHKumA: KoHdurypuposaHue PVID gnsa trunk nopra.

OnucaHune: Hesasucumo ot Toro, cywecrsyet aim nopt B VLAN naum cywecteyet 8 VLAN B
Buae Untag/tag, nocne ykaszaHusa PVID stot nopt 6yaert nobasneH 8 VLAN B Buge Untag.
Metog: Haxkmute <Default>, utobbl BoccTaHOBUTL PVID BbibpaHHOro trunk nopra Ha 1.

KoHourypuposaHue VLAN ans trunk nopToB NoOKasaHa Ha PUCYHKE HUXKe.

Configure Trunk Port Allow VLAN

[ s |
Trunk port
Onums: Bce trunk nopTol
Tag Type

Onuma: Tag / Untag

®yHKumA: Boibop TMna trunk nopta ans gobasneHma VLAN

Trunk Allow VLAN List

Onuyms: Bce co3gaHHble VLANbI

Mo ymonyaHuio: Bce cosgaHHble VLANbI

®dyHKumA: KoHdurypuposaHme VLANoB ana Bbibopa trunk nopra.

Mocne 3aBepLIEHNA HAaCTPOMKM oTobparkaeTca MHbopmauua o VLAN Bcex nopToBs Trunk
NOPTOB, KaK MOKa3aHO Ha PUCYHKe HUXKe.
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11 2 1 2:100

a1 2,100,200 \ 1 |

KoHgpuzypuposaHue ingress npasusao VLAN 0n4a nopma.

LLenkHyTb [Device Basic Configuration] - [VLAN configuration] < [VLAN configuration]
- [Enable/Disable VLAN ingress rule] - [Enable/Disable VLAN ingress rule] ana Bxoga Ha
CTpaHuLy KoHdurypauum npasuna Bxoga VLAN, Kak MoKa3aHO Ha PUCYHKE HUMKe.

Enable/Disable VLAN ingress rule

C T

Onuwuu: Enable / Disable

Mo ymonyaHuio: Enable

®PyHKUMA: BKAOYMTL AN OTKAOYUTL Npasuao Bxoga VLAN anda nopra.

OnucaHue: ecnm aTa pyHKUMA BKAOYEHA, NOPT cBepaeT naeHTndmkatop VLAN naketa ¢
ero paspeweHHbIM cnuckom VLAN npu nonyyeHmun naketa. Ecam coBnageHue HangeHo,
NopT NepecblaeT NAaKeT; B NPOTUBHOM Cay4yae NakeT oTbpacbiBaetcs. Ecav ata dyHKUmA
OTK/IOYEHA, NOPT NepecbINaeT BCe NaKeTbl 6e3 NpoBepKku nx naeHtueumkatopos VLAN.
Mocne 3aBeplleHMA HACTPOWMKKM oTobparkaeTca BCA MHbOpPMaLMA O NpaBuIax BXoaa
VLAN, KaK NOKa3aHO Ha PUCYHKe HUXKe.

n GX Enable
32 GX Disable
33 GX Enable
34 GX Enable
41 | FE Disable
472 FE Enable
4/3 | FE Enable
4/4 FE Enable

KoHgpueypuposaHue VLAN-aware.

LLlenkHyTb [Device Basic Configuration] - [VLAN configuration] - [VLAN configuration]
- [VLAN-aware] = [VLAN-aware] ans Bxoaa Ha cTpaHuuy KoHourypaumm VLAN ingress, Kak
NOKa3aHO Ha PUCYHKe HUXKe.

VLAN-aware Configuration

Onuun: Aware / Unaware

Mo ymonyanHuio: Aware

dyHKumA: Koraa BbibpaHo Aware, ycTponcTBo uaeHTudunumpyet u oueHnsaet VLAN B
cooTtseTcTBUM € npoTokonom IEEE802.1Q »n npasunbHO nepecblaaeTr naketbl. Ecam
BblbpaH napameTp «Unaware», yCTPOMCTBO He oueHWBaeT uaeHTudukatop VLAN
HEM3BECTHOrO OAHOAAPECHOTO MaKeTa W rMepecbllaeT NakeT Ha Awboi nopt
(wunpoKosellaTeNnbHO); YCTPOWCTBO He oueHuBaeT wuaeHtTudukatop VLAN ans
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M3BECTHOro OZHOaAPECHOrOo NakeTa 1 NepecblaeT NakeT Ha COOTBETCTBYIOLINIA NOPT B
cooTBeTCcTBUK ¢ Tabauuen MAC-agpecos.

Mpocmomp uHopmayuu o ecex co30aHHbIx VLAN.

LWenkHyTb [Device Basic Configuration] - [VLAN configuration] - [VLAN debug and
maintenance] - [Show VLAN] gna exoaa Ha MHopMaUMoHHY cTpaHuuy o VLANax, Kak
MOKa3aHO Ha PUCYHKE HUMKeE.

VLANID | Name  Type _ Media  Portid
1MM(TR[TG)
112
3

1 defaul Static ENET I
214
4/4(TR)
1A(R)

2 VLAN2 Static ENET a
aid
SI4TRITG
11(R)

100 VLAN100 Static ENET b
414(TRITG)
a2

200 VLAN200 Static ENET 473
4/4(TR[TG)

5.5. QinQ KoHUrypaums

TexHonorna QinQ — 3TO TeXHONOrMA, KOTOpaa pacwupaet npoctpaHcTeo VLAN un
peanusyeTt PyHKUMIO paclumpeHua npoctpaHcTea VLAN 3a cyeT A06aB/ieHMs elle 04HOro ypoBHA
3aroJioBKa Tera 802.1Q K coobueHuto Tera 802.1Q, 4TO MOXKET cAelaTb NPO3PaYHYyLo Nepesady
yactHoM cetn VLAN no obuenoctynHom cetu.

B pexkMme NoaKN0YEHMA K IOKa/IbHOW CETU, OCHOBAaHHOM Ha TPAAMLMOHHOM NPOTOKO/E
802.1Q, Korga ABYM NOJIb30BAaTE/IbCKUM CETAM HEODXOAMMO MONYYUTb AOCTYN APYr K Apyry
yepes  WHTepHeT-npoBaiaepa, MWHTEPHET-MpoOBaMgep  AO/MKEH  HasHauuTb  pasHble
naeHtudukatopbl VLAN ana pasHbix VLAN ans Karkgoro nonb3oBatens f0CTyna, Kak NoKasaHo
Ha pucyHKe Huxe. CeTb nosnb3oBaTena 1 n 2, npeagnonaraeTca, YTO OHU PACNONOXKEHbI B ABYX
pa3sHbIX MeCTax 1 MMEIOT 40CTyN K marnctpanu yepes PE1 n PE2 ISP cooTBeTcTBEHHO.

Ecam  nonb3oBaTento  Heobxoaumo coegumHutb  VLAN100~VLAN200 cem 1 c
VLAN100~VLAN200 cetn 2, ob6a nogkntodeHHbix nHTepdeiica CE1, PE1, P n PE2, CE2 A0/KHbI
6bITb HACTPOEHbI KaK CBOMCTBO MarucTpann un paspewnts VLAN100~VLAN200 npoiiti yepes.

37101 MmeTos KoHburypaumm genaet VLAN nonb3oBaTtens BUAMMOW B MarncTpasibHOM ceTy,
a He npo3payHoli nepedayeit. OTO0 He TONbKO NoTpebnseT pecypcbl naeHTudmkatopa VLAN
nocTaBLlMKa ycnyr (obbiyHO Tosbko 4094 ngeHTndukatopa VLAN), HO TaKKe TpebyeT, 4Tobbl
NocTaBWMmK ycnyr ynpasaan Homepom VLAN nonb3osatena. B aTom cnyyae CTpyKTypa cetu
C/MLIKOM M/IOTHAA, U U3MEHEHMA MAHWMPOBAHMA CETM WHTEPHET-NpoBakaepa WAWN KNMEHTa
MOB/MAIOT HA BCHO CETb, YTO NPUBEAET K NJIOXON TMOKOCTHU CETH.
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TexHonorns QinQ pobasnseT ewe oauH ypoBeHb TeroB 802.1Q. K coobuweHuto Tera
802.1Q. Taknm obpa3om, cooblieHne, A0CTaBASEMOE B MarncTpaibHOMN CETU, UMEET [1Ba YPOBHA
TeroB 802.1Q (oauH Ter obwenoCTynHON CeTUM, OAMH Ter YacTHOM CeTu), CeTb MHTepHeT-
nposangepa AO/KHA NpPefocTaBUTb TONbKO  uaeHTudukatop VLAN anA  gpyroro
naeHtnoukatopa VLAN m3 Toli e nonb3oBaTeNnbCKon cetu, 4To skoHomuT ISP VLAN ID pewaet
npobaemy HexaTku pecypcoB ISP network VLAN ID. N 310 moXeT caenatb MNpPO3payHyto
nepegavy 4actHoit cet VLAN no obuwenocTynHOM ceTu, a TaKXKe npeaocTaBuUTb MNpoCToe
peweHune VPN ypoBHA 2 ana Hebonbwmx MAN (ropoackas ceTb) unm LAN (noKanbHas ceTb).

5.5.1. dyHKuum QinQ, nogaeprkMBaembie YyCTPOUCTBOM

QinQ urpaeT BaskHYIO POJib B Pa3IMYHbIX pelleHnsax bnarogapa CBOMM NPOCTbIM U TMBKMM
XapaKTepUCTUKaMm.

basoBbii QinQ: ba3osBblt QinQ, TakXe HasblBaembli TyHHenem YypoBHA 2 QinQ,
peanunsyeTcs Ha OCHOBe pexuma uHTepdelica. Mocne Toro, Kak 6asoBas ¢yHKuMA QinQ
nHTepdelica BKAKOYEHA, Korga uHTepdelic nonydaeT coobuieHune, ycTPoncTBo 3anucbisaeTt VLAN
Tag ansa VLANa no ymosiyaHuio ana uHTepdenca, ecim nosay4yeHHoe COODbLEHME YKe C Terom
VLAN, coobuieHne cTaHOBUTCA coobLueHMem ¢ ABOMHbIM TEFOM, eCAU NMPUHSATOe cooblieHne be3
Tera VLAN, coobuieHune ctaHoBuTCs coobuieHnem c Terom VLAN no ymonyaHuio ana uHtepoelica.

5.5.2. Hactpoiika 3HaueHue TPID BHewHero Tera VLAN QinQ

Kak nokasaHo Ha pUCYHKe HUXKe, 3TO cTpykTypa TeroB VLAN kKagpos Ethernet,
onpepeneHHas npotokosom |EEE802.1Q. WaeHTMduMKaumsa npotokona meTknm TPID
(naeHTUdUKaTOP NpoToKoNa Tera) — 370 none B Tere VLAN, npesgcrasasaiolLee TMN NPOTOKoAa
ana tera VLAN, a npotokon IEEE 802.1Q onpeaensaet 3HavyeHme nona 0x8100.

802 1 Q Encapsulation

DA SA | 802.1Q Header | Length/Type Data FCS
6Bytes | 6Bytes 4Bytes 2Bytes |46 Bytes~1500 Bytes| 4Bytes
[TPID 2 Bytes: TCI 2 Bytes
0x8100 Priority | CFl VLAN ID

3bits 1bit 12bits
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YcTponcTBa pasHbIX NPOM3BOAUTENEN MOTYT ycTaHaBaMBaTb B nose TPID Tera BHelwHel
VLAN QinQ pasHble 3HayeHus. Ona obecneyeHUss COBMECTUMOCTU C YCTPOWCTBAMWU APYrux
NpousBoANTENEN YCTPOMCTBO NpenocTasndeTr QyHKUUIO U3MeHeHuA 3HaveHuma TPID Tera
BHewHeln VLAN QinQ. Hactpous 3HauyeHue TPID, coobueHne QinQ, oTtnpasasemoe B
06LenoCTynHYO ceTb, byaeT MMeTb TO e 3HadeHue TPID, 4To 1 y ApYyrMx NpousBoAUTENEN,
4yTOb6bI YCTPOMCTBA PA3HbIX MPOU3BOAUTENEN MOTIN B3aUMOAENCTBOBATbL APYT C APYrOM.

Pacnonoxenune ¢daina TPID Kagpa Ethernet m TMna npoTokona Kagpa 6e3 Tera VLAN
coBnagatoT. YTobbl n3b6erkaTb NpPobsiem c nepecbiNKon 1 06paboTKOM NAKETOB B CETU, 3HAYEHME
TPID He MoKeT b6bITb YCTAaHOB/IEHO HM B KaKoe 3HauyeHue 13 ciaeaytoueit Tabanupbl:

Protocol type Value

ARP 0x0806

RARP 0x8035

P 0x0800

IPv6 0x86DD
PPPoE 0x8863/0x8864
MPLS 0x8847/0x8848
IPX/SPX 0x8137

LACP 0x8809

802.1x 0x888E

HGMP 0x88A7

Device reserved 0xFFFD/0xFFFE/OxFFFF

5.5.3. HacTpoiKa uepe3s Beb nHrepdeiic

LLlenkHyTb [Device Basic Configuration] = [QinQ] = [QinQ configuration] ans Bxoaa Ha
CTpaHuLy HacTpoiKkm QinQ nHTepdeica, Kak MoKasaHo Ha PUCYHKE HUXKE.

3InG Configuration

an
ETE

41

a1

a4

eI Cantigurtion

TFIDMeN) [
TPID Infarmationihes) a100

e Port
[nana3oH: Bce NOpTbl B KOMMYTATOpeE
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e Port status
Onuums: check / uncheck
dyHKumA: Bbibop, cnegyeT v BKAOYMTL NopT QinQ.
e TPID (hex)
Ownanason: 5dd-ffff
®dyHKuuA: KoHdpurypumposaHue TPID (hex)
OnucaHue: Korga nntepdeliic nonyyaet coobuieHune, ycTponcTeo 3anucoisaeT Ter VLAN
ana VLAN no ymonvaHutio.

5.6. PVLAN KoH}urypaumsa

PVLAN (private VLAN) ucnonb3yeT ABYXYPOBHEBble TEXHONOTMWU W30AALUUKN  ANA
peannsaumm CAOXKHOW GYHKUMM  uM3onauMKM  TpaduMKa nopTosB, obecneyeHusa ceTeBOM
6€30NacHOCTM U U30ALMM LUMPOKOBELLATE/IBHOIO OMEHA.

BepxHuit VLAN — 310 VLAN c obwmm aOMeHOM, B KOTOPOM MOPTbl SBAAKOTCA
BOCXOAALWMMM nopTamu. HuxkHUI VLAN ABAAIOTCA M30/IMPOBAHHLIMU AOMEHaMM, B KOTOPbIX
NopTbl ABAAKTCA MOPTAMMU HUCXOAALLEN MHUKN CBA3U. MOPTbl HUCXOAALLEN NNHUM CBA3KU MOTYT
ObiTb  Ha3HayeHbl pa3HbIM  AOMEHam  WM30AAUMW, WU OHW  MOTYT OAHOBPEMEHHO
B3aMMOAENCTBOBATb C NOPTOM BOCXOAALLEN MHUN CBA3W. N301MPOBaHHbIE AOMEHbI HE MOTYT
B3aMMOLENCTBOBATb APYT C APYTOM.

% V10~ §
v100
vlil

Kak noKasaHo Ha pucyHKe, 06wnit someH — 310 VLAN100, a M30/1MpoBaHHble OMEHbl —
310 VLAN 10 n VLAN 30; ycTpoiicTBa B M30/IMPOBaHHbLIX AOMEHAX MOryT B3aMMOAENCTBOBATL C
YCTPOMCTBOM B COBMECTHO WCMOJIb3yeMOM AomeHe, Hanpumep, VLAN 10 moxeTt
B3anmogeincteoBaTtb ¢ VLAN 100; VLAN 30 TaKke moxeT B3aumogencrtsosaTb ¢ VLAN 100, Ho
YCTPOICTBA B Pa3HbIX M30/IMPOBAHHbIX AOMEHAX HE MOTYT B3aMMOAENCTBOBATb APYF C APYFOM,
Hanpumep, VLAN 10 He moxkeT BzaumogelicteoBaTb ¢ VLAN 30.
®dyHKUMIo PVLAN MOXHO peanm3oBaTh C NOMOLLbLO cneyyManbHOM KOHPUrypaLumm nopTos.
> PVID Bocxoaawmx NopTos coBnagaet ¢ obwmum naeHtndukatopom VLAN gomeHa; PVID
HUCXOAALLMX NOPTOB COBMAAAET C UX COOCTBEHHbIM MAeHTUOMKaTopom VLAN gomeHa
N30NALMMN.
> [na BOCXOAALMX MOPTOB HE UCMOJb3YIOTCA TerM, M oHM HasHadvatoTca VLAN obuero
OOMeHa 1 BCEM M30/IMPOBAHHbBIM AOMEHAM; O1A NOPTOB HUCXOAALLEN NMHUN CBA3K He
MCNO/Nb3YIOTCA Tern, MU OHWM HasHadatotca VLAN obuiero gomeHa U cobCcTBEHHOMY
NU30NMPOBAHHOMY JOMEHY.

5.7. 3epkanmpoBaHue

C dyHKLMel 3epKanbHOro 0TObpaXKeHMA NOPTOB KOMMYTATOP KONUPYET BCE NOJIyYEHHbIE
WM nepegaHHble Kagpbl AaHHbIX B 04HOM NOPTY (3epKanbHoe oTobparkeHne NCXoAHOro nopTa)
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Ha Agpyroi nopT (3epkanbHoe oTob6pa)keHMe mnopTa HasHayeHudA). [opT HasHayeHus
3epKasIMpPoBaHMA MOKET ObITb MOAK/OYEH K aHAIM3aTOPY NPOTOKOAA Uan moHuTopy RMON ana
MOHUTOPWHTA CETU, YNPaBAEHMA N ANATHOCTUKM HEUCNPABHOCTEM.

KommyTatop nogaep’KuBaeT TOJIbKO OAMH NOPT HAa3HAYEeHMA O1A 3€pPKaJIMPOBaHUA, HO
HECKONIbKO NMOPTOB-UCTOYHUKOB. HECKONBKO MCXOAHBIX MOPTOB MOTYT HAaXo0AUTbCA MO0 B O4HOM
VLAN, nn6o B pasHbix VLAN. [MOpT UCTOYHMKA M NOPT HA3HAYEHUS 3EPKASIMPOBAHUA MOTYT
HaxoauTbca B ogHoM 1 Toi e VLAN nam B pasHbix VLAN. UcxogHbl NOPT M NOPT Ha3zHAYeHUs
He MOryT 6bITb O4HUM U TEM Ke NMOPTOM.

MopT HasHauyeHMs 3epKanunpoBaHua M port channel agnawTca B3aMmouckatoyatowmmu. Mopt
Ha3Ha4YeHMsA 3ePKabHOro oTobpaykeHNn He MoXKeT bbiTb AobaBneH K port channel, n nopt B port
channel He moKeT b6bITb YCTAHOBNEH B KAaYeCTBE NOPTa HAa3HAYEHUS 3ePKaIbHOTO OTObpaKeHUs.

5.7.1. HacTpoiKa uepe3 Beb nHrepdeiic

Boibepume ucxoOHsIli nopm 3epKanupoB8aHUA U PEeXUM 3ePKanupo8aHU.

LWenkHyTb [Device Basic Configuration] - [Port mirroring configuration] - [Mirror
configuration] ana Bxoza Ha cTPaHWUUY KOHPUIypauumM NopTa UCTOYHMKA 3ePKAIMPOBAHMS,
KaK NOKA3aHO HA PUCYHKE HUXKe.

Port mirroring configuration

1 v

@ v

141 v

= E3

e Session
Onuwua: 1~7
Mo ymonyaHutio: 1
®PyHKUMA: Boibepute rpynny 3epKainposaHms.

e Mirror Direction
Onuwmsa: rx/tx/both
Mo ymonyaHumio: rx
®yHKLMA: Bblbepute AaHHble 414 3epPKaNbHOTO OTOOpPaXKEHWA B UCXOAHOM MOPTY
3epKasibHOro oTobpakeHums.
OnucaHue: rx ykasblBaeT, YTO B UCXOL4HOM MOPTY 3epPKaNMpylOTCA TONbKO NOJyYeHHble
naKkeTbl;
X YKa3bIBaEeT, YTO B UCXOLHOM MOPTY 3€PKANIMPYHOTCA TONIbKO NepesaBaemble NaKeThbl.
both yKkasbiBaeT, 4To M nepefaHHble, U NOAYYEHHbIE NAKEeTbl 3ePKa/ibHO OTPaXKeHbl B
NCXOLHOM MOpPTY.

e Source port
Onumun: BCce NOPTbI KOMMYTATOpPA
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®dyHKUMA: BbibepuTe ncXxoaHbI NOPT 3epKanmpoBaHua. Bol moxkeTe BbIOpaTb HECKObKO
MCXOAHbIX MOPTOB.

Bbl6epume rnopm HA3HA4YeHUA 3epKasupoeaHuUA, KaK NOKA3aHO HA PUCYHKe HUX(e.

1 v
1/4 v

[roso J oy [l 02

e Session
Onuyma: 1~7
Mo ymonyaHuto: 1
®yHKUMA: Boibop rpynnbl 3epKanmpoBaHuma

e Destination port
Onuwms: Bce NOpTbl, KPOME UCXOAHOro NopTa.
®yHKLMA: BbibepuTe NOpPT Ha3HAYEHMA 3ePKaNNPOBAHMA.
OnucaHve: YcCTaHOBUTE MOPT B KayecTBe MOPTa HA3HAYEHWUA 3epKaIMPOBaHUA.
CyliecTByeT TO/NbKO OAWH MOPT HA3HAYeHWUA 3epKananpoBaHuA. MMopT HasHayeHuA
3epKasibHOTO OTOOpParKeHUs He MOXKeT ObiTb YIeHOM KaHana nopTa. Jlyywe, 4Tobbl
MPOMYyCKHAA CNOCOOHOCTb MNOPTa HasHavyeHMAa Oblna 6onbwe waAM paBHa obueit
NPOMYCKHOM CNOCOBHOCTU NOPTOB-UCTOUYHUKOB.

5.8. Port Storm Control

Port Storm Control npegHasHayeHO ANA OrpaHUYEHUA MPUHUMAEMbIX MNOPTOM
LWUMPOKOBeLWaTeIbHbIX / MHOroagpecHbix / HEeW3BEeCTHbIX OZHOAaApecHbix nakeToB. Koraa
CKOPOCTb WMPOKOBELWATEeNbHbIX / MHOroaapecHbix / HEU3BECTHbIX O4HOALPECHLIX NAKETOB,
MOJIy4EHHbIX MOPTOM, MPEBbIWAET HACTPOEHHbIN Nopor, cuctema byaeT oTbpacbiBaTh MLWHKE
LWUMpOKoBeLaTeibHble / MHoroagpecHble / HeusBecTHble OAHOaZpecHble MNaKeTbl, 4YTobbl
YOEPXHMBaTb LLMPOKOBeLLLaTeIbHbIMA / MHOTOaApecHbI / HeM3BECTHbI 0AHOaAPECHbIN TpaduK B
npeaenax AONycTMMOro Anana3oHa, obecneunsas HopmanbHyo paboTty ceTu.

5.8.1. HacTpoiKa uepes Beb nHrepdeiic

Hacmpolime nopoeogoe 3Ha4yeHue port storm control.

LLlenkHyTb [Device Basic Configuration] = [Port Storm Suppression configuration] = [Port
Storm Suppression configuration] ana Bxoaa Ha cTpaHULy KOHOUIypaumm, Kak NoKkasaHo Ha
PUCYHKE HUXKe.

Port Storm Suiiressiun threshold cnnﬁiurariuu

21 ' kbps A 1000

e Port name
Onuymu: BCe NOPTbI KOMMYTATOPA
®dyHKUMA: Bbibepute NopThbl, 414 KOTOPbIX TpebyeTcs orpaHUYeHne CKOPOCTH.
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e Rate Unit
Onumu: bps/kbps/percent
®yHKLMA: BbibepuTe eanHMLy Nopora.

e Rate Value
AnanasoH: 1~1000000kbps/1~1000000000bps/1~100 Percent
Mo ymonuyaHuio: 0, Korga 3HaveHue pasHo 0, ynpaB/ieHWe WTOPMOM MOPTOB OTKIOYEHO.
®yHKLMA: HacTpoWTe noporoBoe 3HayeHUe [A/A OrpaHMYeHUA CKOPOCTM MopTa, U
naKeTbl, NPEeBbILLAtOLWME NOPOroBoe 3HavYeHne, 6yayT oT6poLLeHbl. JManasoH 3Ha4YeHU
3aBUCUT OT PaKTUYECKOMN CKOPOCTU NnopTa. NMoapobHee cMOTPU TabAULLY HUXKE.
OnucaHue: NMoporoeoe 3HayeHue nopTa Fast Ethernet Haxoautca B AnanasoHe 1~100000
K6but/c / 17100000000 6mT/c; nopor nopta Gigabit Ethernet HaxoauTca B AnanasoHe
1~1000000k6ut/c / 1~10000000006mMT/Cc. TlpOUEHT COOTBETCTBYET MPOMYCKHOM
CNOCOBHOCTM MOpPTa, HaNPUMeEp, eCAN 3HAYEHME OrpPaHMYEeHUsA CKopocTu nopTta 100M
coctaBnfeTr 60%, NopT HauMHaeT OTOpacbiBaTb AaHHble Mocae nosayyveHus TpaduKa

AaHHbIX 60M.

Port Rate Threshold Unit Step Value Range

bps 512 512~10000000
10M

kbps Not recommended Not recommended

bps 5120 5120~100000000
100M

kbps 5 5~100000

bps 51200 51200~1000000000
1000M

kbps 50 50~1000000

Bb/6epume mun yrnpaesiaemMsbiX nakemos, KaK NoKa3aHo HA PUCYHKe HUX3e.

Port Storm Suppression Type configuration
21 v Multicast v Enable v

e Port name
Onuuu: BCce NOpTbl, HA KOTOPbIX BKAKOYEHO port storm control
e Suppression Type
Onuun: Multicast / broadcast / dIf
®dyHKUMA: Bbibepute TMN NaKeToB ANS yrpaBAeHUs.
e Function
Onuuu: Enable / Disable.
Mo ymonyaHutio: Disable
®PyHKUMA: BKAOYEHWE NAN BbIKOYEHWE KOHTPO/b Hag, TUMOM NaKeToB..

[na Ka)K4oro nopta MOMHO HACTPOUTb TONbKO OAMH rnopor. opor BAvsAeT Ha

HaCTpOGHHbIVI TUN NaKeTa.

NOTE
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5.9. Port Isolation

NOTE

Y106bI peann3oBaTb M30AALMIO MAKETOB Ha YPOBHE 2, Bbl MOeTe A006aBUTb NOpTbl B
pa3Hble VLAN. OgHaKo 3TOT mMeTo, NpuBeAeT K NyCTOM TpaTe orpaHuMyeHHbix pecypcos VLAN.
Ncnonb3ya GyHKLMIO M301ALUK MOPTOB, Bbl MOXKETE N301MPOBATh NOPTLI B 04HOM U ToM e VLAN
apyr ot apyra. MNonb3oBaTento HYKHO TONbKO A06aBWTb MOPT B rpynny u3onauuu, u byaet
peann3oBaHa M30ALMA OAHHbIX Ha YpOBHE 2 cpeAan MOPTOB rPynnbl U30AALMU, MOCKOAbKY
nopTbl B rpynne M3onaunmn He byayT nepecbinatb NakeTbl Ha Apyriue NopTbl FPyMnbl N30AALMN.
®yHKLMA M30/1AUMKM MOPTOB MNpenocTaBAseT nosib3oBaTenam bHonee bHesonacHoe M rnbkoe
CeTeBoe peLleHme.

» [opTbl rpynnbl U30AAUMKN MOTYT BbITb TOSIBKO NOPTaMM OAHOIO M TOFO Ke KOMMYyTaTopa.

» OfHO yCTPOKCTBO NoALEePKMBAET MAaKCUMYM 14 rpynn U30a8UUKn, U KOJIMYECTBO NOPTOB
Ethernet B Ka)KaoW rpynne He orpaHUYeHo.

» Tlocne HaCTPOMKM rpynmnbl U30AALMM TONBKO NAaKeTbl MeXAy NopTaMum rpynnbl U30AALUN
He Moran obmeHMBaTbCA APYr C APYIOM, CBA3b MeXAy NopTaMu B rpynne M3onauuun u
NopTamu BHe rpynmnbl U30ALMM He NocTpagana bbl.

» WM30/11MpOoBaHHbIN MOPT M KaHa NopTa ABAAKTCA B3aMMOWCK/OYaloLWmMmK. MNopT rpynnsbl
N30/1AUNN Henb3s f06aBUTb B KaHaA NOPTa, a NOPT B KaHasle NopTa Henb3a A06aBuUThb B
rpynny nsonauuu.

5.9.1. HacTpoiika uepe3s Beb uHtepdeiic

LLenkHyTb [Device Basic Configuration] - [Port Isolate configuration] = [Port Isolate
configuration] ans BxoAa Ha CTpaHULy KOHOUIypaLuK, Kak NoKasaHOo Ha PUCYHKe HUKe.

Port isolate

OgogoooooooOoQo

1112103

Oomc

e Portlisolate
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®YHKUMA: BKAOUMUTE MKW OTKAOUUTE U30NALMIO MOPTa.

OavH nopt gob6asnseTcs ToNAbKO B OAHY rpynny U3onauum.
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5.10. Port Channel

KaHan nopTta npeaHa3HayeH Aas NPUBA3KM rpynnbl GpU3MYECKUX NOPTOB C O4MHAKOBOM
KOHUrypaLmen K 1ormyeckomy nopTy ANs YBEANYEHUA NPOMNYCKHON CMOCOHHOCTU U NOBbLILWEHMUSA
CKOpOCTU nepenayn. MNMopTbi-4neHbl O4HOW rPYNMNbl COBMECTHO MCMOMb3YIOT TPAadUK U cayKaT
Apyr Ana apyra AMHaMUYECKMMU pe3epBHbIMU KONMUAMM, NOBbIWAA HAOEKHOCTb CoOeJUHEHMA.
lpynna noptoB — 3To rpynna ¢u3nMYecKMx NOPTOB Ha YypOBHe KoHurypauuun. Tonbko
du3nyeckne nopTbl, BXogAWME B rPynny NOPTOB, MOryT y4acTBOBaTb B arperalumm KaHaioB U
CTAaHOBWTbCA Yy4aCTHMKaMM KaHana noptoB. Korga ¢wusuyeckme nopTbl B rpynne nopToB
COOTBETCTBYIOT OnpeAeneHHbIM YCNOBUAM, OHW MOFYT BbIMOMHATL arperaumio MNopTos,
dbopmnpoBaTb KaHa/i MopTa M CTaHOBWUTBLCA HE3ABUCUMbIM JOTMYECKUM MOPTOM, TEM CaMbIM
yBe/NM4MBaA NPONYCKHY cCNocobHOCTb ceTu M obecneunsas pe3epBnpoBaHMe KaHana.

Kak noKasaHO Ha PUCYHKe HU¥Ke, TPM NopTa Ha KommyTtaTopax A U B obbeanHstoTcs,
o0b6pasys KaHan noptos. MponyckHas CNocobHOCTb KaHana nopta — 3TO obWana NponycKHas

CNocoBHOCTb 3TUX TPEX MOPTOB.
@ Switch A

Port Channel —»(|

&8 Switch B

Ecnmn KommyTaTop A OTNPaBAAET NaKeTbl KOMMYTaTOPy B yepes KaHan nopTa, KOMMyTaTop
A onpepenseT NOPT-y4aCTHUK ANs nepegayn TpaduKa Ha OCHOBe pe3y/sbTaTOB pacyeTa
pacnpefeneHuns Harpysku. Korga oauH nopT-Y4iaeH KaHafna nopTta BbIXOAWUT U3 CTPOA, Tpaduk,
nepegaBaemblii Yepes nopT, nepegaetca Apyromy ob6blMHOMY MOPTY Ha OCHOBE a/ropuTMa
pacnpeaeneHuns Harpysku.

KommyTaTopbl cepun noadep:kusatoT He 6onee 8 rpynn MopToOB, M Kaxkgaa rpynna
COAEPKUT He bosiee 8 MOPTOB-Y/IEHOB.

> [lopT MOXHO A06aBUTb TO/IbKO B OA4HY rpynny NopTos.

» KaHan nopTa v M301MPOBAHHbIV MNOPT ABAAIOTCA B3aMMOUCK/OYatowmmm. MNMopT B KaHane
nopTa Hesb3s A4006aBUTb B rpynny M30aAUMKN; NOPT rPynnbl U30ASAUNUM HE MOMKET ObITb
[06aBNeH K KaHany nopTa.

» KaHan nopTta M NopT HasHAYeHUA 3ePKaIMPOBAHMA ABAAIOTCA B3aMMOMCKIIOYAIOLWLMMM,
MopT B KaHane nopTa HeNb3sA HACTPOWUTb KaK NOPT Ha3HaYeHUA 3epKaIMPoOBaHMNA; NOPT
Ha3Ha4YeHMs 3epKaIMPOBaHNA He MOXKeT bbITb f,06aBNeH K KaHany nopTa.

5.10.1. HacTpoiika uepe3 Beb nHtepoeiic

Hacmpoume pexcum pacnpedeneHus Hazpy3KU KaHaaAa nopmada.

LLlenkHyTb [Device Basic Configuration] = [Port channel configuration] = [Port group
configuration] ans BxoAa Ha CTpaHuLy KOHOUIypaLuK, Kak NOKasaHO Ha PUCYHKE HUKe.
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Load balance mode configuration

|

e Load balance mode
Onumun: mac-only / ip-only / mac-ip / ip-14 / mac-ip-14
Mo ymonyaHuto: mac-only
®PyHKUMA: YCTAaHOBUTb peXUM pacnpesenieHnaA Harpy3KM KaHana nopTa.
OnucaHue: mac-only yKasbiBaeT Ha pacnpeaeneHune Harpysku Ha ocHose MAC-azpecos.
ip-only yKa3biBaeT Ha pacnpeseneHne Harpyskun Ha ocHose IP-agpeca.
mac-ip yKa3blBaeT pacnpegeneHmne Harpyskm Ha ocHose MAC-agpeca 1 IP-agpeca.
ip-14 yKa3blBaeT Ha pacnpenenieHMe HarpysKm Ha ocHose IP-agpeca n Homepa nopTa
TCP/UDP.
mac-ip-14 ykasbIiBaeT Ha pacnpeaeneHme Harpyskm Ha ocHose MAC-agpeca, IP-agpeca u
Homepa nopta TCP/UDP.
ObbAcHeHMe: Ecnm pexum pacnpegseneHua Harpyskum HeobxoguMmo M3MEHWUTb nocse
dopmMpoBaHMA KaHana MopTa, WM3MEHEHMEe BCTYNUT B CWAY MOCAe Cleayrolen
arperauum.

Co3datime unu yoanume 2pynry nopmos, KaK MoKa3aHO HA PUCYHKe HUXe.

rt group configuration
[t |
Add portgroup |

e group number
AnanasoH: 1~8
®PyHKUMA: YCTaHOBUTE HOMEP rPyMbl NOPTOB, MAaKCUMYM 8 rpynn NOPTOB.
e Operation type
Onuuu: fo6aBuTb rpynny NOPTOB/yAanUTbL FPynny NopToB
Mo ymonyaHuto: o6aBUTb rpynny NnopTos
®PyHKUMA: CO38aHNE UM yAANEHUE TPYNNbl NOPTOB.
Mocne 3aBeplUeHMA HACTPOMKM Ha cTpaHuue «Tabauua rpynn NopToB» NepeyncieHsbl
BCE CO3AaHHble rpynnbl MOPTOB M PEXUMbI pacnpeseneHna Harpy3Kn, Kak NokasaHo Ha
PUCYHKE HUXKe.

|)0|1 (iroul) table

3 mac-only
2 mac-only
1 mac-only

Hacmpolika yneHa 2pynns! nopmos.

LWenkHyTb [Device Basic Configuration] - [Port channel configuration] - [port
configuration] ans BXoAa Ha CTpaHMULY KOHPUTYpaLUMM, Kak MOKa3aHO Ha PUCYHKE HUKe.
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Port configuration

3 v]

[An v

[lacp v

[ Add port to group v
[ Apply |

e group number
Onuuun: Bce co3paHHble HoMmepa rpynn NopToB..
e Port
Onuuu: Bce NOPTbl KOMMYTaTOpa
Mo ymonyaHuio: o6aBuUTb rpynny nopTos
®yHKLMA: Bbibepute NopT, KOTOPLIK HEOBXOAMMO A06aBUTL WAW YOANUTb U3 TPYNMb
nopToB.
OnucaHMe: NopTbl-y4aCTHUKM OLHOW Fpynmnbl MOPTOB MMEIOT OAMHAKOBbIE aATPUOYTHI
nopTa.
e Operation type
Onuuu: lo6asuTb NopT B rpynny / YaanuTb NopT U3 rpynnbl
Mo ymonyaHuto: ,o6aBuUTb NOPT B rpynny
®PyHKUMA: £06aBUTb NOPT UM YAANUTE NOPT U3 TPYNMbl MOPTOB.

5.11. KoHdurypauymsa Telnet Server

Telnet — 370 NpoTOKOA ANA AOCTYNa K yAaNEeHHbIM TepMUHANAM. Bbl MoOXKeTe BOWTU Ha
yAaneHHbI XoCT, ucnosnbsys IP-agpec nam nma xocta yepes Telnet. Telnet moxkeT nepeaasatb
BallM KOMAHAbl Ha yAaNeHHbI XOCT WU BO3BpaLlaTb BblBOA, YAA/EHHOIO YCTPOMCTBA Ha Ball
aucnnei yepes TCP.

Telnet paboTaeT B pexkume KameHT / cepsep. JIokanbHasa cuctema ABAAETCA KAMEHTOM, a
YO2A/IeHHbIN XOCT — cepBepoM. KoOMMyTaTopbl 3TOM CEpUM MOTYT CAYKUTb B KayecTBe cepBepa
nnun knnerta Telnet.

Korga KommyTaTop CcAyXut cepBepom Telnet, Bbl MOMKeTe BOWTM B KOMMYTAToOp C
MOMOLLBIO K/AMEHTCKOro nporpammHoro obecneveHns Telnet B Windows wan  pgpyrux
onepauMoHHbIX cucTemax. Korga KommyTaTop CAyKuT cepsepom Telnet, OH MoxeT
ycTaHaBamBaTtb TCP-coegMHeHMA MakcuMyMm ¢ 5 KnmeHTamu Telnet.

Koraa KommyTaTop cayxuTt kKnmeHTom Telnet, Bbl MoXeTe ncnonb3oBaTb KomaHAabl Telnet
B obLwem BMAE ANA BXOAA Ha Apyrue yaaneHHble xocTol. Mpu paboTe B KayecTse KaneHTa Telnet
KOMMYTaTOp MOXeT ycTaHasamsatb TCP-coegnHeHMe TONbKO C OAHUM YAaNeHHbIM XOCTOM.
Y1o6bI ycTaHOBUTH TCP-coegMHEHME C APYTMM XOCTOM, KOMMYTaTOP A0JIKEH CHava/ia OTKAOUYUTb
NOAKOYEHHbBI XOCT.

5.11.1. HacTpoiika yepes Beb uHTepdeiic

LLenkHyTb [Device Basic Configuration] - [Telnet server configuration] - [Telnet server
configuration] ana Bxoda Ha cTpaHuMLy KOHGUIypaLMM, KaK NOKa3aHO Ha PUCYHKE HUXKe.
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5.12.

Telnet Server Configuration

Open v }

Telnet server state

Onuuu: open / close.

Mo ymonyaHuio: open

OYHKUMA: BKAOYEHME UK BbIKAoYeHMe dyHKUMK cepBepa Telnet.

OnucaHue: Open o3HayaeT, YTo KAneHTbl Telnet moryT BxoauTb B KommyTtaTtop. Close
03HauaerT, YTo KAneHTbl Telnet He MoryT BOMTU B KOMMYTaTOP.

KommyTtatop moxKeT paboTtatb Kak KameHT Telnet ana Bxoda Ha yAasieHHbIM XOCT
HEe3aBMCMMO OT TOTO, BK/tOYEHa K 3Ta GyHKLMA.

Hacmpolime 6e3onacHsll IP-adpec 014 8xo0a KaueHma Telnet.

LLlenknyTb [Device Basic Configuration] = [Telnet server configuration] = [Telnet security

IP] ona BXxoda Ha cTpaHMUy KOHGUIypaLumM, KaKk NOKasaHo Ha PUCYHKE HUXKe.

Telnet server Security IP
192. 168. 1. 32 ‘

Add Del

Security IP address
dopmart: A.D.C.D
®dyHKuMa: Hactponka 6e3onacHoro IP-agpec ana Bxoaa KnveHTa Telnet, Koraa
KommyTaTop paboTaeT Kak cepsep Telnet.
OnucaHue: Ecnn 6esonacHbilt IP-agpec He ycTaHOBAEH, orpaHuyeHua Ha IP-agpec
KnueHTa Telnet oTcyTcTBY!HOT.
Mocne yctaHoBKM 6e3onacHbix IP-aapecoB TO/IbKO KAMEHT ¢ 6e3onacHbiM IP-agpecom
MOMEeT BOITU B CUCTEMY M HAaCTPOWUTb KOMMYTATOP C NomolLubio Telnet.
KommyTaTtop aonyckaeT go 32 6e3onacHbix IP-agpecos. Mo ymonyaHuio 6e3onacHbin IP-
aJpec He HacTPOEH.
Mocne 3aBeplieHUs HacTpoikn B «Cnucke IP-agpecos 6e3onacHocTu cepsepa Telnet»
oTobpakatoTca IP-agpeca KaneHToB Telnet, KOTopbie MOTyT BOUTU B KOMMYTaTOpP, Kak
MOKa3aHO Ha PUCYHKEe HUXKe.

m
192.168.1.31
192.166.1.32
192.168.1.33

192.166.1.34
192.168.1.35

KoHdurypauyua SSH Server

SSH (Secure Shell) — 3To ceTeBoi NpoToKoN Ana 6e30MacHOro yAaneHHoro Bxoaa B
cuctemy. OH wndpyeT BCe nepedaBaemble AaHHble, 4yTob6bl MpPeAoOTBPaTMTb pPacKpbiTUE
nHpopmaumn. Korga paHHble wudpytotca SSH, nonb3osBaTen MOryT MCMNONb30BaTb TO/IbKO
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KOMaHZHble CTPOKM A4/1 HAaCTPOMKN KoMMyTaTopoB. KommyTaTop nogaepkusaet ¢pyHKLMIO SSH-
cepBepa M MO3BOAAET MOAKAOYATbCA HECKOJIbKMM Mnosb3oBaTenam SSH, KoTopble BXOOAT B
KOMMYTATOp yAaneHHo Yyepe3 SSH, HO 0AHOBPEMEHHO K KOMMYTATOPy MOFYT NOAKAOYATLCA He
6osiee ABYyX Nonb30BaTENEMN.

HesawwndposaHHOe coobLieHMEe Ha3blBAaETCA OTKPbITbIM TEKCTOM, a 3awudpoBaHHOe
cooblieHne HasbiBaeTcA 3alWMdpPoBaHHbIM TeKkcTom. LWndposaHme uan pewndposaHue
Haxo4MTCA MOJL KOHTPOJIeM CEeKpeTHOro Kintouva. CeKpeTHbI KAawod npeactasnsetr coboi
onpeneneHHy CTPOKY CMMBONOB W ABNAETCA €AMHCTBEHHbLIM MapameTpoM, YNpaBAAOLLMM
npeobpasoBaHMeM MeKay OObl4HbIM TEKCTOM U 3aWMdPOBAHHBIM TEKCTOM, paboTatowmm Kak
Kntod. LUndppoBaHne MOXKET NpeBpaTUTb OObIYHBIN TEKCT B 3alWMPPOBAHHbLIA TEKCT, a
AewndpoBaHMe MOMKET NPEBPATUTb 3aLLIMPPOBAHHDBIN TEKCT B 0ObIYHbIN TEKCT. AyTeHTUdMKauma
6€30NacHOCTM Ha OCHOBE K/toYel TpebyeT CEKPETHbIX KAOYERn, N Kaxablih KOHeL, CBA3M nmeet
napy CEKPETHbIX K/IoYen, 3aKpbITbIM K04 U OTKPbITbIM KAtoY. OTKPbITbIN KAKOY UCMOb3yeTcA ANA
WwndpoBaHMUA AaHHbIX, @ 3aKOHHbIM BAafenel, 3aKpbITOro Kato4a MOXKET MCMONb30BaTb 3aKPbITbIN
KN4 ANA pacwmndpoBKM AaTbl, 4TOObI rapaHTUPoBaTb 6€30MacHOCTb AAHHbIX.

Y106bI peanm3oBaTb 6e3onacHoe coeanHeHne SSH B npouecce cBA3W, cepBeEP U KANEHT
NpoxXoaAaT cnegywowme nATb atanos: CTagnAa coraacoBaHMA Bepcuu: B HacToawee Bpemsa SSH
cocTouT U3 aByx Bepcuii: SSH1 1 SSH2. [ie cTopoHbI AoroBapmBatoTca 06 NCNob3yemoit Bepcuu.
3Tan cornacoBaHMA KAYa M anroputma: SSH noaaep’kmBaeT HECKOIbKO TMMOB aJropuTmMoB
wunoposaHma. [lge CTOPOHbI COrNacoOBbIBAOT aAropuTM AAA Wcnonb3oBaHuA. COCTOAHWE
ayTeHTUduKaumm: kKnmeHT SSH oTnpasnAeT 3anpoc Ha ayTeHTUPMKAUUIO Ha cepBep, N cepeep
ayTeHTUPUUMpPYET KNMEHTa. ITan 3anpoca CeaHca: KIMEHT OTNPAB/SET 3aNPOC ceaHca Ha cepeep
nocne NPoOXoxKAeHUA ayTeHTUPUKaumMn. CTagmsa ceaHca: KNMEHT U cepBep HauyMHaloT obLieHne
nocsie nepezaym 3anpoca ceaHca.

5.12.1. HactpoiiKa yepes Beb nHtepdeiic

Amanel Hacmpoliku SSH-cepsepa.

LWLenkHyTb [Device Basic Configuration] - [SSH Server Configuration] - [SSH server
configuration] ana Bxoga Ha cTpaHMLy KOHOUIypaLUM, KaK NOKa3aHO Ha PUCYHKE HUXKe.

- OTkntoumnTb cTaTyc SSH.
- Haxkmute <Destroy>, 4Tobbl YHUUTOXKUTb CTApylo Mapy K/touyeM, Kak MokasaHo Ha
PUCYHKe HUMKe.

SSH Server Configuration
Close A

- Haxmute <Create>, 4Tobbl CO34aTb HOBYIO NApy KAtOUEN.
- Bkntoumte npoTtokon SSH n HacTpoiiTe cepBep SSH, Kak NOKa3aHO Ha PUCYHKe.
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SSH Server Configuration
Open v

Authentication

10 (1-10

e Server state
Onuuu: open / close.
Mo ymonyaHutio: close
OYHKUMA: BKAOYUTL/OTKNHOUMTL NpPOTOKoA SSH. EcAM OH BK/OYEH, KOMMYyTATop
paboTaeT Kak SSH-cepsep.

e Authentication Retry Times
[OunanasoH KoHourypaumm: 1~10
Mo ymonyaHuto: 10
@PyHKUMA: YCTaHOBUTb KOZIMYECTBO MOMbITOK BXOA4a Ha cepsep SSH.

e Local Key Pair
Onumun: Co3zpatb / Yoanuts
®PyHKUMA: CO34aTb UM YHUYTOMKUTb JIOKANIbHYHO MNapy Kawodel SSH-cepsepa. Mepeps
BKAtOYeHNem SSH-cepBepa co3galite NOKaNbHYO Mapy K/OYelr; YHUUTOXKbTE CTapylto
napy Katoyen nepeg, cosgaHMem HOBOM Napbl KAOYen.

e Local Key Value
®yHKLMA: NOKasaTb 3HayeHMe JIoKanbHOro Kiatova. Haxmute <Create>, uTO6bI
aBTOMATMYECKM CreHEPUPOBATb 3HAYEHME KAtoYa.

Hacmpolika 6e3onacHozo IP-adpeca 014 exo0a KaueHma SSH.

LLlenkHyTb [Device Basic Configuration] = [SSH Server Configuration] = [SSH security IP]
O/19 BXOAa Ha CTPaHULY KOHGUIypaLmm, Kak NoKasaHo Ha PUCYHKE HUKeE.

SSH Server Security IP
192.168.0.184

192.168.0.23

e Security IP Address
®opmarT: A.B.C.D.
®yHKLuMA: HacTpoliTe 6e3onacHbil IP-agpec ans Bxoga KaneHTa SSH, korga kKommyTaTop
paboTtaet Kak cepsep SSH. Ecnn 6e3onacHbIn IP-agpec He ycTaHOB/IEH, OrPaHUYEHMA Ha
IP-agpec SSH-KAneHTa oTCyTCTBYIOT.
Mocne yctaHoBKM 6e3onacHbIX IP-agpecoB TonbKo KAMeHT ¢ 6e3onacHbiMm IP-agpecom
MOXET BOMTU B CUCTEMY U HACTPOUTb KOMMYTATOP C NOMOLLbio SSH.
Ob6bsAcHeHMe: KommyTaTop [AOMYCKaeT WCNOAb30BaHME MaKcumym 6 IP-agpecos
6e3onacHocTu. Mo ymonyaHuio 6esonacHbii IP-agpec He HacTpoeH.
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5.13. SSL KoHdurypaumsa

SSL (Secure Socket Layer) — 310 npoTtokon 6e3onacHocty, obecneynBatoLLUin
6e3onacHbIi KaHan A41a NPOTOKO/1a NPUKAALHOro YPOBHSA Ha ocHoBe TCP, Takoro Kak HTTPS. SSL
WKnopyeT ceTeBoe COoegMHEHMEe Ha TPaAHCMNOPTHOM YPOBHE W UCMOJIb3YeT ajroputm
CUMMETPUYHOTO WKndposaHma ana obecnedeHna 6e30MacHOCTN AaHHbIX, @ TaKXKe UCNob3yeT
Kog, ayTeHTUdUKALMM C CEKPETHBIM KNOYOM A/1a obecrnevyeHuns HagexHocTn nHdopmaumm. 3ToT
NPOTOKO/ WMPOKO MUCNob3yeTcs B Beb-6pay3epax, 414 NOAYyYEeHUS U OTMPABKM 3/1E€KTPOHHOW
nouyTbl, ceTeBoro ¢akca, CBA3W B peasbHOM BpPemMeHW W T. 4., obecrneymBas MNPOTOKOA
wuoposaHmna pns 6GesonacHol nepepaunm B cetn. Korga KommyTaTtop BKAtovaeT SSL,
Nnofb30BaTeNIM  AO/KHbI  UCMONb30BaTb  6esomacHyto  ccbliky  https,  Hanpumep
https://192.168.0.2, ana AocTyna K KOMMYTaTopY.

5.13.1. HactpoiiKa uepes Beb nHtepdeiic

BknroyeHue HTTPS npomokona.

LenkHyTb [Device Basic Configuration] - [SSL Server configuration] - [SSL Server
Configuration] ana Bxoaa Ha CTpaHULY KOHGUIYpaL MK, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

SSL Configuration -
Enable v

mgCM+YoP6kt4Z2kj225IREfm7WrycKsnpnOR+tGegAjkCe A
26/3¢6 vP /i
xQv2d£fo IKDATNAdIWQFkSSZTAY2QAdgenb7MB
1joeiqu¥z02DQI07+wpH
1rObpESXAZLySCmPPg==

| €

rHuDo6bgp3 UAAXM+v3£cps £ZSNOEVTKCIQCTbVianpUw A
vZkMISby02cUkStakisb

PZPLALNPYADLCIQ vn/1GmR1lcqY2y9nZi+

k7iFdkqLJRiutT3alU= v

e Server state
Onuwms: Enable / Disable
Mo ymonyaHuto: Disable
PYHKUMA: BKAOUYUTD AN OTKIOUYNTL NPOTOKOA SSL.
Ob6bscHeHue: NMocne BKAOYEHUA SSL Nonb30oBaTeIM A0MKHbI UCNO/b30BaTb He30MacHYyo
ccbinky https://ip-agpec ana goctyna K KommyTaTopy.
e Certificate/Private key
PyHKUMA: BBEAUTE NPaBUNbHbBIN CEPTUDUKAT M 3aKPbITbIN K04, 3aTEM HAXKMUTE KHOMKY
<Add>, 4To6bl UMNOPTMPOBATbL UX A5 NEPEKIIOYEHUS.

CepTUdMKAT NO YMOJIMAHUIO U 3aKPbITbIM K/OY, NpeaocTaB/ieHHble KOMMNaHUEeR, yxe
MMMNOPTMPOBAHbI B KOMMYTATOP. MM0/1b30BaTENN MOTYT HANPAMYHO BK/IKOYUTb MPOTOKON
SSL 1 noay4YnTb AOCTYN K KOMMYTaTopy B pexkmme HTTPS.

Beeante MmA nonb3osatena M MNapojb A1A YCNewHoro Bxoja B KOMMYTatop 4yepes
HTTPS.
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5.14. YnpasneHue A0CTYyrnom
5.14.1. HacTpoiika uepe3 Beb nHtepoeiic

BK/AOYUTL N yNpaBieHWe AOCTYNOM, BKAOUMTb M MeTo4 AocTyna yepes Beb / ftp /
telnet, naeHTMdMKaTop ynpasneHuna goctynom, naeHtnéukatop Vlan, HavanbHbIN IP-agpec,
KOHeuYHbIl IP-agpec, TMN cny»K6bl M yAannTb MeToZ yNpaBAeHUA AOCTYNOM MOXHO HaCTPOUTb Ha
CTpaHMLLE YyNpaBAEHWA AOCTYNOM, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

______Access Mode Configuration

100
192 168,022
192168 066

| Add i Del |

Access Management Configuration List

e Access management status
Onuwms: Enable / Disable
Mo ymonyaHuto: Disable
®yHKLMA: BKAOUUTD N ynpaBaeHWe AOCTYNOM, eCAU BKAKOYEHO, YCTPOMCTBO ByaeT
ynpaBAaTb 4OCTYNOM K YCTPOMCTBY.

e ID
OnanasoH: 1~ 16
®PyHKUMA: Mcnonb3yeTca ANA NOANUCU YCI0BUA YNPaBAEHUA AOCTYNOM K YCTPOMCTBY.

e VianID
[OnanasoH KoHdurypaumnm: 1~4093
®dyHKuMA: HacTpoiika VLAN, ana kotopoin TpebyeTca ynpasaeHne AOCTYNOM.

e Start IP address
dopmarT: A.B.C.D.
®dyHKUMA: HacTpoika pauanasoHa |P-agpecoB, no3BoAAOWMX KOHOUIYpUPOBaTb
KOMMYTATOp; HauyanbHbli [IP-agpec He MoxKeT OblTb NyCTbiM; MOC/AE€ HACTPOMKMU
HayanbHoro IP-agpeca TonbKo IP-agpec nocne HayanbHOro IP-agpeca MoXKeT NoAy4YnTb
[ocTyn K cooTBeTcTBYlowein VLAN.

e End IP address
®opmar: A.B.C.D.
®yHKumA: HacTtponka auanasoHa |P-agpecoB, MO3BONAKOWMX BOWNTU B KOMMYTATOP;
nocne HacTPOMKM KoHeuHoro IP-agpeca TonbKo IP-agpec mexay HavanbHbIm IP-agpecom
N KOHEYHbIM IP-agpecom MOXKeT Nofy4mTb JOCTYN K cooTBeTcTBYytoWen VLAN.

e HTTP/HTTPS
®yHKUMA: ecan BbibpaH HTTP/HTTPS, XOCT, KOTOPbIN COOTBETCTBYET UAEHTUDUKATOPY
VLAN v IP-agpecy B 3anucu A0CTyna, MOXET MNOAYYUTb AOCTYN K KOMMYTAToOpy yepes
HTTP/HTTPS.

e SNMP
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dyHKUMA: ecnn BbiIbpaH SNMP, xocT, KoTopblit cooTBeTCTBYET naeHTuduKaTopy VLAN n
IP-agpecy B 3anucu AocTyna, MOXeT NOAyYnTb AOCTYN K KOmMmyTaTopy Yepe3 SNMP.

e TELNET/SSH
®yHKuMA: Ecam BbibpaH TELNET/SSH, XOCT, KOTOpbIli coOTBETCTBYET MAEHTUDUKATOPY
VLAN v IP-agpecy B 3anucu 0CTyna, MOXET MNOAYYUTb AOCTYN K KOMMYTATOpy yepes
TELNET/SSH.
Haxxkmute <Add New Entry>, 4T06bl HaCTPOMUTb 3aNUCb YMpPaBAEHUA [AOCTYMNOM,
KOMMYTATOp NogAepKmMBaeT 40 16 3anuceit ynpaBaeHUa 4OCTYNOM.

5.15. Cnyx6a nepegauu daiinos

Cnyxb6a nepegaun dainos obecneunsaeT B3aMMHOE pe3epBHOE KoNupoBaHue ¢aiinos
MeXay cepBepom U KnveHTom. Mpu nameHeHumn daiina Ha cepsepe (MK KANEHTE) Bbl MOXKETE
nonyuntb ¢ain pesepBHON KONUW C KameHTa (uam cepsepa) uyepes FTP / TFTP / SFTP.
KOMMYTaTop MOXKET CYHUTb KAMEHTOM WM CEPBEPOM A/1A 3arpy3KM U BbIFPy3KK dalinos yepes

FTP / TFTP / SFTP.
Ons cny:6bl SFTP 3TOT KOMMYTaTOpP NoAAEPKMBAET TONIbKO CAYKOY KnneHTta SFTP, 4yTo 03Hayaer,
YTO 3STOT KOMMYTATOP MOXKET C/IYKUTb KNIMEHTOM A4 3arpy3KM U CKaumBaHuAa dainnos yepes SFTP.

5.15.1. TFTP Service

Kommymamop pabomaem Kak TFTP-KaueHm.

CHavana yctaHoBuTe TFTP-cepBep, Kak NOKa3aHO Ha pucyHKe Hmxe. B Current Directory
HanaUTe WMCNONb3yeMbI NyTb K XpaHunuwy ¢aiinos. Beeaute IP-agpec cepsepa B
nHTepodelice cepsepa.

Current Directory [E:Nbin =] Browse |
Server interfaces | 192168.010 ASIX AXSELI Show Dir

Titp Server | Titp Client | DHCP server | Sysiog server | Log viewer |

start time | progress bytes total | timeo...

About | Settings | Help |

LLlenkHyTb [Device Basic Configuration] - [File transmit] - [TFTP Service] - [TFTP client
service] ana Bxofa Ha cTpaHuuy KoHdurypauumn TFTP KaneHTa, Kak NMoKasaHo Ha PUCYHKe
HUKe.
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TFTP client service

[configtt | ig.bxt
lhmary—v|

Upload to Server Download to Device

e Server IP address
dopmart: A.D.C.D.
Onucanue: Beog, IP agpeca cepsepa
e Local file name
OnanasoH: 1~ 99 cumeonos
OnucaHue: Beegute nmsa darina kommyrtaTopa.
e Server file name
Onana3soH: 1~ 99 cumsonos
OnucaHue: Beeante nma daiina cepsepa.
e Transmission type
dnemeHTbl KOHUrypaumm: binary / ascii
Mo ymonyaHuto: binary
PyHKUMA: BbIbOP CTaHAapTa nepegaym ¢annos.
ObbscHeHMe: ascii 03HayaeT Mcnosb3oBaHue ctaHaapTa ASCIl ana nepepaun danna;
OBOMYHbIN O3HayaeT WMCMONb30BaHWE [ABOMYHOIO CTaHAAPTa Ana nepegaun daina.
MeTtog: Haxkmute <Upload to PC>, utobbl 3arpy3untb ¢palin ¢ KommyTaTopa Ha cepsep,
nnn <Download to Server>, ytobbl 3arpy3nTb ¢aitn ¢ cepsepa Ha KOMMYTATOP.
Mocne ycnewHon nepedaun dana B Beb-uHTepdelce nosBAsSETCA caedyloLLlan
MHPOPMALLMA, KaK MOKA3aHO Ha PUCYHKaX HUXKeE.

Begin to =end file. please wait...

File transfer complete.
Clo=se tftp client.

Begin to receive file. please wait. ..

File transfer complete.

Recv total 2087 bytes

Write "config.txt" to file system 0.0 %
Trite "config.txt" to file system 100.0
Close tftp client.

P

ﬂ > B npouecce nepeaaumn palinos noaggeprkmsaet paboty TFTP-cepsepa.

» daiin Bepcun nporpammHoro obecneyeHnn He ABNAETCA TEKCTOBbIM GpainioM U AOKEH
NPUHMMATb ABOUYHbIM CTAHAAPT ANA Nepesaydm.

CAUTION

Kommymamop pabomaem kak TFTP-cepsep.

LLlenkHyTb [Device Basic Configuration] = [File transmit] = [TFTP Service] - [TFTP sever

service] gnA BXo4a Ha cTpaHuuy KoHdurypaumm TFTP cepBepa, Kak NOKa3aHO Ha PUCYHKe
HUXKe.

TFTP server service

e Server state
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dnemeHTbl KOHOUrypauumn: Close / Open
Mo ymonyaHuto: Close
dyHKUMA: BKAOYEHMe/BbIKNoYeHUe byHKuMn cepsepa TFTP.

e TFTP Timeout
OwnanasoH: 573600 c
Mo ymonyaHuto: 20 c.
dyHKUMA: HacTpoiKa Talim-ayTa nogKkaoueHus K cepsepy TFTP.

e TFTP Retransmit times
OnanasoH: 1~20
Mo ymonyaHuto: 5
®PyHKUMA: HAacTpoMKa BpemeHM NOBTOPHOM Nepenaun cepsepa TFTP Bo Bpemsa Takim-
ayTa.
YcTaHOBUTE KAMEHTCKOE MporpammHoe obecnedeHne TFTP, Kak NOKa3aHO Ha PUCYHKe
HuKe. Beeaute IP-agpec KommyTtaTopa B Host; BblbepuTe nyTb XpaHeHua ¢ainos
KnneHTa B Local File; BBeaute uma daina, COXpaHEHHOro B nNepekntovaTene B
yaaneHHom danne; Haxkmute <Get>, 4Tobbl 3arpy3nTb Gaina c KOMMYTATOPa Ha KNMEHT];
HaxkKmuTe <Put>, yTobbl 3arpy3nTb Gpaiin KAMeHTa 18 NepeKkNoYeHNs.

% Thpd32 by Ph. Jounin - o x
Cunert Ditectoy  [E\bin v Browse
Server interfaces [127.001 Software L v|  Show Dir
Tip Server  Thp Client | DHCP server | Sysiog server | Log viewer |
Host |192.168.0.22 Pait
LocalFile  |E-\bin =l
Femate File |config.tu
Block X~
oo [Defaut ~]

Get | Pu

About Settings Help

> Bo Bpemsa nepegaun Gpalinos He OTKIOYaTe NporpaMmmHoe obecneyeHme KnmeHTta TFTP.

5.15.2. FTP Service

Kommymamop pabomaem Kak FTP-kaueHm.

CHayvana ycraHosuTe FTP-cepsep. LlenkHyTb [Security] - [users/rights] ana oTkpbiTUA
OVaNoroBoro OKHa. Haxmute <HOBbIM MO/b30BaTeNb>, u4TOObI CO34aTb HOBOIO
nonb3osatens FTP, Kak NoKasaHo Ha puc. 96. BeeguTte nma nonb3osBatens (username) u
naponb (password), Hanpumep, MmaA noab3oBaTtensa: admin; naponb: 123. Haxkmute <OK>,

=5 - 0%

—
oo

verky Passmmont

For Help, press F1 1 socket 0 users NUM
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BeeauTe NyTb K XpaHuauLLy ¢paitsioB Ha cepBepe B AOMaLLHEM KaTaore, Kak NokasaHo Ha

pUCYHKe HUuKe. HaxkmuTe <Done>.

Mew User Delete | Change Pass...

Home Diectos. [Fhisveon | Reshicted 1o home

Heby Fiight 5>

For Help, press FI 1 sacket 0 users NUM

LLenkHyTb [Device Basic Configuration] - [File transmit] - [FTP Service] = [FTP client]
AN BXOZa Ha CTpaHuLy KoHdurypaumm FTP KnnMeHTa, Kak NoKasaHo Ha PUCYHKE HUXKeE.

FTPclientservice =~
192.168.0.10

| admin

123
startup-config
config txt

binary v

Upload to Server Download to Device

e Server IP address
dopmaT: A.B.C.D.
OnucaHue: ykasbiBaeT IP-agpec cepsepa.
¢ {User name, Password}
OunanasoH: {1~99 cumsonos, 1~99 cumsonos}
OnucaHue: yKasblBaeT UMA NOJIb30BATE/NA U Mapo/ib, CO34aHHble Ha FTP-cepsepe.
e Local file name.
OnanasoH: 1~¥99 cumsosos
OnucaHue: yKasbiBaeT UMs dania B KOMMYyTaTopE.
e Server file name
OnanasoH: 1799 cumsonos
OnucaHue: ykasbiBaeT UMaA daina Ha cepseepe.
e Transmission type
dnemeHTbl KOHdUrypaumm: binary / ascii
Mo ymonyaHuto: binary
dyHKUMA: BbIGOP CTaHAapTa nepegayn ¢annos.
ObbsacHeHMe: ascii 03HayaeT Mcnosb3oBaHWe ctaHgapTa ASCIl ana nepegaum danna;
binary o3HayaeT ncnonb3oBaHMe ABOMYHOIO CTaHAAPTA 418 nepeaayn daina.
MeToa: Haxkmute <Upload to PC>, 4Tob6bl 3arpy3utb ¢ann c KommyTtaTtopa Ha cepsep.
Haxkmute <Download to device>, 4tobbl 3arpysnTtb ¢aia ¢ cepBepa 41a NepekNtodeHuns.

Mocne ycnewHon nepegayn dana B Beb-uHTepdeice nosBaseTca caedylolLan
MHPOPMaLMA, KaK NMOKA3aHO Ha PUCYHKaX HMXKe.

220 WFTFD 2.0 service (by Texas Imperial Software) ready for new user
331 Give me your password, please

230 Logged in successfully

200 Type i1s Image (Binary)

200 PORT command okay

150 “D:“WMSOFT_2000~SICOM3028GPT-T0014-BUILD-1.1.16.1
~config.txt" file ready to receive in IMAGE ~ B send file. ..
Send file ok

inary mode

226 Transfer finished successfully.

Close ftp client
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220 UWFTPD 2 0 service (by Texas Imperial Software) ready for new user
331 Give me your password. please

230 Logged in successfully

200 Type is Image (Binary)

200 PORT command okay

150 "C:~config txt" file ready to send (2087 bytes) in IMAGE ~ Binary modes
Recv total 2087 bytes

226 Transfer finished successfully

Urite "config txt" to file system 0.0 %

Urite "config.txt" to file system 100.0 #%

Close ftp client.

B npouyecce nepedayu ¢ghalinos He omknrodalime npoepammHoe obecrieyeHue FTP-cepsepa.
®alin sepcuu npo2pammHo20 obecrieyeHus He A875emcs meKkcmossim palianaom, u 0415 nepedayu
OH 00/13€€eH NPUHUMAamb 080U4HbIT cmaHdapm.

Kommymamop pabomaem Kak FTP-cepsep.

LLlenkHyTb [Device Basic Configuration] = [File transmit] = [FTP Service] = [FTP server]
ONA BXOAa Ha CTpaHuLy KoHdurypaumm FTP cepBepa, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

FTP Server Service

Close .

600

Apply

e FTP Server state
®opmar: Close / Open.
Mo ymonyaHuto: Close
DyYHKUMA: BKAOYEHME UK OTK/oMeHMe yHKUnK FTP-cepsepa.
e FTP Timeout
AwnanasoH: 5~3600 c
Mo ymonyaHuto: 600 ¢
®PyHKUMA: HACTPOIMKa BpeMeHU OXuaaHma nogrntodeHns K FTP-cepsepy.
OnucaHue: Ecnn B TeyeHwe Talim-ayTa mexay FTP-cepBepom M KAMEHTOM He
nepefaroTca AaHHble, COegUHEHUE MeXAY HUMW pa3pbiBaeTcA.
HactpoinTe umsa nosb3oBaTtens U Naposb, UCMOb3yeMmble Ans Bxoda Ha FTP-cepBep, Kak
NMOKa3aHO Ha PUCYHKe HUXKe.

FTP user name and password setting
admin ‘

[123 \
Plain text v
[ Add I Del |

¢ {Username, Password}
OwnanasoH: {1~16 cumsonos, 1~16 cumsonos}
dyHKUMA: HacTpoiKa MeHM Nosib3oBaTea 1 Naposia ana Bxoaa Ha FTP-cepsep.
OnucaHue: Korga KommyTtatop pabotaeT Kak FTP-cepBep, OH MOXET O4HOBPEMEHHO
NOAKNOYATLCA K HEeCKO/IbKUM FTP-KnneHTam.
e State
Onumu: MNpocTtoi TeKeT / 3awmndpoBaHHbIN TEKCT
Mo ymonyaHuio: 0b6bIYHbIN TEKCT
dyHKUMA: Bbibepute perkMm oTobparkeHus napons.
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WenkHyte [Myck] - [BbinoaHute] B Windows. OTobpakaeTca [AManoroBoe OKHO
«BbINnonHUTbY. BBeauTe «cmd» 1 HaxkmuTe Enter. OTobparkaeTcs cneayollasn CTpaHumua.

© CIAWINDOWS\system 32\cmd.exn.

Vora

MyTe nepegaum ¢daitna MoXKHO M3MeHUTb. Bongute Ha FTP-cepBep, Kak MOKas3aHo Ha
PUCYHKe:

CAWINDOWS\systent

Mcnonb3yiTe HaCTpoeHHOe UMA NoJsib3oBaTena «admin» 1 naponb «123» ana Bxoaa Ha
FTP-cepBep, KaK MOKa3aHO Ha PUCYHKE HUKe:

IHDOMS e ys e 37 em o

Ucnonb3ylite KomaHay «get», 4Tobbl 3arpy3nTb Gaia No yKasaHHOMY MyTU Ha K/MEHTe,
KaK MOKa3aHo Ha pUcyHKe. BBeanTte KomaHay «get» n Haxkmute Enter. Beegute ums danna
Ha KOMMyTaTope A/19 3arpy3Ku B yAaseHHbIN daitn n uma daitna, COXpaHEHHOTo Ha KAUEHTE,
B JIOKa/IbHbIN dain.
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Ucnonb3yiTe KOMaHAy «put», 4ToObl 3arpy3nTb ¢ann No ykasaHHOMY NYTU B K/IMEHTE Ha
cepBep, Kak MOKa3aHO Ha PUCYHKe HUKe. 3anycTute KomaHay «put» u HaxkmwuTte Enter.
Beegute uma danna B nepekatoyaTenb B yganeHHom daine n uma ¢amna B KAUEHTE,
KOTOpbI ByAeT 3arpy»eH B 10Ka/bHbIN pann.

5.15.3. SFTP Service

Kommymamop pabomaem Kak SFTP-kaueHm.

CHayana yctaHoBuTe TFTP-cepsep u aobasbTe nosib3oBaTena SFTP, Kak nokasaHo Ha
pucyHKe. BBeaute nonb3oBatena n naposb, Hanpumep, admin 1 123. YctaHoBUTE HOMeEP
nopta 22. Beegute nyTb oA coxpaHeHua daiina Bepcmm npownsku B none Root path.

[Acozre FIP mini-sftp-zerver E” "I|E|

Uzer [ S
Pasaword: |»-x Do |
Part: |22 Aboul

Boat pat: [P sorversiaerie

Corneclions

addressP [ comected &

LLlenkHyTb [Device Basic Configuration] = [File transmit] = [SFTP Service] = [SFTP client
service] gns BXo4a Ha CTpaHuLy KoHdurypaumm SFTP KaneHTa, Kak MOKa3aHoO Ha PUCYHKe
HUXKe.

SFTP Client Service

Senver IP address 192.163.0.50
User name{1-39 admin
Password(1-89 character) 123
Local file nama(1-99 characier) running-config
Server file name(1-93 character) carfig =t

Upload to Server Download 1o Device

e Server IP address

dopmar: A.B.C.D.

OnwucaHue: Hactpoika IP-agpeca SFTP-cepBepa.
e {User name, Password}

OunanasoH: {1~99 cumsonos, 1~99 cumBonoB}

OnucaHue: BBeante nma nosib3oBaTtena M Naposb, co3aaHHble Ha SFTP-cepsepe.
e Local file name
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AnanasoH: 1799 cumsonos
OnucaHue: ykasbiBaeT UMA daia B KOMMyTaTope.

e  WUmsa ¢paina cepsepa
OnanasoH: 1799 cumsonos
OnucaHue: yKasbiBaeT uMs daiiia Ha cepeepe.
MeTog: Haxkmute <Upload to Server>, ytobbl 3arpy3unTb ¢paina c KommMmyTaTopa Ha cepsep.
Haxxmute <Download to Device>, 4tobbl 3arpy3unTb ¢ain c cepepa Ha KommyTaTop.
Mocne ycnewHon nepepaun dana B Beb-uHTepdeice nosBAseTca caedyoLllan
MHPOPMALMA, KaK NMOKA3aHO Ha PUCYHKaX HUXKeE.

Upload file "config.txt" start, file size 1518 bytes

g.txt" 10

r finished, total 1518 bytes.

, £ile size 1518 bytes.

B npouecce nepedayu alinos He omkaoyalime npoepammHoe obecrneyeHue SFTP-cepsepa.

5.16. KoHdurypaumua MAC Address

Mpu nepecblike NakeTa KOMMYTaTOP MLLET NOPT nepecbliku B Tabavue MAC-agpecoB Ha
ocHoBe MAC-agpeca nonyyatena nakera.

MAC-agpec MOXeT bbiTb, KaK CTaTUYECKUM, TaK U AUHAMUYECKUM.

CraTtnueckuit MAC-agpec HacTpamBaeTca nosb3osatenem. OH UMeeT HauMBbICWINI NpuopuTeT
(He nepeonpeaensetca aAnHammyeckummn MAC-agpecamm) n eicTBYEeT NOCTOAHHO.

OnHamunyeckne MAC-agpeca y3HaAOTCA KOMMYTAaTOPOM MNpU nepecblike AaHHbiX. OHM
OencTBUTe/IbHbl TOJIbKO B TedyeHWe onpegenieHHoro nepuoga. KommyTtatop nepuogmyecku
obHoBnseT ceoto Tabauuy MAC-agpecoB. MNMpu nonydyeHUM Kagpa AaHHbIX AAA NEpPecbliku
KOMMYyTaTOp Yy3HaeT wucxofHblt MAC-agpec Kagpa, YCTaHaB/AMBaeT COMOCTaB/ieHUE C
NPUHUMAIOLLMM NOPTOM M 3anpallMBaeT NOPT Nepecbiikn B Tabnnue MAC-agpecoB Ha ocHoBe
MAC-agpeca nosiydatens Kagpa. Ecam cosnageHne HangeHo, KOMMYTATOpP nepecbiiaeT Gppenm
OaHHbIX C COOTBETCTBYOWero noprta. Ecam coBnageHnin He HangeHo, KOMMyTaTop nepeaaet
Kaap B CBOEM LUMPOKOBELLATE/IbHOM AOMEHE.

Bpems ycTapeBaHMA HauMHAeTCA ¢ MOMeHTa AobaBneHus amHamuyeckoro MAC-agpeca B
Tabanuy MAC-agpecos. Eciv HM oauH NopT He nony4daet ¢peiim ¢ MAC-agpecom B TeyeHue
BPEMEHM yCTapeBaHWA, PaBHOrO O4HOMY UM ABYM, KOMMYTaTop yaansdet 3anucb MAC-agpeca
n3 Tabauubl agpecos AMHaMMYecKoW nepecbinku. CtaTtndeckne MAC-agpeca He BKAoYatoT
NOHATUE BPEMEHMW YCTapeBaHuA.

KommyTatop noaaeprkmsaet He 6onee 1024 cTaTUYECKMX OAHOAAPECHbIX 3annce.
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5.16.1. Beb6 KoHdUrypuposaHue

Hacmpolika npusasku no MAC-adpecy.

LLenkHyTb [Device Basic Configuration] - [MAC address table configuration] - [MAC
bind Configuration] ans Bxoaa Ha cTpaHMUy KOHOUrypauuu, Kak NOKa3aHO Ha PUCYHKe
HUXKe.

MAC bind Configuration
Enabla v

Apply

e MAC bind state

Onuusa: Enable / Disable

Mo ymonyaHuto: Disable

PyHKUMA: BKAOYEHME WAWN OTKAOYeHMe JyHKUuMM npmeaskn MAC-agpecos. Ecaum
BblOpaHO 3HaYeHne enable, ana naketa, ncxoaHbii MAC-agpec u ngeHtTndukatop VLAN
KoToporo cooteeTcTBytoT MAC-agpecy n naeHtuéurkatopy VLAN 3anmcm ctaTtmyeckoro
nHguemnayanoHoro MAC-agpeca, KOMMyTaTOp NPOBeEpPSAET, COOTBETCTBYET /M BXOAHOW
nopT NOPTY 3TOro cTaTMyeckoro nHamnsmnayanoHoro MAC-agpeca. Ecan ga, KommytaTop
nosiy4aeT M nepecbinaeT naket. Ecnm Het, KommyTtaTtop oTbpacbiBaeT naket. lpwu
OTKNOYEeHUM NpeablayLas NPpoBEpPKa He BbINOAHALTCA.

JobasneHue cmamuveckoeo MAC-adpec uHOUBUOYasnbHOU PacCbiAKU.
LLlenkHyTb [Device Basic Configuration] - [MAC address table configuration] = [Unicast
address configuration] gna Bxoga Ha cTpaHULy KOHOUIypaLMK, Kak NOKa3aHO Ha PUCYHKe

HUXe.

Unicast MAC operation

EC-DE-12-34-56-T3
]
static v
]

e MAC address
®opmat: HH-HH-HH-HH-HH-HH (H — wecTHaauatepuyHoe uncno)
dyHKumA: Hactpolika ogHoagpecHoro MAC-agpeca. Mnagwuii 6uT B nepsom 6alite
paseH 0.

e VLANID
Onuuu: Bce co3gaHHble naeHtTuomkaTopol VLAN.
Mo ymonyanuio: VLAN1

e Configuration type
BapwuaHTbl: static / blackhole
Mo ymonyanwuto: static
®yHKLMA: BbIbEpUTE TMN 3anncn MAC-agpeca.
OnucaHue: CTaTMYeCKUIA 03HAYAET YCTAHOBAEHNE COOTBETCTBMA MEXKAY Ha3sHAYEHHbIM
MAC-agpecom M HOMepom nopTa uam naeHtuomkatopom VLAN. Blackhole ponkeH
oTbpocuTb naket, ucxogHblin MAC-agpec KoTtoporo unm MAC-agpec HasHavyeHus
ABnAeTcA HasHavyeHHbim MAC-agpecom.
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e Port
Onuuu: Bce NOPTbI KOMMYyTaTOpa
®dyHKUMA: BbIbEpUTE NOPT ANA NepecblsIkM NakeTos ¢ 3TumMm MAC-agpecom HasHaYeHus.
BbI6paHHbI NOPT A0/1IKEH HAaX0AUTbCA B yKaszaHHoOM ceTu VLAN.

YdaneHue cmamuveckozo MAC-adpec uHOu8udyanbHOU paccelaku.

LLlenkHyTb [Device Basic Configuration] - [MAC address table configuration] - [Delete
unicast address] ana BxoAa Ha CTpaHULY KOHPUrypaumum, Kak NoKa3aHo Ha PUCYHKe HUKe.

DelEte unicast addrass

[~

|stabc v

i L

Boibepute KpuTepuit Ans yaaneHua WHAMBUAyanbHOro agpeca. Ecav  BbibpaHO
HECKO/IbKO KPUTEPMEB, UX B3aMMOCBA3b ABNAETCA NOTMYECKUM «U»,

Hacmpolika spemeHu ycmapesaHus MAC-adpeca.

LLenkHyTb [Device Basic Configuration] - [MAC address table configuration] - [MAC
address aging time setting] ana BxoAa Ha CTpaHULy KOHOUrypaumn, Kak MokasaHo Ha
PUCYHKE HUXKeE.

MAC address aging time setting { 0 to disable the aging function|
a0

e Agingtime
Ounanason: 10~100000c
Mo ymonyaHuto: 300 c
DyHKUMA: YCTaHOBUTE BpemA ycTapeBaHUs Ana 3anmcu guHammyeckoro MAC-agpeca.
OnucaHue: Korga Bpemsa cTtapeHuma yctaHosneHo Ha 0, ctapeHue 3anpeweHo. B stom
cny4yae agpec, NoAyYeHHbIM AUHAMUYECKM, HE YCTapeBaeT CO BPEMEHEM.

3anpoc unicast MAC-adpeca.

LLenkHyTb [Device Basic Configuration] = [MAC address table configuration] > [MAC
address query] ana BxoAa Ha CTpaHULY KOHPUrypaL MK, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Unicast address query

1 v

Static b

11 v

Bbibepute KpuTepuit ana unicast 3anpoca MAC-agpeca. Ecnv BbIGpaHO HECKO/bKO
KpuUTepueB, WX B3aMMOCBA3b ABAAeTCA Aorudeckum «W». Hanpumep: Ecam  Bbl
3anpawmsaete unicast agpec nopta Ethernet 1/1, otobpaskaeTca cnegytolas ctpaHumua.
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5.17.

Read mac address table
Vian Mac Address Type  Creator FPorts

1 00-00-00-00-00-01 STATIC User Ethernst1-1
1 00-00-00-00-00-04 STATIC User Ethernet1-1

lMpocmomp unicast 3anuceli adpecos

LLenkHyTb [Device Basic Configuration] - [MAC address table configuration] - [Show
mac-address table] ana Bxoaa Ha cTpaHuLy KOHPUrypaumm, Kak MoKa3aHO Ha PUCYHKe
HUXKe.

ba3oBaa nHPpopmauma No CONPOBOXKAEHUIO KOHUrypauum n

oTnagke

Mpu HacTpoMKe KomMMyTaTopa MOMKET noTpeboBaTbCs MNPOBEPKA MNPaBM/IbHOCTU

Pas/INYHbIX KOHUrypaumit ans obecnevyeHMs HOPMaJbHOW paboTbl; WAM  NpU
BO3HMKHOBEHMUWU OMNPeAesieHHbIX aHOMaZuM MOXKeT noTpeboBaTbCs  /IOKAaAU3aLUS
HEeMCcnpaBHOCTU. B 3TUX c/aydasax Bbl MOMKETE BbINOAHUTb Cleaylolue onepaunmn ans
NPOCMOTPa KOHOUTypaLum CUCTEMbI U paboyero cocToAHUA.

Ping

LWenkHyTb [Device Basic Configuration] - [Basic configuration debug] - [Ping and
Traceroute] A4ns BXoAa Ha CTPaHMULY KOHPUTypaLUUmM ping, Kak NOKa3aHO Ha PUCYHKE HUMKe.

Ping

192. 168.1. 2
Switch

e IP address
dopmar: A.B.C.D.
Onucanue: Beegute IP-agpec yaaneHHOro ycTpomncraa.
e Hostname
AnanasoH: 1~30 cumsonos
dyHKuma: Ecnm conoctaBneHmne mexay yaaneHHbIM XOCToM U IP-agpecom ycTaHOBIEHO,
NpPOCTO BBEAMTE MMA YAA/IEHHOTO XOCTa U BbINOAHUTE onepauuto Ping.
OnucaHue: KommyTtaTtop oTnpasaseT nakeTbl 3anpocos ICMP Ha yaaneHHoe ycTpoMCcTBO
ONA 0OHapyXKeHMA CBA3N MeXKAy KOMMYTAaTOPOM M yAa/IeHHbIM YCTPOMCTBOM.

Traceroute
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Traceroute

[P |
\

[10

100

Reset [ Appy |

e IP address
dopmaT: A.B.C.D.
OnucaHue: Beegute IP-agpec yaaneHHOro ycTpomncrea.

e Hostname
AnanasoH: 1~30 cumsonos
®dyHKUMA: Echn conocTaBieHne MeXAay YAaNeHHbIM XOCTOM M IP-agpecom ycTaHOBAEHO,
BaM HYXXHO BBECTM TOJIbKO MMA YAAJNIEHHOro XOCTa A/A BbINOJHEHUA oOnepauum
Traceroute.

e Hops
Onymu: 1~255
PyHKUMA: NpoBepKa Ko/AMYecTBa LW/O30B, Yepe3 KOTopble NpoxoaAaT MaKeTbl OT
OTMNPaBAAOLLErO YCTPOMCTBA K LLe/IeBOMY.

e Timeout
Onymu: 100~10000 mc
dyHKuMA: HacTpolka Talim-ayta. Ecan oTnpasnsaiowee yCTPOMCTBO He noayyaet
OTBETHbI NaKeT OT NPUHUMAIOLLEro YCTPOMCTBA B TEYEHME 3TOrO BPEMEHM, CUUTAETCA,
YTO CBA3b He yAanach.

Mpocmomp cucmemHoUl 0ambi U 8pemeHuU.

KommyTtatopbl 3TOM cepun nogaepxusatot RTC. [axe nuTaHMe OTK/HOYEHO,
XPOHOMETpaX NPoAoIKaeTcA.

LLlenkHyTb [Device Basic Configuration] = [Basic configuration debug] - [show clock] ans
BXOA4a Ha CTpaHuLUy MHbOPMaLMM, KaK MOKa3aHO Ha PUCYHKE HUXKeE.

Current time :FRI JAN 02 20:17:26 1970
Current timszone :GMT 00:00
DST state :Disable

DST(MM-DD-HH) Begin :0-0-0 End:0-0-0
lpocmomp uHgpopmayuto o alinax Ha flash.

LLlenkHyTb [Device Basic Configuration] - [Basic configuration debug] = [show flash] gns
BXOA4a Ha CTpaHuLy MHbOPMaLMM, KaK MOKa3aHO Ha PUCYHKE HUXKeE.
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Mpocmomp uHGOPMayuu o KOHgu2ypayuu: running-config

LLlenkHyTb [Device Basic Configuration] = [Basic configuration debug] - [show running-

config] ans Bxoda Ha cTpaHUUY MHPOPMALMM, KaK NOKA3aHO Ha PUCYHKE HUKeE.
~ Information Display

Current configuration:
]
hostname SICOM3028GPT

port-group 1 load-balance src-mac
]

telnet-user admin passwvord 0 123
]

|

Vlan 1
vlan 1

|

Vlan 2
vlan 2

|

Vlan 3
vlan 3

|

Interface Ethernet2/1
rate-suppression bandwidth kbps 100000
rate-suppression dlf

port-group 1 mode on
]

Interface Ethernet2-2
rate-suppression bandwidth kbps 500000
rate-suppression dlf
port-group 1 mode on

Mpocmomp uHpopmayuu o nopme

LenkHyTe [Device Basic Configuration] - [Basic configuration debug] - [show
switchport interface] ana Bxoga Ha cTpaHuuy MHPOPMaLMK, KaK NOKA3aHO Ha PUCYHKe
HUXKe.

| Reset [l Apply

Ethernetl-/1

Type :Universal

Hode :Trunk

Port VID :2

Trunk allowed Vlan With TAG:

1
Trunk allowed Vlan With UNTAG
2

e Type

OnucaHue: Tun VLAN.
e Mode

OnucaHue: pexxum nopTa. vV
e PortVID

Onucanue: nopt PVID
e Trunk allowed Vlan With TAG
Onucanue: YKasbiBaeT VLAN gns BbIbpaHHOro marnucTpasibHoro nopTa B BMAe Tera.
e Trunk allowed Vlan With UNTAG
OnucaHue: yKasbiBaeT VLAN gns BbiIOpaHHOro TPaHKOBOMO MNOPTa Kak HEOTMEYEHHbIE.

Mpocmomp cocmosaHus TCP-coeduHeHus.

LLenkHyTb [Device Basic Configuration] = [Basic configuration debug] = [show tcp] ans
BX0A4a Ha CTpaHuLUy MHbOPMaLMM, KaK NOKa3aHO Ha PUCYHKE HUXKe.
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LocalAddress LocalPort Foreigniddress ForeignPort State
2.1.1.1 a0 2.1.1.23 1486 ESTABLISH
2.1.1.1 80 2.1.1.23 1485 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1484 TIMEVAIT
2.1.1.1 a0 2.1.1.23 1483 TIMEVAIT
2.1.1.1 20 2.1.1.23 1482 TIMEVAIT
2.1.1.1 80 2.1.1.23 1481 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1480 TIMEVAIT
2.1.1.1 a0 2.1.1.23 1479 TIMEWAIT
2.1.1.1 a0 2.1.1.23 1478 TIMEVAIT
0.0.0.0 a0 0.0.0.0 a LISTEN
0.0.0.0 23 0.0.0.0 0 LISTEN

e Local Address
OnucaHue: yKa3blBaeT I0KabHbIN agpec TCP-coeanHeHus.
e Local Port
OnucaHue: yKasbiBaeT Homep oKanbHoro nopta TCP-coeanHeHuA.
e Foreign Address
OnucaHue: ykasblBaeT agpec Ha gpyrom KoHue TCP-coeanHeHuA.
e Foreign Port
OnucaHue: ykasbiBaeT HOMep NOpTa Ha ApYyrom KoHue coeanHeHna TCP.
e State
OnucaHue: yKa3sbiBaeT Tekywmit ctatyc TCP-coegmMHeHUA.

Mpocmomp cocmosaHus UDP-coeduHeHus.

LLlenkHyTb [Device Basic Configuration] = [Basic configuration debug] - [show udp] ans
BXOA4a Ha CTpaHuLUy MHbOPMaLMM, KaK NOKa3aHO Ha PUCYHKE HUXKe.

Localiddress LocalPort Foreigniddress ForeignPort State
0.0.0.0 o 0.0.0.0 1) (null)

e Local Address
OnucaHue: yKasbiBaeT JI0KaNbHbIN agpec UDP-coeanHeHums.
e Local Port
OnucaHue: ykasbiBaeT HOMep NoKasnbHoro nopta UDP-coeguHeHuUs.
e Foreign Address
OnucaHue: yKasbiBaeT agpec Ha apyrom KoHue UDP-coeanHeHumA.
e Foreign Port
OnucaHue: ykasblBaeT HOMepP NopTa Ha Apyrom KoHue coeanHeHua UDP.
e State
OnucaHue: yKasbiBaeT Tekywmi ctatyc UDP-coeanHeHus.

lpocmomp UHd)OpMGHUU O 34/102UHUHbIX 0/163080MeEAX.

LLlenkHyTb [Device Basic Configuration] = [Basic configuration debug] = [show login] ans
BXO/a Ha CTPpaHULy MHPOPMALMU, KaK MOKa3aHO Ha PUCYHKE HUXKE.

No Name Level Login Authen IP Address Time(min)
1 444 guest ssh local 192 168.0.184 o
333 guest ssh local 192 168.0.184 2
3 222 system telnet local 192 168.0.184 2
4 111 guest telnet local 192 168 .0.184 3
] admin admnin  web local 192.168.0.184 3
6 111 guest console local E— 3

lpocmomp uHgopmayuu o modyne SFP.
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LWenkHyTe [Device Basic Configuration] - [Basic configuration debug] - [show
transceiver information] gna Bxoga Ha cTpaHuuy WHPopmaumm o mopynax SFP, Kak
MOKa3aHO Ha PUCYHKe HUXKe.

6. PacwumpeHHaa KoHpUrypaumsa

6.1. ARP KoHurypaums

Address Resolution Protocol (ARP, npoTOKo/n paspelieHMa aapecoB) paspeluaeT
conoctasneHne mexay IP-agpecamun n MAC-agpecamn ¢ NOMOLLbIO MeXaHW3ma 3anpoca um
oTBeTa agpeca. KommytaTtop MOXKeT y3HaTb conocTasneHne mexay IP-agpecamun n MAC-
agpecamm Apyrux XocToB B TOM e cermeHTe cetu. OH TakXe noafep’KUBaeT crtaTuyeckue
3anncn ARP pgna onpepeneHua cooTseTcTBuA mexay IP-agpecammn u MAC-agpecamu.
OnHamuueckne 3anncu ARP nepnogmueckmn yctapesatoT, obecneunsan cCornacoBaHHOCTb MeXAyY
3anucammn ARP 1 pakTUYECKMMKN NPUAOKEHUAMKN. KoMMyTaTopbl 3TOM cepum obecneynmBatoT He
TONBbKO QYHKUMIO KOMMYyTaUUM ypoBHA 2, HO U PyHKUMo ARP ana paspeweHua IP-agpecos
APYrMX XOCTOB B TOM Ke CermeHTe ceTu, obecneumsas cBasb mexay NMS u ynpasasembimu
XOCTamu.

3anucn ARP penAatcA Ha AMHaAMWYecKMe W cTatudeckue. [IMHamuyeckue 3anucu
reHepupytoTca U NOAAEPKUBAOTCA Ha OCHOBe 0bmeHa nakeTamu ARP. [JuHamunyecKkme 3anmucu
MOryT ycTapeBaTb, OOHOBAATLCA HOBbIM MakeTom ARP maM nepesanucbiBaTbCA CTAaTUYECKOM
3anucbio ARP. CtaTnyecKkme 3anncu HacTpamBalTCA U NOAAEPKUBAOTCA BPYUYHY0. OHU HUKOrga
He YyCTapeBaloT U He nepe3anucbiBatoTca AuHamumyeckmmum 3anmcamum ARP. Kommytatop
nogaep:meaet fo 512 3anuceint ARP (makcumym 256 cTatnyeckux). Koraa Konmyectso 3anucen
ARP npesbiwaeT 512, HOBble 3anNMCK aBTOMATMUYECKM Nepe3anucbiBatoT cTapble AMHAMMYeCKme.

Ecnn 3anpoc ARP oTnpaBAnseTcs € XocTa Ha APYroM XOCT, KOTOPbIA HaxoAUTCA B TOM e
CETEBOM CErMEHTE, HO B ApYron GU3MYecKom ceTu, W3, HAaXO4AWMMUCA B NPAMOM COeAUHEHUN
C XOCTOM-UCTOYHUKOM U C dyHKLMEN NPOKCU-ARP, MOXKeT OTBETUTb HA 3TO coobuleHMe 3anpoca.
OTOT npouecc HasbiBaeTcA NPoKcu-ARP.

Mpouecc npoKcu-ARP BbIriAgMT cneaytowmm obpasom:

» XOCT-UCTOYHMK oTnpasaseT 3anpoc ARP Ha Apyroi XocT B Apyroi ¢pusnyeckoim cetu.

» OyHKumMa proxy ARP Ha aTom mnHTepdeiice VLAN 6bina BKAOYEHA Ha W/O3e B NPAMOM

COeIMHEHUN C XOCTOM-UCTOYHMUKOM.

> EcAn HOPManbHbIM MapwpyT K LEeNeBOMYy XOCTY CYLLECTBYET, LU/03 OTBEYaeT CBOMM

cobctBeHHbIM MAC-agpecom a8 LeneBoro XocTa.
» IP-naKeTbl, OTNPaB/ieHHbIe C UCXOLHOTO y3/1a HAa y3en HaszHayeHus, OTNPaBAAIOTCSA Ha
YCTPOMCTBO C BKAKOYEHHbIM MPOKCcK-ARP.

» Wnto3 BbiNnoAHAET 06bIYHYIO IP-MapLIpyTU3aLLMIO U NEPECBINKY NAKETOB.

> IP-nakeTbl, KOTOpble AO0/KHbI ObiTb OTMPaB/AEHbl HA Yy3eN Ha3HayeHWs, HaKoHeL,
OOCTUraloT y3/1a Ha3HaYeHuA Yyepes ceTb.
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lMpoKcu He ebinoaHAaemca 044 3anpocog ARP, coomeemcmsyowux Mapuipymusayuu no
YMOAYAHUIO.

6.1.1. Be6 KoHpUrypuposaHue

Jlobasumb unu ydanumes cmamu4vecKyto 3anuce ARP.

LLlenkHyTb [Device Basic Configuration] - [ARP configuration] - [ARP configuration] ans
BXOZAa Ha cTpaHuLy MHdopmaumm o ARP, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

ARP configuration

192.168.0.10
[00-00-00-00-00-01
[Add v

[Vlan1
[213 ~

20 |

e |P address
®opmar: A.B.C.D.
dyHKumA: Hactpolika IP-agpeca ctatuyeckol 3anucu ARP.
e MAC address
®opmat: HH-HH-HH-HH-HH-HH (H — wecTHaauaTepuiHoe uncno)
dyHKuMA: HacTpoitka MAC-agpeca ctatuyeckom 3anmcu ARP.
e Operation type
Onuuu: add / del
Mo ymonyaHuto: add
PyHKUMA: 06aBUTb NN yaanuUTb 3anuncb ARP.
e L3 interface
Onuuu: Bce co3gaHHble nHTepdericol VLAN ypoBHaA 3.
Mo ymonyaHutio: VLAN1
®dyHKuMA: Bbibepute nHtepdeiic VLAN ypoBHA 3 ana Tekylei 3anucu ARP.
e Ethernet Port
Onuuu: Bce NopTbl B Ha3HayeHHon VLAN
®yHKLMA: BbIOEPUTE BbIXOA, COOTBETCTBYHOLLMIA TEKyLLLElM 3anucu ARP.
e ARP Aging time
OnanasoH: 1 ~ 1440 muH.
Mo ymonyanumio: 20 MuUH.
®yHKLMA: HacTpolika BpemeHun ycTapesaHus ARP.

OnucaHue : Bpemsa ycrapeBaHma ARP — 3TO NpOAO/IKUTENbHOCTB C MOMEHTA
nobaBneHns aAnHamu4yeckoi 3anmcu ARP B Tabanuy 40 MOMeEHTa yAaneHusa 3anmcu s
Tabaunubl.

IP-adpec, ce8A3aHHbII co cmamuyeckoli 3anuceto ARP, He moxem 6bimb [P-adpecom
KomMmymamopa.

K 00Homy MAC-adpecy moxHo npussa3ame pasHelie IP-adpeca.

B VLAN 3anuce ARP moxtem coomeemcmeosamb mosibKo 0OHOMY 1opmy rnepecolaKu.
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Kak npasuno, Kommymamop asmomamuyecku 3anomuHaem 3anucu ARP 6e3 smewamenscmsa
admuHUCMpamopa.

lMpocmomp 3anucu adpecos ARP.

LLenkHyTb [Device Basic Configuration] - [ARP configuration] - [Show ARP] ana Bxoaa
Ha cTpaHuLy nHbopmaumm o ARP, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

ARP list

|192.168.0.120/90-b1-1¢-23-71-12| Vlan1 | 213 |dynamic|
192.168.0.23 | 00-00-00-00-00-01 Wlan1 | 23 | static |
192 168 0 199|70-71-bc-95-cc-22| Vlani | 2/3 |dynamic
192.168.0. 192 78-2b-cb-2c-6b-87| Vlan1 2/3 dynamic
1921680 7 | 00-00-00-00-19-33] Vlan1 | 23 |dynamic|
|192.168.0.223| 00-1e-cd-11-01-b1| Vlan1 | 213 |dynamic|
192 168 0 2 |00-00-00-00-00-02| Vlan1 2/3 dynamic
192.168.0 253/ 12-2a-bd-c3-44-55| WVlan1 | 23 |dynamic|
192.168.0.1 |00-00-bb-bb-94-19] Vlan1 | 213 |dynamic|
|192.168.0.184|44-37-¢6-88-6e-90)  Vlan1 | 273 |dynamic|
192.168.0.9 | 40-16-9f-f3-85-de | Vlan1 23 |dynamic|

=

e ARPlist
Noptdonno: {IP-agpec, MAC-agpec, uHtepoeiic L3, nopt Ethernet, Tnn}
dyHKUMA: npocmoTp 3anucein ARP.
Onucanue: Cnucok ARP nokasbiBaeT Bce 3anuncu ARP, cooTseTcTBYytoWwMe noptam LinkUp,
BKJ/IIOYaA CTaTMYECKMeE 3anncu n gUHammnyecKme 3anucu.

Ovyucmka Kewa ARP.

LLlenkHyTb [Device Basic Configuration] - [ARP configuration] - [Clear ARP cache] ana
04MCTKM Kewa ARP, KaK MOKa3aHO Ha pPUCYHKe HUXKe.

Clear ARP cache

HaxkmuTe <Apply>, UTobbl OUMCTUTL AMHAMUYecKMe 3anuck ARP B Kawwe.
Bkaroyumeo npoKcu-ARP.

LWenkHyte [Device Basic Configuration] -> [ARP configuration] - [Proxy ARP
configuration] gna KoHpUrypmMpoBaHuMa Kewa ARP, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

Enable Proxy ARP
Vian2 v |

Apply Default

e VLAN interface
dyHKuuA: BbibepuTe 3-ypoBHeBbili UHTepdelic VLAN ansa BkaoueHMA NpoKkcn-ARP.

6.2. Layer 3 KoH}uUrypauua nHrepdeiica

6.2.1. IP address KommyTaTtopa
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Bonngute B CLI KOmMmyTaTopa Yyepe3 KOHCO/IbHbIM NopT. 3anyctute KomaHay enable B
obuiem Buae, yTobbl BONTM B NPUBUNETMPOBAHHbIN BUA,. 3anycTute KomaHay show interface vlan
’

1, yTo6bI NpoCcMoOTpPeTb IP-afpec KOMMYyTaToOpa, KaK MOKa3aHO B KPaCHOM Kpyre Ha PUCYHKe
HUKeE.

= Switch - HyporTenminal

Fle Edt Uiew Cal Trarsier Mo
D@ &3 0@ &

SHITCH>enable
SHITCH#show interface vlan 1

Vlanl is line protocol is up, dev index
Device flngdllxmw(ul’ BROADCAST RUNNING NULIICRST)
ot-address is:
255.255.255.0 (Primary)
ar dware herSYI, address is BB—BB-EG 00-00-02
M botes " Bu"Ss Tab0b Kbt
Encapsulation ARPA. loopback not set

Input and output rate statistics

5 minute input rate 133 by tes/sec 1 packets/sec

5 minute output rate 561 bytes/sec, 1 packets/sec

The last 5 second input rate 40 bytes/sec, @ packets/s
The last 5 second output rate @ bytes/sec, @ packets/s
Input packets statistics:

<

>
|cennoczed 0:14:38 Aato ot

6.2.2. KoHdpurypuposaHue IP Address

Co3datime uHmepdgelic VLAN yposHs 3.

Xoctbl B pasHbix VLAN He mMmoryt B3ammogenctsoBaTb Apyr C gpyrom. MWUx

KOMMYHMKaUMOHHbIE MaKeTbl AO/XHblI NEePecbiNaTbCA MapLUPYTM3aTOPOM WM KOMMYTaTOPOM
ypoBHA 3 yepes3 mHTepdeinc VLAN. KommyTaTopbl 3TON cepun NOALEPKMUBAIOT MHTEepdencobl
VLAN, KoTopble NpeacTaBaaoT coboi BUPTyanbHble MHTepdeicbl ypoBHA 3, UCNosib3yemble ana

obmeHa aaHHbiMmK mexay VLAN. Bbl moxkeTe co3gatb ogmH uHTepdeiic VLAN ana Kaxgoi VLAN
NHTepdelic ucnonbayertcsa Ana NepecbiKM NakeToB ypoBHs 3 noptos B VLAN

Add interface VLAN

| ||

=1 @ &

Vlan1

¢ Interface vlan ID
Onumu: Bce co3gaHHble Homepa VLAN.
®dyHKuMA: cosgaHune nHtepdeinca VLAN yposHa 3.

Kommymamop noddeprcusaem makcumym 16 uHmepgpeticos VLAN yposHs 3

Meped cozd0aHuem uHmepgelica VLAN yb6edumeco 8 Hanuyuu coomeemcmsyroweli VLAN. Ecau
VLAN He cywiecmayem, ee uHmepgelic VLAN He morem 6bimb c030aH

Bol He Mmoxceme ydanume uHmepgpelic VLAN, coomeemcmeyrowuli IP-adpec Komopozo
ucnone3yemca 044 0ocmyna K Kommymamopy yepes web.

MpucseoeHue IP address.

IP-agpec KoMMyTaToOpa MOXKHO HaCTPOUTb BPYUYHYHO U/ MOJIY4UTb aBTOMATUUYECKHU

LLlenkHyTb [Device Basic Configuration] = [L3 interface configuration] = [L3 interface IP

address mode configuration] ans HasHauyeHus IP Address gns L3 nHtepdeiica, Kak NnoKkasaHo
Ha PUCYHKE HUKe.
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L3 interface IP mode

| Specify IP v |

e Interface
Onumun: Bce co3gaHHble nHTepdencobl VLAN ypoBHA 3.
Mo ymonyanuio: VLAN1.

e IP Mode
Onuuu: bootp-client / dhcp-client / Specify IP
Mo ymonyaHuio: Specify IP
®PyHKUMA: Boibepute pexkmm noayyvenus IP-agpeca.
OnucaHue: YKasaTb IP-aapec — HacTpouTb IP-aapec BpydHyto; bootp-client / dhcp-client
3aK/0YAETCA B TOM, YTO KOMMYTaTOpP aBTOMaTMyecku nonaydaet IP-agpec yepes DHCP /
BOOTP. B cetn gomkeH 6biTb cepsep DHCP / BOOTP ansa HasHayeHus |P-agpecos
KNUEeHTaM.

PyuyHas Hacmpolika IP address.

LLenkHyTb [Device Basic Configuration] = [L3 interface configuration] - [Allocate IP
address for L3 port]] ana pyyHoro HazHauyeHusA IP Address ana L3 nHtepdeiica, Kak nokasaHo
Ha PUCYHKE HUKe.

L3 interface IP configuration

[Vian1 ~v0.0.0.0 |0 0.0.0 [ no shutdown w [primary v |

Vian1

192.168.0.22 255.255.255.0 (Primary

e IP Address
dopmaT KoHourypaumm: A.B.C.D.
dyHKumMA: HacTpoitTe IP-aapec ans ykaszaHHoro nHtepdeica VLAN ypoBHA 3.

e Subnet mask
Macka noaceTu npeacrasaseT coboi uncno annHon 32 6umta, coctoslee U3 CTPoKN 1 n
cTpokn 0. «1» coOTBETCTBYET MOSAM HOMepa CeTU M NoaAM Homepa nogcetu, a «0»
COOTBETCTBYET N0/IAM HoMepa xocTa. OB6bIYHO OH HAacTpPoeH Kak 255.255.255.0.

e Status
Onumu: no shutdown / shutdown
Mo ymonyaHuto: no shutdown
dPyHKUMA: HacTpoiKa cocToaHma nHTepdeiica VLAN yposHa 3.
OnucaHue: 6e3 BbIKAOYEHUA: OTKpbIBaeT MHTepdenc VLAN ypoBHs 3. 3aBeplieHue
paboTbl: 3aKkpbiBaeT MHTepdeiic VLAN ypoBHs 3.

e Type
Onuuu: secondary / primary
Mo ymonyaHumio: primary
®yHKLMA: B 04HOM M TOM e NOPTY MOXKHO YCTaHOBUTbL Honee AByx IP-afpecos pasHbix
CETEBbIX CEFTMEHTOB A/1A peanm3aumnm CBA3M MeXAy PasHbIMU CETEBbIMU CEFMEHTAaMN B
OLHOM W TOW e /NoKaNbHOM ceTW. Kak npaBWO, MNOCKO/MbKY CermeHTa Ccetu
No/sIb30BaTE/N0 HEAOCTATOYHO, MOXHO UCMO/Ib30BaTb 3STOT METOA,
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OnucaHue: BTOpUYHbIN IP-agpec MmoxeT pelwmnTb npobaemy arperaunm mapLupyTmMsaumm
8 RIP v1. Ero moxHo ucnonb3osatb ana NAT, nocne npeobpa3oBaHua OH He ABNAETCA
afpecom NpPAMOro NoAKAYEHNA MapLpyTHU3aTopa.

Haxkmute <Add>, ytobbl HacTpouTb IP-agpec gns nHtepdeiica VLAN; HaxkmuTe <Del>,
YyTObbI YAANNTL TERYLWMI IP-aapec, Bbl JOKHbI CHavyana yaanuTb 4ONOAHUTENbHBbIN |P-
agpec, npexae 4em yaanatb ocHoBHoM IP-aapec; HaxmuTe <Update>, 4Tobbl U3MEHUTL
ocHoBHoW IP-agpec nHTepdelica VLAN.

Kaxcooeil unmepgpetic VLAN ypoeHsa 3 noddepxcusaem makcumym 32 IP-adpeca.

Ansa kawodozo uHmepgpelica VLAN moxHo Hacmpoums IP-adpeca 00H020 U moz2o yce ceameHma
cemu usau pasHeIx ceameHmos cemu.

IP-adpeca pasHbix ceameHmMos cemu 00xcHbl Bbimb HACMpPOeHbl 018 Pa3HbIXx UHMepgelicos
VLAN.

6.3. SNMPv2c

MpocToii npoToKon ynpasneHus cetbio (Simple Network Management Protocol - SNMP)
— 3TO CTPYKTYpa, ucnonssyowasa TCP/IP ans ynpasneHus ceTesbiMmm ycTponcTeamm. C momoLbio
dYyHKUMM SNMP agMmuHUCTpaTOp MOXKET 3anpalmnBaTb MHGOpMaLmio 06 ycTPoCTBE, U3MEHATb
HACTPOWMKM NAapaMeTPOB, OTCNEKMUBATb COCTOAHME YCTPOMCTBA M OOHAPYKMBATb COOM B CETHU.

SNMP npuHMMaeT pexum cTaHuMu ynpasneHua / arenta. Takum obpasom, SNMP
BKJItOYaeT B ceba ABa TMNa ceTeBbix aiemeHToB: NMS u areHT.

» CraHums ynpasneHus cetbio (NMS) — 3To cTaHUMA, Ha KOTOPOW paboTaeT NporpamMmmHbIit
K/IMEHT ynpaBaeHua ceTbto ¢ nogaep*kot SNMP. 3To agpo ans ceteBoro ynpasaeHus
ceTbto SNMP.

» AreHT — 3TO MpoOUECC B YMNpaBAfeMbIX CeTeBbIXx YycTpoicTBax. OH nosayyaetr w
obpabaTtbiBaeT nakeTbl 3anpocoB oT NMS. Koraa BO3HMKaeT TpeBora, areHT
3abnaroBpemeHHo coobwaet 06 sTom B NMS.

NMS asnsetca meHegKepom cet SNMP, a areHT — ynpaBasembliM YCTPOMCTBOM CETU
SNMP. NMS u areHTbl 06MeHMBalOTCA NakeTamu ynpasneHus yepe3 SNMP. SNMP Bkaoyaer B
cebsa cneaytolwme 0CHOBHblE ONepaLLuu:

Get-Request
Get-Response
Get-Next-Request
Set-Request

Trap

YV VYVYY

NMS otnpasndAet naketbl Get-Request, Get-Next-Request n Set-Request areHTam ana
3anpoca, HACTPOMKM U ynpaBaeHUs nepemeHHbIMU. MNocae NofyYeHUs 3TUX 3aNPOCOB areHTbl
oTBeYatloT Nnaketamn Get-Response. Koraa Bo3HMKAeT TpeBora, areHT 3apaHee coobuiaet 06 sTom
8 NMS ¢ nomoLbio NaKeTa SI0BYLLKW.

KommyTatopbl atol cepumn nogaeprkmnsatoT SNMPv2 n SNMPv3. SNMPv2 coBmectum c
SNMPv1. SNMPv1l ucnonb3yeTr community name gna ayteHTudukaumm. Community name
AencTByeT Kak naponb, orpaHuumBaa goctyn NMS K areHTam. Ecam community name,
nepeHocumoe naketom SNMP, He noaTBepXAaeTcA KOMMYTAaTOPOM, 3anpocC 3aBepluaeTcs
HeyAayHo M Bo3BpaluaeTcs coobuieHne o6 owmbre. SNMPV2 TakXe Mcnosb3yeT community
name ana ayteHTMduKaumnmn. OH coemectum ¢ SNMPv1 n pacwmpaeTt ¢yHKuMn SNMPv1. YTo6bI



CT=3

PyKoBoACTBO Nonb3oBatens

obecneuntb cBsa3b mexgy NMS u areHTom, mx Bepcun SNMP aomkHbl coBnagatb. Ha areHte
MOXHO HacTpoMUTb pasHble Bepcun SNMP, yTobbl OH MOr UCMONb30BaTb pPasHblie BepcUnU AN
CBA3U C pasHbiMmu NMS.

6.3.1. MIB

Noboit ynpaBasemblit pecypc HasblBaeTca ynpaBasembiM o6bekTom. basa ynpasastoweit
nHoopmaummn (Management Information Base - MIB) xpaHuT ynpasnsemble o6bekTbl. OH
onpepenset nepapxmyeckne oTHOLWEHUSA ynpaBasemMbix 06 beKTOB M aTPUOYTOB 0OBEKTOB, TaKNX
KaK MUMeHa, paspelleHma Ha AOCTYN M TUMNbl AaHHbIX. Y KaXXaoro areHta ectb ceoa MIB. NMS
MOXeT uutaTb / 3anucbiBaTb MIB Ha ocHOBe paspelleHui. Ha pUCYHKe HUXKe MNoKasaHbl
B3anmocsaAsn mexay NMS, areHtom 1 MIB.

Get/Set requests MIB
»

=

Get responses and Traps
NMS Agent

MIB onpepenset ApeBOBMAHYIO CTPYKTYpY. Y3/4bl gepeBa ABAAIOTCA YNpaBiseMbiMU
obbekTamu. Kaxapblii y3en umeeT yHUKaNbHbIA ngeHTudmKatop obbekta (OID), ykasbiBatoLwmit
pacnonoxeHune y3na B cTpyKType MIB. KaK nokasaHo Ha pucyHke HuKe, OID obbeKkTa A paBeH
1.2.1.1.

Node (1)

Object(1) ¢

6.3.2. Be6 KoHpUrypuposaHue

KoHgpueypuposaHue SNMPv2.

LLenkHyTb [Device Basic Configuration] - [SNMP Configuration] - [SNMP Base
Configuration] ansa KoHpurypmposaHna SNMPvV2, Kak NOKa3aHO Ha PUCYHKE HUKeE.
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SNMP Configuration

public

private
@ Read Only O Read &nd Wirte

@ Read Only O Read and Write

@ read only O Read and virte

e Snmp Agent state
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
dyHKUMA: BKAOUYUTL / OTKAOUNTE SNMP.,
e V1/V2C/V3 state
Onuwuu: Enable / Disable
®yHKumA: BbibepuTe Bepcuto SNMP.
e Request Port
OnanasoH: 1765535
Mo ymonyaHuto: 161
®yHKumA: HacTpolika Homepa nopTa gnsa npuema SNMP-3anpocos.
e Community
OnanasoH: 4716 cumsonoB
dyHKuMA: HacTpoiKa coobuiecTBa KOMMYTaTOPOB.
OnucaHune: NnakeT MOXeT NoayunTb goctyn K MIB kommyTaTopa TO/IbKO B TOM Cay4ae,
ecnm uma coobuiecTtsa, nepenasaemoe B nakere SNMP, cosnagaeTt ¢ 3Tol CTpoKoW
coobuiecTsa.
ObbAcHeHMe: MoxXHo 3aaaTb He bosiee 5 cTpok coobuiecTsa.
e Access Permission
BapuaHTbl: Read Only / Read And Write
Mo ymon4yaHuto: Read Only
®dyHKuMA: HacTpolika pexkmma goctyna K MIB.
OnucaHue: Read Only: cunTbiBaeT To/bKO MHPopMmaumio MIB. Read And Write: uTeHune u
3anucb nHpopmaummn MIB.

Hacmpolika 6e3onacHbix IP-adpecos.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] = [IP Address of SNMP
Manager] ana KoHourypmposaHus 6e3onacHbix IP-aapecoB, KaK MOKa3aHO Ha PUCYHKe
HUXKe.

IP Address of SHMP Manaier

|192.168.0.23
192.168.0.184

Apply
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e Security IP Check
Onumu: Enable / Disable
Mo ymonyaHuto: Disable
®PYHKUMA: BKAOUUTD WMAW OTKAOUYUTb NpoBepky 6esonacHoctn IP. Ecam nposepka
6e3onacHocTM IP oTKAtoyeHa, HeT orpaHuyeHuMn Ha |[P-agpec NMS, nwobaa NMS,
MOAKNIOYEHHAs K KOMMYTATOPy, MOXeT MoayunTb p[octyn K uHpopmauum MIB
KommyTatopa. lNocne Toro, Kak nposepKa IP-agpeca 6e30nacHOCTM BK/KOYEHA, Bam
HeobxogMmo ycTaHoBWUTL |P-agpec 6e3onacHoctM, M Tonbko NMS c IP-agpecom
6e30MacHOCTN MOXKET NONYYUTb AOCTYN K MHPopmaummn MIB kommyTaTopa.

e IP Address
®opmarT: A.B.C.D.
®yHKUMA: HacTpouTb 6e3onacHbIn IP-agpec NMS.
Onucanue: Tonbko NMS, ueit IP-agpec cooTseTcTBYeT IP-agpecy 6e30nacHOCTM, MOXKeT
nonyyYnTb AJoctyn K uHoopmauumn MIB KommyTtatopa. KommyTtatop nossonset
Ncnoab3oBaTb MakcuMym 6 IP-agpecos 6e3onacHoct NMS.

KoHgpueypupoeaHue trap.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] - [TRAP Configuration]
ANA KOHOUIYPUPOBaHUA trap, Kak MOKa3aHO Ha PUCYHKe HUKe.

e TRAP State
Onumu: Open / Close
Mo ymonyaHuto: Close
PyHKUMA: pa3peLllnTb NePEKIOYaTEIO OTNPaBAATL coobuieHme Trap UK HeT.
e TRAP Port
Onuwnu: 1765535
Mo ymonyaHuto: 162
dyHKUMA: HacTpoiKa Homepa nopTa 418 OTNPaBKU COOBLLEHUA-/TOBYLLEK.
e Version
Onuma: V1/Vv2C/V3
®yHKumAa: V1 / V2C yKasbiBaeT, YTO KOMMYyTaTop OTNPaBAseT COOb6LLEeHNA-N0BYLLKM
Bepcuun 1/ sepcun 2C Ha cepBep. V3 yKa3blBaeT, UTO KOMMYTaToOp OTMPaB/AAET Ha cepsep
coobueHna-noByLwWwKn sepcun 3. Ecan Bbl BbibepeTe V1 / V2C, Heobxo4MMO HaCTPOUTb
ToNbKo IP-agpec Ha3HayeHuA.
e Destination IP Address
dopmar: A.B.C.D.
®yHKuMA: HacTpoiika agpeca cepsepa Aas NOJAYYEHUA COODLEHU-NoByLWeEK. Bbl
MOKeTe HacTPOUTb MaKCMMyM 8 cepBepPOB, TO eCTb 8 3annCeli-0BYLLIEK.

lpocmomp SNMP cmamucmuku.
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6.4.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] - [SNMP Statistics] ann
npocmoTtpa SNMP, Kak NOKa3aHO Ha PUCYHKe HUXKe.

SNMP Statistics number

Incoming Snmp Packet 37
“Yersion Error Snmp Packet 1]
Received Snmp GetMext Packet 4
Received SET Request Packet 2
Outgaing Snmp Packet 20
Too_big Error Snmp Packet 1]

Max-Length of Snmp Datagram 1500
Snmp Request for Inexistent MIB Object 1]
Bad_value Error Snmp Packet 1]
General_error Snmp Packet 0
Transmitting Response Packet 12
Transmitting TRAP Packet g
MNms SET Request Packet 2
Cormrmunitry String Error Snmp Packet 0
Caomrnunitry String Priotity Error 6
Coding Error Snmp Packet 1]

Show

SNMPv3

SNMPv3 obecneumBaeT mexaHn3m ayTeHTUdUKauMm moaenm 6e3onacHOCTM Ha OCHoBe
nonb3oatenelt (User-Based Security Model - USM). Bbl MoKeTe HaCTpOUTb QYHKLMMU
ayTeHTUPUKaLMKN U WwndposaHma. AyTeHTUMOUKALMA UCMONb3YETCA ANA NPOBEPKN NOATMHHOCTU
OoTnpaBuTeNs MaKeTa, NpeAoTBpalLan AOCTYN He3aKOHHbIX nosb3oBaTenel. LWundposaHue
ucnonbsyetca Ana WKOPOBaAHMA NaKeToB, NepedaBaembix mexay NMS u areHTom, BO
nsberkaHme nepexsata. DyHKUMM ayTeHTUPUKAUMM U  WMOPOBAHUSA MOTYT MOBbLICUTb
6e3onacHocTb cBA3n mexxay SNMP NMS 1 SNMP-areHTOM.

SNMPv3 npepgoctaBnseTr nAatb Tabauy, KoHdurypauuu. Kaxgas Tabamua MoxKeT
copgepaTb 16 3anmucein. 9Tn Tabanubl onpeaensatoT, MOryT AM onpeaesieHHble No/b30BaTeNu
nosy4aTtb A0CTyN K MHpopmaummn MIB.

Bbl MOKeTe €034aTb HECKOJIbKO Nonb3oBaTenei B Tabnuue nonb3oBaTteneit. Kaxabii
Nnonb3oBaTe/lb MCMOJ/b3yeT pasHble MOJNTUKM 6e30nacHoOCTM AnA  ayTeHTUPUKaumm w
wudpoBaHus.

lpynnosas Tabamua — 3TO COBOKYMHOCTb HECKO/IbKUX NONb30BaTeNei. B Tabauue rpynn
npaBa [0CTyna onpeaenAlnTcA Ha OCHOBE rpynn nonb3oBaTenei. Bce nonb3osaTtenu rpynnol
MMeT NpaBa rpynneol.

Tabnmua KOHTEKCTa UMAEHTUPUUMPYET CTPOKM, KOTOpble MOryT OblTb MNpPOYMTaHbI
No/ib30BaTeNISIMM, HE3ABUCMMO OT Mogesielt 6e30nacHOCTM.

Tabnuua npeacTaBieHMA OTHOCMTCA K MHbopmauum npepgcrasneHna MIB, KoTtopas
onpeaenset nHpopmauuto MIB, K KoTopoi moryT obpalaTbca nonb3osaTenu. MNpeacrasneHne
MIB MmoKeT cogep:kaTb Bce y3/bl onpegeneHHoro nogaepesa MIB (1. e. nonb3oBaTtenam
pa3spelleH AO0CTyn Ko Bcem ysnam nogaepesa MIB) nnam He copeprkaTb HM OA4HOrO U3 y310B
onpeaeneHHoro noagepesa MIB (1. e. ysen nogaepesa MIB).

Bbl moxeTe onpeaenutb npaBa goctyna MIB B Tabauue goctyna no MMeHW rpynnsi,
MMEHM KOHTEKCTa, moAenn 6e30nacHOCTU U YPOBHIO 6€30NacHOCTM.
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6.4.1. Be6 KoHpUrypuposaHue

Hacmpolika mabauybl nons3dosamened.

LLenkHyTb [Device Basic Configuration] - [SNMP Configuration] - [V3 User Table] ans
KOHUrypaumm nosib3osateneit ana V3, Kak NOKa3aHO Ha PUCYHKE HUXKe.

e User Name
dnana3oH: 4~16 cumBoi0B
®yHKuMA: Co34aTb MMA NONb30BATENSA.
e Authentication protocol
Onumn: NONE / HMAC-MD5 / HMAC-SHA
Mo ymonuanumio: NONE
dyHKUMA: BbIBOP anroputMma ayTeHTUdGUKauum.
e Authentication password
Onana3oH: 4~16 cumBos10B
®yHKumA: Co3aaTb Naposib ayTeHTUOUKALUMK.
e  Privacy protocol
Onuuun: NONE / CBC-DES
Mo ymonyaHuto: NONE
®PyHKUMA: BbIBEpPUTE NPOTOKOA WNPPOBAHMA NAKETOB.
e Privacy password
OnanasoH: 4~16 cumsonos
PyHKUMA: co3aaHne Napona gna WndpoBaHMA NAKETOB.

Hacmpoume epynnosyio mabauuy.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] = [V3 Group Table] ans
KOHUrypaumm rpynn ansa V3, Kak NoKa3aHO Ha PUCYHKe HUKe.

V3 Group Table

1 |group 111
2 |group 2222
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e Group Name
Onana3oH: 4~16 cumBos10B
®yHKUMA: HacTpolika uMmeHu rpynnoBoi Tabanupl.

e Security Name
[ManasoH: BCe CyLLeCTBYOLWME MMEHa Noab3osaTenei, 4~16 cumBonos.
®dyHKUMA: HacTpolika nmeHn 6esonacHocTn. Mma 6esonacHoCTM AOMXKHO coBMadaTb C
MMeHeM Nonb3oBaTesiA B MO/b30BaTe/IbCKOW Tabauue. MNonb3oBaTenm ¢ ogMHaKOBbIM
UMEHEeM rpynnbl NPUHAANEKAT K 04HOM rpynne.

e Security Model
Mo ymon4yaHuto: SNMPv3
OnucaHue: SNMPv3 yKasbiBaeT, 4TO NpuHATa Mmogesb 6e30nMacHOCTM Ha OCHOBe
nonbsosartenen (USM). B HacTosiLee Bpemsi 3HaYeHME AONKHO 6biTb SNMPV3.

Hacmpolika koHmekcmHol mabauybl.

LLlenkHyTb [Device Basic Configuration] = [SNMP Configuration] - [V3 Context Table]
ANA KOHOUTYPaLUKM KOHTEKCTHOM Tabanupbl Ans V3, Kak NOKa3aHO Ha PUCYHKE HUKeE.

V3 Context Table

2 context

e Context Name
dnana3oH: 4~16 cumBoi0B
PyHKUMA: HACTPOUTDL MMA KOHTEKCTA.
OnucaHue: Umsa nepBoro KOHTEKCTA A0/IXKHO ObITb NYCTbIM.

Hacmpolika mabauysl npocmompa.

LLenkHyTb [Device Basic Configuration] - [SNMP Configuration] - [V3 View Table] ans
KOHUrypaumm 1abaumubl npocMmoTpa 418 V3, Kak NoKasaHo Ha PUCYHKE HUXKe.
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V3 View Table

|inchuded w[1.36.1.21.1.1 | 0 0ot O, ot
exciuded ¥[13612111 00 08 0
excluded ¥ 1 0 O 0
included |1 o, 0. Dl 0t

included ¥ |
included |
included ¥ |
included |
inciuded v |
included |
included |
inciuded v |

included |

incuded v |

included | |

inciuded | |

View Name

dnana3oH: 4716 cumBon0B

®dyHKuMA: HacTpolika UMeHW npeacTaBieHus.

Type

Onumu: included / excluded

Mo ymonyaHuto: included

®yHKums: Included yKkasbiBaeT, 4To TeKyLLee NpeacTaBAeHMe BKIOYaEeT BCe y3/1bl AepeBa
MIB. Excluded yKka3bIBaeT, UTo TeKylLee NpeacTaBNeHNE He BKAOYaeT y3/bl Aepesa MIB.
oid-tree

dyHKuusa: MIB-gepeso, o6o3HaueHHoe OID KopHeBOro y3na aepesa.

Mask

dyHKuMA: MacKa gepesa MIB. Oid-gepeBo 1 macka BmecTe onpeaenstoT MHbopmaumio
06 y3ne MIB Tekywiero npeacrtasneHua. Hanpumep, Ha pUCyHKe MMA NpeacTaBieHus
«viewl» MOXeT WMeTb A0CTyn TO/AbKO K WHbopmaumm y3na 1.3.6.1.2.1.1.1,
1.3.6.1.2.1.2.1,1.3.6.1.2.1.3.111.3.6.1. 2.1.4.1... 1.3.6.1.2.1.n.1.

KoHgpueypuposaHue mabauuysi docmyna.

LLlenkHyTb [Device Basic Configuration] = [SNMP Configuration] = [V3 Access Table] ans

KOHUrypaumm Tabamubl goctyna gaa V3, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

HoAuthlicPr

HoAutnoP

NoAuthlioPri

Group Name

[wnanasoH: Bce cywecTaytowme umeHa rpynn, 4~16 cumsonos

®yHKUMA: [ToNb30BaTENN B TPYMNE MMEKOT O4MHAKOBbIE NpaBa JOCTyna.

Context Prefix

[Jnana3oH: Bce cylecTByoWMe MMeHa KOHTEKCToB, 4~16 cMMBO0B

PYyHKUMA: HACTPOUTb UMA KOHTEKCTA. MMA rpynnbl M UMA KOHTEKCTa BMeCTe onpeaenatoT
npasa AocTyna rpynnbl. MOCKONbKY NepBOe MMs KOHTEKCTa B Tabauue KOHTEKCTOB
OOJ/IKHO BbITb NYCTbIM, NPedUKC KOHTEKCTA MOXKET ObITb NYCTbIM.

Context Match

Onumu: exact / prefix

Mo ymonyaHuio: exact
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®dyHKUMA: BbIbEPUTE PEXKMM COOTBETCTBMA MMEHM KOHTeKcTa. Exact yKasbiBaeT, 4To
3HayeHne npeduKca KOHTEKCTa AOJ/IKHO COBMagaTb C MMEHEM KOHTeKcTa. [Mpedukc
YKa3bIBAET, YTO 3HayeHMe npeduKca KOHTEKCTA AO/IKHO COBNagatb € nepsbimu 4-16
CMMBO/IAMN MMEHWN KOHTeKCcTa. B aTom cnyyae uMmeHa KOHTEKCTOB C OAWMHAKOBbIM
npedrMKcom MMetoT 0OAMHAKOBbIE NpaBa 4OCTyNa.

e Security Model
Mo ymonyaHuto: SNMP sepcuun 3.
Onucanue: SNMPv3 yKasbiBaeT, 4TO MNpUHATA MoAesib 6e30MacHOCTM Ha OCHOBE
nonbsosatenen (USM). B HacTosiLee BpemMsi 3HaYeHME A0NKHO 6biTb SNMPV3.

e Security Level
Onuun: NoAuthNoPriv / AuthNoPriv / AuthPriv
Mo ymonyaHuto: NoAuthNoPriv
dyHKumA: Boibepute npaBa goctyna kK MHpopmaummn MIB.
OnucaHue: NoAuthNoPriv yKasbiBaeT, 4To He TpebyeTcA HU ayTeHTUPUKAUUA, HMU
wuoposaHme naketos. AuthNoPriv yKasbiBaeT, yTo TpebyeTca ayTeHTUdMKaALMA, HO He
wudpoBaHue nakeToB. AuthPriv yka3sbiBaeT, Uto TpebyeTca Kak ayTeHTUPUKauma, Tak 1
wndposaHue naketos. Korga Tpebyetcs wmndpoBaHMe, NoIb30BaTENb MOXKET NOAYYNTb
OOCTYN K YKasaHHOW WHpopmaumm MIB ToNbKO B TOM C/y4Yae, €C/lM anroputm
WndpoBaHUA 1 NAPOIb NAEHTUYHBI HACTPOEHHbIM B NOb30BaTE/IbCKOM Tabanue.

e read View
Onuwnu: BCe cylecTsyloLwmMe UMeHa BUA0B
®PyHKUMA: Bbibepute nMa npeactaBieHns TO/IbKO A5 YTeHUn

e write View
Onuwnu: BCe cywecTsyroLLMe UMeHa BUAOB
®dyHKUMA: Bbibepute uma npeacTaB/ieHNs 3anucu.

e notify View
Onuwnu: BCe cylwecTsyoLwmne UMeHa BUA0B
®dyHKumA: BbibepuTe MmA NpeacTaBleHUs, KOTOPOE MOMXKET OTNpPaBaATb coobuieHue-
JIOBYLUKY.

Hacmpolika 6e3onacHbix IP-adpecos.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] = [IP Address of SNMP
Manager] ana koHdurypaumm 6esonacHbix IP-aapecos, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Security IP Check Enable v

IP Address of SNMP Manager
1P Address |

192.168.0.23
192.168.0 184

e Security IP Check
Onuus: Enable / Disable
Mo ymonyaHuto: Disable
DyHKUMA: BKAOYUTL WM OTKAOYUTL MNpoBepky 6esonacHoctu IP. Ecan npoBepKa
6esonacHocTn IP oTKnouyeHa, HeT orpaHuyeHun Ha [P-agpec NMS, nwbaa NMS,
MOAKNIOYEHHAs K KOMMYTATOpPy, MOMET MoayunTb p[octyn K uHpopmauum MIB
KommyTaTopa. [ocne Toro, Kak nposBepKa IP-agpeca 6e3onacHOCTU BK/AOYEHa, Bam
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HeobxoauMmo ycTaHoBUTb IP-agpec 6e3onacHoctM, U Tonbko NMS ¢ IP-agpecom
6€30NacHOCTM MOXKET MNONYYUTb AOCTYN K UHGOPMauun MIB KommyTaTopa.

e IP Address
dopmaT: A.B.C.D.
®PyHKUMA: HacTpouTb 6e3onacHbl IP-agpec NMS.
OnucaHnue: Tonbko NMS, yeli IP-agpec cootseTcTByeT IP-agpecy 6e3onacHOCTU, MOXKeET
nonyunTtb goctyn K wuHPopmauum MIB KommyTatopa. KommyTtatop nossonsaet
ncnosib3oBaTb Makcumym 6 IP-agpecos 6e3onacHoctu NMS.

KoHghueypuposaHue trap.

LLlenkHyTb [Device Basic Configuration] - [SNMP Configuration] = [TRAP Configuration]
Ans KoHdUrypaumm trap, Kak NOKasaHO Ha PUCYHKe HUMKe.

TRAP Configuration
Open v

EE E

o TRAP State
Onumu: Open / Close
Mo ymonyaHuio: Close
®PyHKUMA: PaspelunTb NepeKkaYaTe o oTnpasaaTb coobuieHme Trap Uan HerT.

e TRAP Port
Onymu: 1~65535
Mo ymonyaHuto: 162
®dyHKumA: HacTpolika HoMepa nopTa AN1A OTNPaBKM COOOLLEHMA-NOBYLLEK.

e Version
Onuma: V1/v2C/V3
®yHKumMA: V1 / V2C yKasbiBaeT, YTO KOMMYTaTOp OTNpaBAfeT CoObLeHNA-N0BYLLIKM
Bepcuun 1 / Bepcum 2C Ha cepBep. V3 yKa3blBaeT, UTO KOMMYTaTOp OTMNPaB/AET Ha cepsep
CO0DbLLEHMA-TOBYLLKKN BEPCUN 3.

e Destination IP Address
dopmaT: A.B.C.D.
dyHKUMA: HacTpoiKa agpeca cepBepa Aaa MojsyyeHUs coobuweHnin-nosyLlleK. Bbl
MOKeTe HacTPOUTb MaKCMMyM 8 CepBEPOB, TO eCTb 8 3annceli-N0BYyLLIEK.

e {Security Level, Security Name, Context Name}
Onuun: {NoAuthNoPriv / AuthNoPriv / AuthPriv, 4~16 cumsonos, 4~16 cumsonos}
®PyHKUMA: ITM TPU NapameTpa HeobxoaMMO HacTpamBaTb TONbKO Npu Bbibope V3. 3Tu
KOHOUrypaLmm 40NKHbI COOTBETCTBOBATb KOHUrypaumnsam B Tabanue goctyna. YpoBeHb
6e30MacHOCTU MOKET BbITb PaBeH UM Bblle, Yem B Tabanue goctyna. Hanpumep, Korga
npaBo AocTyna nosab3oBatens 1111 yctaHosneHo Ha AuthNoPriv, kKommyTaTtop MOXeT
OTMPaBAATb JIOBYLWIKM HA CepBep TOJIbKO B TOM Cay4yae, ec/in ypoBeHb 6e30nacHocTU
umeHn 6esonacHoctn 1111 — AuthNoPriv mnam AuthPriv. MM KOHTEKCTa [0NXHO
coBMagatb ¢ NpedMKCOM KOHTEKCTa B Tabamue gocTyna.
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6.5. ST-ring

ST-Ring n ST-Ring+ — 3TO nponpueTapHbie NPOTOKOAbl pe3epsunpoBaHma 000 «CTI3».
Bpems BoccTaHoOBNeHMA ceTu B TedeHue 20 - 50 mc npu cboe KaHana, obecneymsas CTabuabHyo
W HaZeXXHYo CBA3b.

Konbua ST gensatca Ha ABa TMna: Ha ocHoBe nopTtos (ST-Ring-Port) n Ha ocHose VLAN (ST-
Ring-VLAN).

» ST-Ring-Port: yKasbiBaeT NopT 419 NepecblIKN UAn 61I0KUPOBKU MNAKeTOB.

» ST-Ring-VLAN: ykKasbiBaeT nopT A4Aa8 NepecbiikM  WaM  B6IOKMPOBKM  NAKeToB
onpeaeneHHol VLAN. 3To no3BonAeT Mcnonb3oBaTb HeckonbKo VLAN Ha KacaTesnibHOM
NopTy, TO €CTb OAMH MOPT ABNAAETCA YaCTblO Pa3HbIX pe3epBHbIX KOJel, OCHOBAHHbIX Ha
pa3Hbix VLAN.

ST-Ring-Port n ST-Ring-VLAN He moryT ncnoabL30BaTbCA O4HOBPEMEHHO.

» Mactep: Y 0AHOro Ko/jibLia ecTb TO/bKO OAMH MmacTep. MacTep OTnpaBAAeT MakeThbl
npotokona ST-Ring u onpepenaer coctoaHue Koabua. Korga KoabLO 3aKpbiTO, ABa
KO/IbLEBbIX MOPTa Ha BeayWeM YCTPOMCTBE HAXo4ATCA B COCTOAHMW NEPECbIKM U
6/T0KMPOBKN COOTBETCTBEHHO.

Mepesili mopm, cmamyc c8A3U KOMOpPO20 MEHAeMCA Ha Up npu 3aKpbIMUU Koabyd, HaAXo0umcs
8 cOCMOoAHUU nepecbinku. [pyeoli Konbyesol nopm HAxo0umcs 8 COCMosAHUU 60KUPOBKU.

MOTE

» Bepombiii: KonbLO MOMKET BKAKOYATb B cebs HECKO/IbKO BeAOMbIX YCTPOWCTB.
MoAYMHEHHble YCTPOMCTBA NPOC/YLIMBAIOT U NEPECLINAOT NaKeTbl NpoTokona ST-Ring u
coobuwatT nHdopmaumio 06 ownbKax BeayLemMy YCTPONCTBY.

» PesepBHblit nopT: MoOpT 4aa CBA3W MexAy Kosbuamu ST HasbiBaeTcs pesepBHbIM
NopTOM.

» OCHOBHOI pe3epBHbI MOPT: €C/IM KOJbLO MMEET HECKO/IbKO pPe3epBHbIX MOPTOB,
pe3epBHbIi NopT ¢ 6oabwmum MAC-agpecom ABAAETCA OCHOBHbIM PE3ePBHbIM MOPTOM.
OH HaxoAMTCA B COCTOSIHUM NEPECHIIKK.

» Tog4YMHEHHbIV pe3epBHbIN NOPT: €C/IN B KOJIbLLE UMEETCS HECKOJIbKO Pe3ePBHbIX NMOPTOB,
BCE pe3epBHbIe NOPTbI, KPOME OCHOBHOIO PE3€PBHOIO NOPTA, ABAAKOTCA NOAYNMHEHHBIMU
pe3epBHbIMU MopTaMn. OHM HAXOAATCA B COCTOAHUN BNOKMPOBKU.

» CoCTosiHMe NepecbIsIKU: ecn NOPT HAXOANUTCA B COCTOAAHUM NEPECHISIKM, MOPT MOMKET KaK
noJsiyyaTb, Tak M OTNPABAATb AAHHbIE.

» CocTosiHMe 6/10KMPOBKM: €CM NOPT HAXOAUTCA B COCTOAHUN BOKMPOBKM, MOPT MOXKET
NoJly4aTb M NepecblNaTb TONbKO NaKeTbl NPoToKona ST-Ring, HO He Apyrve nakeTbl.

6.5.1. Peanusauymsa ST-Ring-Port

MopT NepecbiNIKK Ha BeAyLLEeM YCTPOMUCTBE MePUOSMYECKM OTNPABAAET NaKeTbl NPOTOKOA
ST-Ring ana onpeneneHua coOCToAHUS Kosbla. Ecan 6n0KupyowmiA nopT mactepa nosy4daer
NakeTbl, KONbLO 3aMblKaeTcA; B NPOTUBHOM C/ly4ae KOJbL,O PA3OMKHYTO.

Pabouunii npouecc kommyTtaTopa A, KommyTaTopa B, kommyTaTtopa C n kKommyTaTopa D:
» HactpoliTe KoMmyTaTop A KaK BeAyLLMiA, @ OCTa/lbHble KOMMYTaTOPbl — KaK Be4OMble.



CT=3

PyKoBoACTBO Nonb3oBatens

» Konbuesoi nopt 1 Ha Beayllem YCTPOWCTBE HaxOAMUTCA B COCTOAHWUWU MEpPecblIkK, a
KONbLLEBOWN NOPT 2 — B COCTOAHUM BN10KMpoBKK. O6a nopTa NOAYMHEHHOTO YCTPOMNCTBA
HaAX04ATCA B COCTOAHUM NEPECHINIKM.

» Ecnn nvHK CD HeucnpaBeH, Kak NOKa3aHOo Ha Caefyiollem PUCYHKeE:

Koraa KaHan ceasm CD HeucnpaBeH, NOpTbl 6 U 7 NOAYMHEHHOTO YCTPOMCTBA

©)

HaXo4ATCA B COCTOAHUU 6}'IOKVIpOBKVI.

MopT 2 Ha BeaylWwem YycTponcTee

nepexognt B COCTOAHUE MEPECLIJIKN, obecneunsas HOPMaAJIbHYIO CBA3b MO

KaHany.

Korgoa HeucnpaBHOCTb YCTpaHeHa, NOpTbl 6 M 7 NOAYMHEHHOrO YCTPOMCTBA
HaxoAATCcA B COCTOAHUW NepecbiaikK. MopT 2 Ha BeAyLLEM YCTPOMUCTBE NepexoauT
B COCTOSIHWME BNOKMPOBKWU. MpomncxoauT nepeknovyeHMe KaHanoB, M KaHafbl
BOCCTAHAB/MBAOTCA A0 COCTOSHMA, NpeaLecTBytoLwero oTkasy CD.

A 2 B
Master |~ | stave

> ] _
{

A L2 [e ]
Master ] Slave
) 0

c 7 L [
Slave [ _‘] Slave

Before fault

During fault

e p
Master . Slave
18 Ring ports
D Forwarding
® Blocking
< Fault

(]
‘ Slave

Fault recovery

» Ecnu kaHan AC HeMcnpaBeH, Kak MOKa3aHo Ha c/ieaylolwem PUCYHKE:

Korga kaHan AC HeucnpaBseH, nMopT 1 Haxo4MTCA B COCTOAHUM BNOKMPOBKM, a
nopT 2 NepexoauT B COCTOAHME NepecblikM, obecneunsas HOPMasbHYIO CBA3b
no KaHany.

Mocne ycTpaHeHUA HEMCNPaBHOCTH,

@)

Ecnn Ha Beayliem ycTporctBe A He HaCTPOEeH OCHOBHOM NopT, nopt 1
BCE elle HaxoamMTCA B COCTOSIHMM B/I0KMPOBKM, @ NOPT 8 — B COCTOAHUMU
nepecbisiKU. MNepekntoyeHmna He NPOUCXOAMT.

Ecnum nopt 1 Ha macTepe A HacTpoeH Kak 0CHOBHoOM nopT. Koraa KosbLo
3aMKHYTO, OCHOBHOM MOPT [JOJ/IKEH HaxXxoAUTbCA B COCTOAHUMU
nepecobinku. Noatomy nopt 1 nepexoauT B COCTOAHME Nepecbiakn. MopT
8 HaxoauTcAa B COCTOAHWM NepecblikM, a MopT 2 — B COCTOAHUMU
610KMpPOBKU. [TPOMCXOANT NEPEKNIOYEHME KaHA/OB.

[ ]D

18 Ring ports

O Forwarding
@ Blocking
X Faull

) —
—, Py

] [

Before fault

Fault recovery - no configured primary port Fauk recovery - port 1 configured 33 primary port

U3meHeHue cmamyca KaHasaa esiudem Ha cmamyc rnopmaoe Koseya
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6.5.2. ST-RING-VLAN peanusauumsa

ST-Ring-VLAN no3BosaseT nepecblnatb MNaketbl M3 pasHbix VLAN no pasHbiM nyTam.
Kaxkapbii nyte nepecblnkn ana VLAN obpasyet ST-Ring-VLAN. Y pasHbix Koney, ST-VLAN-Ring
MOryT bbITb pa3Hble MacTepa. Kak NMoKasaHOo Ha cneayroleM PUCYHKe, HacTpoeHbl aAse ST-Ring-
VLAN.

Konbuesble 3BeHba ST-Ring-VLAN 10: AB-BC-CD-DE-EA.
Konbuesble 38eHba ST-Ring-VLAN 20: FB-BC-CD-DE-EF.

[Ba KonbLa Kacatotca 3seHbeB BC, CD 1 DE. KommyTtatop C n kommyTtaTtop D ncnonbsytot
OflHM U Te Ke NopTbl B ABYX KOJbLAX, HO UCNONb3YIOT pa3Hble IOTMYEeCKne KaHanbl Ha OCHOBe
VLAN.

VLAN 10 VLAN 10
VLAN 20 VLAN 20

VLAN 10
VLAN 20

B kamoom nozuyeckom Kosavue ST-Ring-VLAN peanusayua udeHmuyHa peaausayuu ST-Ring-
Port.

6.5.3. ST-RING+ peanusauyusa

ST-Ring+ moxeT obecneumTb pesepBuMpoBaHMe ABYyX Kosel ST, KaK MNOKa3aHO Ha
cneayowem pucyHke. OauH pe3epBHbI NOPT HAaCTPOEH COOTBETCTBEHHO HAa KommyTaTope C 1
kommyTaTtope D. Kakon nopTt fABnAeTcA OCHOBHbIM pe3epBHbIM MopTom, 3asucut ot MAC-
agpecoB AByx MopToB. EcAv rnaBHbI pe3epBHbIA NOPT WM €ro KaHaa BbIXOAAT U3 CTPOA,
NOAYMHEHHDbIM pe3epBHbIM NOPT ByaeT nepecbinatb NakeTbl, NpeaoTBpawasa obpasosBaHue
neTenb 1 obecneymBas HOPMAbHYIO CBA3b MEXKAY PE3EPBHbIMMU KO/bLAMMU.

Backup

Master, Master
B

D  pot F H

U3meHeHue cmamyca KaHana eausem Ha cmamyc pe3epeHbix Nopmos.
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KoHdurypaumm ST-Ring 40NKHbI COOTBETCTBOBATb CNEAYIOWMM YCI0BUAM:

YV V VY

\ 2%

Bce KommyTaToOpbl B O4HOM KO/bLLE AO/KHbI UMETb OANHAKOBbI HOMEpP AOMEHa.
Kaxkaoe Ko/ibLLo MOXKET MMETb TO/IbKO 04HOr0 BeAYLLEro U HECKOJ/IbKO BEAOMbIX.

Ha KaxkKaoM KOMMYTaTOpPE MOXKHO HAacTPOUTb TO/IbKO ZBa MOPTa AAA KoJbLia.

OnAa aByx CBA3aHHbIX KOMEL, pe3epBHble MOPTbl MOXHO HACTPOUTb TONIbKO B OA4HOM
KoJibLLE.

B 04HOM KO/1bLLe MOXKHO HACTPOUTb He bonee AByX pe3epBHbIX MOPTOB.

Ha KommyTaTope A5 O4HOI0 KOJbLA MOMKHO HAaCTPOUTb TO/IbKO OAMH Pe3epBHbIN NOpT.
ST-Ring-Port un ST-Ring-VLAN Henb3A HaCcTpOUTb HA OAHOM KOMMyTaTope
OAHOBPEMEHHO.

6.5.3.1. Be6 KoHpurypupoBsaHue

KoHghueypuposaHue Konvyesoli momnosozuu.

LLlenkHyTb [Device Basic Configuration] = [ST-Ring Configuration] = [ST-Ring Mode] ans

KOHd)VII'ypaLI,MVI KOJ'IbLI,EBOVI TOMNOI0TNUU, KaK MOKa3aHO HAa PUCYHKE HUXKE.

Redundancy Mode Set

Onuuu: ST-PORT / ST-VLAN

Mo ymonyanuto: ST-PORT

dyHKUMA: cneayeT M BKAOUUTL NpoTokon ST-Ring u BbiGpaTb pexum pesepBHOro
3BOHKa.

Konbyessie npomoKonasel Ha ocHose ropmoe eka4darom RSTP, ST-Ring-Port u DRP-Port, a
Konbyesvbie rnpomokosasl Ha ocHoee VLAN ekarwuarom MSTP, ST-Ring-VLAN u DRP-VLAN.
Konbuyesbie npomokossl Ha ocHoge VLAN A8aA0MCcA 83GUMOUCKAOYAOWUMU, U 08 00HO20
ycmpolicmea MOMCHO HACMpPOoUMb MOsIbKO MU KO/bUe8020 NPomokKoaa Ha ocHose VLAN.
Koneuyesoli npomokosa Ha ocHose nopmos U Konbyeasoll npomokos Ha ocHose VLAN sasasromcsa

83AUMOUCKAYAOWUMU, U 0718 00HO20 ycmpolicmea MOXCHO 8bi16pamMb MO/bKO 0OUH PEHUM
KO/bUes020 NpomoKo-a.

Co30aHue ST-ring.

LenkHyTb [Device Basic Configuration] - [ST-Ring Configuration] - [ST-Ring

Configuration] gns KoHdurypaumnm ST-Ring, Kak NOKa3aHO Ha PUCYHKE HUXKeE.

Add

HaxkmuTe <Add>, yTobbl co3gaTb ST-Ring.



CT=3

PyKoBoACTBO Nonb3oBatens

KoHghueypuposaHue ST-ring u ST-VLAN-Ring, KaGK NOKA3aHO HA PUCYHKE HUXE.

DT-Ring DT-Ring
1 1

a

d Master v

Master v 21 v

21 v 22 v
212 2 } DT-Ring+
Enable b

DT-Ring+ 213 v

Enable v Add VLAN List

23 v } = 1 default

(=] | 2 VLAN0002
Apply [ Aeply | Back

e Redundancy
MpuHyanTenbHan HacTponka: ST-Ring
e DomainiID
[OunanasoH KoHburypaumm: 1~32
®yHKLMA: NaeHTUdMKATOP AOMEHA UCMONb3YeTCa ANA PA3IMYEHUA Pa3finYHbIX Kosel,
OAMH KOMMYTaTOpP NoaAepKMBaeT MakcMmym 16 Konew, Ha OCHOBe NOPTOB MK 8 Konel,
Ha ocHoBe VLAN.
e Domain name
OnanasoH: 1731 cumson
®PyHKUMA: HACTPOUTL JOMEHHOE UMS.
Station Type
BapuaHTbl: Master / Slave
Mo ymon4yaHuto: Master
®yHKLMA: BbIOEPUTE PO/Ib KOMMYTATOPA B KOMbLLE.
e Ring port 1/Ring port 2
Onuuu: BCce NOPTbl KOMMYyTaTOpa
®PyHKumA: BbIbepuUTe ABa KONbLEBLIX NOPTA.

Konbuesoli nopm ST-Ring unu pesepsHulli nNopm U KaHAA [opma  SA6a410mcs
e3aumouckarodarouwumu. Konsyesoli nopm ST-Ring unu pesepsHobili nopm Hesb3a 006asume K
KaHany nopma, nopm 8 KaHase nopma He moxcem bbimb HACMPOEH 8 Kayecmae Kosblego20
nopma ST-Ring unu pe3ep8Ho20 nopma.

Konbyesoli nopm ST-Ring unu pesepsHolli nopm u nopm 011 3epKaAupo8aHUA ABAAMCA
s83aumoucknroyarouwumu. Konsuyesoli nopm ST-Ring usau pe3epaHsbili nopm Hesnb3s HACMpoume 8
Kayecmee 3epKasnbHO20 NMopma HA3HAYeHUs; Nopm HA3HAYEHUA 3epKaaupO8aHUA HE Moxem
66IMmb HACMPOEH 8 KaYecmeae Kosbyeso2o nopma ST-Ring unu pesepsHo2o nopma.

Kosnbuessie nopmei mexoy KonbUesbiMu MpomoKoaamu Ha ocHoge nopmos RSTP, ST-Ring-Port
u DRP-Port asnaomca 83aUMOUCKAOYAIOUWUMU, MO ecmb Kosnbuesol nopm u pe3epsHeoili nopm
ST-Ring-Port He mo2ym 6bimb HacmpoeHbl Kak nopm RSTP, Koaesyo DRP-Port. nopm usnu
pesepsHbili nopm DRP-Port; Mopm RSTP, konsuesoli nopm DRP-Port u pesepsHsili nopm DRP-
Port Henb3Aa HacCMpoume Kak Kossyesol nopm ST-Ring-Port unu pesepsHsili nopm.

He pexkomeHdyemcs, umobbl nopmel 8 2pynne isolate Hacmpausanuce 00HOBPEMEHHO KOK
nopmel ST-Ring u pe3sepsHsle nopmei, a nopmel ST-Ring u pe3epsHoie nopmel He mo2ym 6bimb
dobasneHsl 8 2pynny isolate.
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e ST-RING+
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®OyHKUMA: BKNOUMTL / BbIKNOUMTb ST-Ring+.
e Backup port
Onuuu: Bce NOPTbI KOMMYyTaTOpa
PyHKUMA: YCTaHOBUTE NOPT B KAYeCTBE pe3epBHOro nopTa.
O6bsacHeHue: Bkntounte ST-Ring+ nepen HacCTPOMKOM pe3epBHOro nopTa.
e Add VLAN list
Onuymu: Bce co3aaHHble VLAN
PyHKuMA: BbIbepuTe VLAN ana KosbLeBoro nopra.
Mocne 3aBepleHnn HacTPoMKM B cnncke ST-Ring List oTobparkatoTca Bce Co3paHHble
KO/bLLA, KaK NOKa3aHO Ha PUCYHKE HUMKeE.

31
b-2

lpocmomp u usmeHeHue KoHguzypayuu ST-Ring.

ST-Ring
a
Master v
21 v
212 ¥

ST-Ring+

Enaﬁe v

273 v

ooty J Occie N eck

Haxmute <Apply>, 4To6bl U3MEHEHWUA BCTYMWUAW B CUIYy NOC/E BHECEHWUA U3MEHEHWA.
Haxkmute <Delete>, yTobbl yaanuTb 3anucb KoHPUrypaumm ST-Ring.

lpocmomp ST-Ring u cmamyc nopma.

ST-Ring State list

ST-Ring
forwarding
blocking
RING-CLOSE

ST-Ring+

192.168.0.4
00-00-00-00-00-01
blocking

6.6. STP / RSTP

CTaHgapTusnpoBaHHbin B |IEEE802.1D npoToKkon ceasylouwero aepesa (Spanning Tree
Protocol - STP) npeactaBnseTr coboil MPOTOKON JNIOKa/NbHOW CETW, WUCMNONb3yemMblit ans
npefoTBPaLLEHNA  LUMPOKOBELLATE/IbHbIX LITOPMOB, BbI3BAaHHbIX MNETAAMM KaHana, U



cT=3

PyKoBoACTBO Nonb3oBatens

obecneyeHns pesepBMpOBaHMA KaHana. YcTpoiictBa € nogaep:kko STP obmeHuBatoTcs
nakeTamum u B6AOKMPYIOT onpeaesieHHble MOPTbl, YTOObI COKPATUTL «MNETAN» HA «AEPEeBbAY,
npeaoTBpaLLasn pacnpocTpaHeHUe N 6eckoHeuHble netTan. Hegoctatok STP 3akato4vaeTcs B TOM,
YTO MOPT AO/IKEH }KAATb B 4Ba pa3a 60/blue 3aZ1ePKKN NepecbinKm, YTobbl NepeiTn B COCTOAHNE
nepecbIIKu.

Y1obbl Npeoaonetb 3TOT HegocTaToK, |IEEE co3pan craHaapt 802.1w B AOMNO/IHEHME K
802.1D. IEEE802.1w onpepenneT NpoToKoa bbicTporo ceaAsytowero gepesa (Rapid Spanning Tree
Protocol - RSTP). Mo cpaBHeHuto c STP, RSTP gocTturaet ropasao 6osee 6bICTPO KOHBEPTEHLNN,
[006aBNAA aNbTEPHATMBHBIA NOPT U Pe3epBHbIA NOPT A1 KOPHEBOro NMopTa M HAa3HAYEeHHOro
nopTta COOTBETCTBEHHO. Eciv KOpHeBOM NOPT HeJeNUCTBUTENEH, a/IbTEPHATUBHbIA NOPT MOXKET
6bICTPO BOMTM B COCTOAHNE MEPECHINKN.

> Root bridge: cayskut root aas cetn. CeTb MMeET TO/IbKO oguH root bridge. Root bridge
MEHSETCA B 3aBUCMMOCTM OT Tonosiorum cetu. Root bridge nepnoaunyeckn otnpasnser
BPDU pgpyrMm ycTponcTBam, KoTopble nepecbinator BPDU  pgns  obecneveHus
CTabWUNBHOCTM TOMONOTUN.

> Root bridge: ykasbiBaeT HauayywWwwWit NOPT 4NA Nepesayn oT HEKOPHEBbIX MOCTOB K
KOpHEBOMY MOCTY. Jlydwnit nopT — 3TO MNOPT C HAMMEHbLUEN CTOMMOCTbIO AAA
KopHeBoro mocta. Non-root bridge B3anmogelicteyet c root bridge uepes root port. Non-
root bridge nmeet Tonbko oguH root port. Root bridge He nmeet root port.

> Designated port: ykasbiBaeT nopT gna nepecbiikn BPDU Ha apyrue ycTpoicTBa mam
NIoKanbHble ceTn. Bce nopTol root bridge sisnstotca designated port.

> Alternate port: ykasbiBaeT pe3epBHblit MOpT root port. ECAu root port BbIXOAUT U3 CTPOS,
alternate port ctaHoBMTCA HOBbIM root port.

> Backup port: ykasbiBaet backup port HasHauyeHHoro nopta. Korga designated port
BbIXOAWUT M3 CTpos, backup port ctaHoBuTcA HOBbIM designated port u nepecblnaet
OaHHble.

6.6.1. BPDU

Ona npepotepauieHma obpasoBaHMA neTesb BCe MOCTbl JIOKaNbHOW CETU BbIYUCAAIOT
cBAsylolee gaepeBo. [lpouecc BblUMCAEHMA BKAOYaeT B cebs nepegadyy BPDU mexay
YCTPOICTBAMM A8 onpeaeneHns Tonoaorum cetu. B tabanue HMxKe NoKasaHa CTPYKTYpa AaHHbIX
BPDU.

Root Root path | Designated | Designated | Message Max Hello | Forward
bridge 1D cost bridge ID port ID age age time delay
8 bytes 4 bytes 8 bytes 2 bytes 2bytes | 2bytes | 2bytes | 2 bytes

» Root bridge: npnoputet KopHeBoro mocta (2 6aiTa) + MAC-agpec KopHeBoro mocTa (6
6aiT).

» Root path: cToMMOCTb NyT K KOPHEBOMY MOCTY.

» Designation bridge ID: npuopuTeT HasHayeHHoro mocta (2 6aiita) + MAC-agpec
Ha3Ha4yeHHoro mocTa (6 6aiT).

» Designation port ID: npuopuTeT nopTa + Homep nopTa.

Message age: Bpems, B Te4eHne KoToporo BPDU moXKeT pacnpoCcTpaHATLCA MO CeTU.

» Max age: MaKcMmabHas NPOLOIKUTENbHOCTb XpaHeHusa BPDU Ha ycTporictee. Koraa
BO3PacT cO0bLLEHMA NPeEBbIWAET MAaKCMMa/bHbIN Bo3pacT, BPDU oTbpacbiBaeTcs.

A\
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> Hello time: uHTepBan ana otnpasku BPDU.
» Forward delay: 3ageprkKka nsmeHeHus ctaTyca (oTbpacbiBaHMe-0byYeHMe-nepechliKa).

Mpouecc AnA BCEX MOCTOB, BbIYMCAAIOLWMIA CBA3ylOLlEe AepeBo C nomolbio BPDU,
BbIFIAANT CieayoWwmm obpasom:

» HauyanbHasa dasa - KarKabllii NopT BCeX YCTPOMCTB reHepupyeT BPDU ¢ camum coboit B
KauyectBe root bridge; oba root bridge ID un designated bridge ID sBnstoTcs
NMAEHTUPUKATOPOM JIOKA/NIbHOTO YCTPOMCTBA; CTOMMOCTb KOPHEBOro Myt paBHa O;
designated port sBnaeTca N0KaIbHbIM MOPTOM.

> Bblbop nydwero BPDU - Bce ycTpoiicTBa OTNpaBAAoT cBOM cobcTBeHHble BPDU
nony4datot BPDU oT apyrux yctponcts. Mpu nonydyeHmn BPDU Kaxablt NOpT cpaBHUBAET
nosy4yeHHbin BPDU co cBonm.

O ecnu npuoputet cobcTBeHHoro BPDU Bbllwe, TO NOPT He BbIMOAHAET HUKAKUX
onepauum;

O  ecaun npuopuTeT nosyyeHHoro BPDU Bbiwe, TO MOPT 3amMeHseT IokaNbHbIi BPDU
NoayYeHHbIM.

YcTtpoiictBa cpaBHMBatoT BPDU Bcex nopToB 1 onpegensatoT Aydwmin BPDU. MpuHumnbl
cpasHeHuAa BPDU cnepytowme:

o BPDU c meHbWUM NaeHTUPUKATOPOM KOPHEBOFO MOCTa MMeeT 6osiee BbICOKUIA
npuopuTer.

o EcnnunpeHtndumkatopbl KopHeBoro mocta Asyx BPDU coBnaaatoT, cpaBHMBAETCA
MX CTOMMOCTb KOpHeBoro nytu. Ecan ctommocTtb KopHesoro nytu 8 BPDU natoc
CTOMMOCTb NYTM JIOKANLHOrO NopTa meHble, npuoputeT BPDU Bbiwe.

o Ecnn ctommoctb KopHeBoro nytu Asyx BPDU Tak»Ke ogMHaKoBa, Ha3Ha4YeHHble
MAEHTUPUKATOPbl  MOCTa, Ha3HaYeHHble UAeHTUDUKATOpbl MOPTOB W
naeHTMPUKaTopbl nopTa, nosyyatowero BPDU, AononHUTENBHO CPaBHMBAOTCA
no nopaaky. BPDU ¢ meHbwWMm unaeHTUOMKATOPOM MMeeT 6osiee BbICOKUI
npuoputeT. BPDU ¢ meHbWMM MOeHTUOUKATOPOM KOPHEBOrO MOCTa MMeeT
60s1ee BbICOKMI NPpUOPUTET.

> Bbibop root bridge - root bridge ceasyloulero aepesa ABASETCA MOCT C HAMMEHbLUUM
NAeHTUPUKATOPOM MOCTa.

> Bblbop root port - yctponctBo 6e3 KOPHEBOro MOCTa BbliBMpPaeT MOPT, NOJyHaloWwmia
Ny4wnii BPDU, B KauyecTBe KOPHEBOro nopra.

» Pacuet BPDU designated port - Ha ocHoBe BPDU KopHeBOro nopta M CTOMMOCTU MyTU
KOpHeBOro nopta yctponcteo BbliuncaseT BPDU designated port ana kaxkgoro nopta
cneayowmnm obpasom:

O 3ameHuTe MAeHTUOMKATOP KOPHEBOro MoCTa UAEHTUPUKATOPOM KOPHEBOFO
mocTa BPDU KopHeBol noprT.

O 3amMeHuTe CTOMMOCTb KOPHEBOro NyTM Ha CTOMMOCTb KOpHeBoro nytu BPDU
KOpPHEBOro nopTa MnJitoC CTOMMOCTb MYTU KOPHEBOTO NopTa.

O 3ameHMTe  Ha3HA4YeHHbIN  MAeHTUOMKATOP  MOCTa  UAEHTUDMKATOPOM
JIOKaNbHOTO YCTPONCTBa.

O 3ameHuTe HasHayeHHbIN NaeHTUPUKATOP NOPTa UAEHTUDMKATOPOM IOKANIbHOFO
nopTa.

> Bbibop designated port - Ecau paccumtaHHbii BPDU nydlle, TO yCTPOMCTBO BbiBUpaeT
NOpPT B KayecTBe Ha3Ha4YeHHOro nopra, 3ameHAeT BPDU nopta paccumtaHHbim BPDU un
oTnpaBnAeT paccyuTaHHblit BPDU. Ecanm BPDU nopta Anydwe, TO YCTPOMUCTBO He
obHoBnsaeT BPDU nopTa v 610knpyeT nopT. 3a610KMPOBaHHbIE NOPTbI MOTYT NOAy4YaThb U
nepecblnatb TONbKO NakeTbl RSTP, HO He gpyrue nakeTbl.
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6.6.2. Be6 KoHpUrypuposaHue

BKknroyeHue RSTP.

LLenkHyTb [Device Basic Configuration] - [RSTP configuration] - [RSTP configuration]
AnA KoHourypaumm RSTP, Kak NOKa3aHO Ha PUCYHKE HUMKE.

| paeasms D

e Protocol Status
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
dyHKUMA: BbIKNOYEHME K BKAtoYeHue RSTP, nan STP.

Konbuyesoble npomoKonsl Ha ocHose nopmos eKkawuarom RSTP, ST-Ring-Port u DRP-Port, a
Konbyesvbie rnpomokosasl Ha ocHose VLAN ekarwuarom MSTP, ST-Ring-VLAN u DRP-VLAN.
Konbuesoli npomoKoa Ha ocHoge Mopmos U Kosbsuyesol npomokKosn Ha ocHose VLAN saesaaomcsa
83aUMOUCKAYAWUMU, U 0718 00HO20 ycmpolicmea MOXCHO 8bI6paMb MOIbKO 0OUH PEHCUM
KO1bYy€es020 rnpomokona.

YcmaHoska spemeHHbIX napamempos cemeso2o MoOCMa, KAaK MOKA3aHO HA PUCYHKe

HUXMe.
32768 (0-65535)
2 (1-10)
20 (6-40)
|15 (4-30)
‘Default ~
Apply

e Bridge Priority
AnanasoH: 0~65535. War 4096.
Mo ymonyaHuio: 32768
®PyHKUMA: HACTPOIKa NpuopuTeTa CeTEBOro MOCTa.
Onucanue: MpuopuTeT UcnosblyeTca ANA BblbOpa KOPHEBOro mocTta. Yem meHblue
3HayeHue, TeM Bbllle NPUOPUTET.
e Hello time
OnanasoH: 1710 c
Mo ymonyaHuio: 2 ¢
®yHKumA: HacTpolika uHTepsana oTnpasku BPDU.
e Max age time
AnanasoH: 6740 c
Mo ymonyanuio: 20 ¢
OnucaHue: Ecam 3HayeHue Bo3pacta coobuweHna B BPDU npeBblwaeT ykasaHHoe
3Ha4yeHue, To BPDU oTtbpacbiBaeTcs.
e Forward Delay Time
AnanasoH: 4~30 ¢
Mo ymonyanumio: 15 ¢
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®DyHKUMA: HAacTpPOIMKa BpeMeHM nameHeHus ctatyca ¢ «Discarding» Ha «Learning» nau ¢
«Learning» Ha «Forwarding».
e Message-age Increment
BapuaHTbl: Compulsion / Default
Mo ymonyaHuto: Default
®yHKLMA: HacTpoWTe 3Ha4YeHMe, KoTopoe byaeT [06aBAATLCA K BO3PACTy COOOLLEHUS,
korga BPDU npoxogut yepes ceTeBoi MOCT.
Onucanue: B npuHyagutTenbHOM peXmme 3HayeHue pasHo 1.
B pexxunme no ymonyaHuio 3HaYeHMe paBHO max (max age time / 16, 1).
Forward Delay Time, Max Age Time n Hello Time A0/KHbl COOTBETCTBOBATb C/AEAYIOLLNM
TpeboBaHusam: 2 x (Forward Delay Time — 1,0 cekyHapl) 2 Max Age Time;
Max Age Time 2 2 x (Hello Time + 1,0 cekyHAbl).

BknroyeHue RSTP Ha nopmax, NOKA3aHA HA PUCYHKE HUXe.

Port Configuration

PortTypeProtocol Status  Port Prioty(0-255) _ Auta Cost Count Path Cost(1-200000000)

1 | GE

128
128
128
128
128
128
128
E 128
4n | FX 128
128
128
128

] 2000000
O 2000000
2000000
2000000
2000000
2000000
2000000
2000000
2000000
2000000
2000000
2000000

<[

a

| BE E|E

<

]

]

HE&E

<

<

e Protocol Status
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
®yHKUMA: BKNtoyeHue / BbikaoveHne STP / RSTP Ha nopTax

Mopm RSTP u channel nopm senasromca 83aumouckaodaroujumu. lNopm RSTP Henb3da 0obasume
8 channel nopm; nopm 8 channel nopm He moxcem 6bimb HaACMpPOEH KakK nopm RSTP.

Topm RSTP u nopm HA3HA4YeHUA 3epKanaupoB8aHUA ABAAOMCA 83aUMOUCKAYarowumu. lMopm
RSTP Henb3a Hacmpoume KaK Mopm HA3HAYEHUA 3€epKAaAUpOBAHUA;, MNOpm HA3HA4YeHUA
3epKanupPosaHUs He Moxcem bbimes HaCMpPoeH Kak nopm RSTP.

Konbyesbie nopmel MmexOy KosbuesbiMU MPomoKoaamu Ha ocHose nopmos RSTP, ST-Ring-Port
u DRP-Port Asnaomca 83auMoucKarYarouwumu, mo ecmoe rnopm RSTP Henb3Aa Hacmpoume Kak
Konbyesoli mopm DRP-Port / ST-Ring-Port unu DRP-Port / ST-Ring-Port pesepeHsili nopm;
Konbyesoli nopm DRP-Port / ST-Ring-Port u pe3epeHsili nopm DRP-Port / ST-Ring-Port Henb3a
Hacmpoumeo Kak rmopm RSTP.

He pekomeHOyemcs o0HO8peMeHHO Hacmpausame nopmel 8 epynne isolate kak nopmel RSTP, a
rnopmei RSTP Henb3a 0obasasme 8 epynny isolate.

e Port Priority

AnanasoH: 0~255. War 16.

Mo ymonyaHwutio: 128

®PyHKuMA: HacTpolika npuopuTeTa NopTa, KOTOPbIN onpeaenaeT poav NOpPToB..
e Path Cost

[OvnanasoH: 17200000000
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6.7.

Mo ymonyaHuio: 2000000 (nopT 10M), 200000 (nopT 100M), 20000 (nopT 1000M)
OnucaHue: CToMmocTb MyTM MOpTa WMCMNO/b3yeTcs ANA pacyeTta Hauaydlero nyTu.
3HayeHMe NapameTpa 3aBMCUT OT MPOMNYCKHOM cnocobHocTu. Yem 6osblue 3HauYeHue,
TEM HUKE CTOMMOCTb. Bbl MOXKeTe U3MEHUTb PO/ib NOPTA, USMEHMB 3HAYEHWNE NapameTpa
CTOMMOCTU NyTU. YTOObI HAaCTPOUTb 3HAYeHWe BpPy4Hyto, Bbibepute No Ansa cyeTymKa
3aTpar.

e Auto Cost Count
NnanasoH: Yes / No
Mo ymonyaHuto: Yes
OnucaHue: Yes yKasbiBaeT, YTO CTOMMOCTb MyTM MOpTa MPUHUMAET 3HayeHue no
yMoi4aHMo. NO 03HAYaeT, YTo Bbl MOXKETE HAaCTPOUTb CTOMMOCTb MYTH.

lpocmomp RSTP cmamyca, noka3aHa Ha pucyHKe Huxce.

Root Info

00:1e:cd:11:01:b1

0x8000

200000

13

20

2

15

Bridge Info

08:00:3e:32:53.22

0x8000

2

20

2

15

Port Info
| Pot | Priodty | PahCost | Rele | Stle  LinkState

n 0xa0 200000 Roat Forwarding Up
112 0x80 2000000 Alternate Discarding Up
1/3 0x80 200000 Disabled Discarding Down
1/4 0x80 2000000 Disabled Discarding Down

DRP

000 «CT33» ucnonb3yeT B KOMMYTaTOpax NPOTOKO pacnpenesieHHOro pe3epBnpoBaHusA
(Distributed Redundancy Protocol - DRP) ana nepeaaym AaHHbIX B CETAX KOMbLLEBOW TONONOTUMN.
ITO MOKET NPefoTBPATUTD LIMPOKOBELLLATE/IbHbIE LWTOPMbI 415 KO/bLEBbIX ceTeld. Korga KaHan
WKW y3en HeucnpaBeH, pe3epBHbI KaHan MOMKeT B3ATb Ha cebsa obcnyKmMBaHWe B pexume
peanbHOro BpemeHwu, 4Tobbl obecneynTb HeNpepbIBHYO Nepeaayvy AaHHbIX. B cooTBeTCTBUM CO
cTaHgapTom IEC 62439-6 DRP ucnonb3ayetr mexaHusm Bblbopa macTepa 6e3 dMKCMpoBaHHOIo
macTtepa. DRP npegocrasnaeT cnegyowime BO3MOXKHOCTU:

> Bpemsa BoccTaHOB/EHUS, He 3aBucALLEee OT macwTaba ceTu.
DRP obecneuynBaeT Bpemsa BOCCTAaHOBJ/IEHUA, He 3aBUCALLLEe OT MacluTaba ceTu, 3a cyeT
ONTUMM3ALUN MEXAHM3MA NEePECBbIZIKM NaKeToB 0bHapyKeHua Kosbla. DRP nossonser
ceTAM BOCCTaHaBAMBaTbCA B TedyeHMe 20 mc 61arogaps BBeAEHUIO NPepbiBaHMA OTYETOB
B peanbHOM BPEMEHMU, YTO MOBbLIWAET HALEXKHOCTb NEpeaaym AaHHbIX B peasibHOM
BpemeHW. I3Ta PyHKUMA MO3BONAET KoMMmyTaTtopam obecneumBaTb 60siee BbICOKYO
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HaAEeKHOCTb A/1A MPUNOMNKEHWNI B SHEPreTUKE, KeNe3HOL0POKHOM TPAHCNOPTE M MHOMMX
APYrux oTpacnax, TpebyloLwmx ynpaBaeHns B pexnume peasbHoro BpemeHMu.

> PasHoo6pa3sHble PpyHKLUMM OBHApPYKEHMA CCbINIOK.
[na nosbiweHnA ctabunbHoctM cetn DRP npepoctaBnseT pasHoobpasHble ¢yHKLMK
OOHaApYXEeHMA KaHaNoB AJ/18 TUMWUYHbIX CeTeBbiIX COOEB, BK/OYas OOHapyKeHue
6bICTPOro OTKAOYEHUA, OBHapyKeHWe O[HOHAMPaBAEHHbIX KAHANOB OMTOBOJIOKHA,
NMPOBEPKY KayecTBAa KaHanoB M npoBepKy pabotocnocobHocTM obopyaoBaHus,
obecneunBan Hagaexallyto nepeaayvy AaHHbIX.

> MpUMEHNMO K HECKONbKUM CeTEBbIM TONONOMMAM.
MommMmo ObICTPOro BOCCTAHOBAEHMA ANA NPOCTbIX KoAbLEBbIX ceTeit, DRP Takxe
noagepXuBaeT CNOXKHbIE KONbLEBble TONOOMMK, TaKME KaK nepeceKalowmeca KobLa n
KacaTenbHble Konbua. Kpome Ttoro, DRP noggepuBaeT HECKONbKO 3K3eMMNaApoB Ha
ocHoBe VLAN, 4To NoAxoauT AN1A Pa3/InYHbIX CETEBbIX MPUAONKEHUIN C TMOKOM CeTbio.

> MoluHble GyHKLNN 4UArHOCTUKM 1 0BCAYKUBAHNS.
DRP npeaocTaBifeT MoLHbIE MEXaHW3Mbl 3aNPOCOB O COCTOAHUU U CUFHA/OB TPEBOTU
ONA  OUArHOCTUKM U OBCAY)KMBAHMA CeTM, a TaKKe MeXaHU3M NpesoTBpalLeHus
HenpeaHamepeHHbIX onepaumMii M HenpaBWAbHbLIX KOHQUrypaLuuii, KoTopble MOryT
MPMBECTU K KOJIbLIEBbIM CETEBbLIM LUTOPMAM.

DRP mode.

DRP Bkntoyaet gBa pexuma: DRP-Port-Based n DRP-VLAN-Based.

DRP-Port-Based: nepeHanpasnfetr uanM ONOKMPYeT MaKeTbl Ha OCHOBE oOMpenAeneHHbIX
nopToB.

DRP-VLAN-Based: nepeHanpaBaseT uamM 610KMpyeT nakeTbl Ha ocHoBe VLAN. Ecnu nopt
HAaxXoAUTCA B COCTOAHMUWU BJIOKMPOBKKM, BAOKMPYIOTCS TOJIbKO MaKeTbl AAHHbIX YKa3aHHOM
cet VLAN. Taknm 06pa3om, Ha NopTax KacaTeNbHOro KObLLa MOXKHO HACTPOUTb HECKOJIbKO
VLAN. TlopT mMmoXeT npuHagnexatb pasHbim Kosnbuam DRP B cooTBeTcTBUM C
KoHdurypaumamm VLAN.

Cmamycsl nopmos DRP.

Forwarding state: ecim nopT HaxoaUTCA B COCTOAHUM MEPECHIIKA, OH MOXKET Noay4aTb U
nepecblNaTb NakeTbl AAaHHbIX.

Blocking state: ecnu nopT HaxoAUTCA B COCTOAHUM GJIOKMPOBKM, OH MOMKET MoJiyyaTb M
nepecbinaTtb naketbl DRP, HO He gpyrve nakeTbl AAaHHbIX.

Primary port: yka3sbiBaeT Ko/ibLLeBOW MOPT (B KOPHEBOM KaTasiore), COCTOSIHME KOTOPOro
HACTPOEHO KaK NpUHyauTeNbHaA nepeagpecauma noab3oBaTenem, Korga KoabLo 3aKpbITo.

Ecnu 8 KopHe He HacmpoeH nepeuy4Hblli mopm, nepsvili Mopm, coOCMoAHUE KaHAAA Komopozo
MEHAemca Ha up ApuU 3aKPbIMUU KO/bUQ, HAX00UMCA 8 COCMOAHUU nepecolaku. [pyeol

KO/'IbL{EGOﬁ nopm Haxodumcs 8 COCMOoAHUU 6/'IOKUp06KU.
lMopm s 3G6ﬂOKUpOSGHHOM COCMOAHUU HA KOPHE MOXem aKkmueHo omrpaseandms rnakemsl DRP.

DRP Roles.
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DRP onpegender ponM KOMMyTaToOpoOB, Nepecblisiaa nakeTbl Announce, nNpefoTepallan
obpasoBaHMe NeTesb B KOJbLax M36bITOYHOCTH.

INIT: yKa3bIBaeT yCTPOMCTBO, Ha KOTOpPOM BKAtoueH DRP, a aBa KO/bLLEBbIX NOPTA HAaXoAATCA
B cocTosfiHuM Link down.

ROOT: yKa3sblBaeT yCTPOMCTBO, HAa KoTopom BKAtoveH DRP, u no KpaliHen mepe oauH
KONbLLEBON MOPT HAXoAMTCA B COCTOAHUM coeamHeHuA. B Kosbue root BbibupaeTca B
COOTBETCTBUMU C BEKTOPaMM NakeToB Announce. 3TO MOXKeT U3SMEHUTLCA B 3aBUCMMOCTU OT
Tononoruu cetn. Root nepnoamyeckn oTnpasaseT cBOM cO6CTBEHHbIE MaKeTbl Announce Ha
apyrue yctpolictea. CraTycbl KosbLeBbix nopToB: OAMH KOMbLEBOM MOPT HAxXoauTcA B
COCTOAHUM NEPECHISIKM, a APYroit — B COCTOAHMM BNOKMPOBKK. Moayyumns nakeT Announce oT
Apyroro yctpoictea, Root cpaBHMBaeT BEKTOP NakeTa C BEKTOPOM CBOEro cobcTBeHHOro
naketa Announce. Ecav BekTop nosydyeHHOro naketa 6osblie, Root MeHAEeT CBOO Posib Ha
Normal nnu B-Root B 3aBUCMMOCTM OT COCTOAHUA KaHana u yxyalwenus CRC nopTos.
B-Root: yKasbiBaeT ycTponcTBo, Ha KoTopom BK/toveH DRP, oTBevatollee xota 6bl ogHOMY
U3 cneayroLmx YCNOBUIA: OAUH KOJIbLEBOIN NOPT HAXOAUTCA B COCTOAHWUWN COEAMHEHUS, a
Apyro — B cOCTOAHMU coeanHeHus, aerpagauma CRC, npuoputet He meHee 200. B-Root
CpaBHMBAET M NepecblaaeT nakeTbl Announce. Ecnm BeKTop noanyyeHHoro naketa Announce
MeHbLUe BEKTOPA ero cobcTBeHHOro naketa Announce, B-Root meHseT cBoto ponb Ha Root;
B NPOTMBHOM C/Iy4ae OH MepPEeCbIIAET NOJYYEHHbIN NaKeT U HE MEHAET CBOIO pob. CTaTychbl
nopToB Kosbua: OgMH NOPT KO/bLL@ HAXOAMUTCA B COCTOAHUN MEePeCbINKN.

Normal: yKasbiBaeT yCTPOWMCTBO, Ha KOTOpom BKtodeH DRP, n ob6a KonbLeBbix NopTta
HAaxo4AaTcA B COCTOAHMM coeauHeHua 6e3 yxyaweHua CRC, a npuoputeT Bbiwe 200.
HopmanbHbI TONbKO NepecblnaeT nakeTbl Announce, HO He MPOBEPSET CoAEePKUMOe
nakeTtoB. CTaTycbl KosibueBbix nopToB: Oba KosbLEeBbix MoOpTa HaXo4ATCA B COCTOAHWUU
nepecbINIKMU.

YxyoweHue CRC: yKaszeleaem, 4mo Kosaudecmeo nakemos CRC npesbiuiaem rnopozosoe
3Ha4eHue 3a 15 muHym.

Kaxkablh KOMMyTaToOp NOAAEPKMBAET CBOM COOCTBEHHbLIN BEKTOP MakeTa Announce.
KommyTtaTop ¢ 60/1bwinm BeKTopom byaeT BbibpaH KOPHEBbLIM.
BeKTop naketa Announce COAEPKUT cneayroLLyto MHGOPMaLMIO A5 HA3HAYEHUSA PO,

Link CRC degradation Role | IPaddress | MAC address

status CRC degradation status CRC degradation rate priority of the device | of the device

Link status: 3HayeHMe ycTaHaBAMBAETCA PaBHbIM 1, ecnv 0ANH KOJ/bLLEBOM NOPT HaxoaAnTcA
B coctosHmu Link down, n yctaHaBnaumBaetca B 0, ecnv 06a KONbLEBbIX MOPTA HAXOAATCA B
cocTtosiHuu Link up.

Cratyc perpagaummn CRC: ecnm perpagauma CRC nponcxogmt Ha ogHOM MOPTY, 3HAaYEeHUe
yCcTaHasamBaeTca pasHbim 1. Ecam gerpagauma CRC He npoucxoauT Ha ABYX KOAbLEBbIX
nopTax, 3Ha4YeHMe yCTaHaBAMBAETCA paBHbIM 0.

CkopocTtb gerpagaumnm CRC: oTHoweHune Konndectsa naketoB CRC K nopory 3a 15 munHyT.
Role priority: 3HaYeHWe MOXKHO YCTaHOBUTb B BeO-UHTepdelice.

Mapametpbl B Tabauue BeKTop MakeTa OMNOBELLEHMA CPaBHWBAIOTCA B CaeaylouLei

npoueaype:

» CHayana nposepsAeTcA 3HaYeHWe craTyca KaHana. YCTPOMCTBO € 60/blUMM 3HaYeHUEM
cTaTyca KaHafa cY4MTaeTca MmetoLwmm 6onbLlinii BEeKTop.
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» Ecnun aBa cpaBHMBAEMbIX YCTPOWCTBA MMEIOT OAMHAKOBOE 3HaYeHWE COCTOAHUA KaHana,
CpaBHMBAlOTCA 3HayeHWs cocTtoaHuA yxyaweHua CRC. Yctpoictso ¢ 6onbwmm
3Ha4yeHuMeMm cTaTyca gerpagaumm CRC cuntaeTcs MMeroLmMm 601bLINIA BEKTOP.

» Ecnm 3HauveHue crtatyca gerpagaumm CRC Bcex cpaBHMBaeMbiX YCTPOWCTB paBHO 1,
CYMTAETCA, YTO YCTPOMCTBO € HOMbLWIMM 3HAYEHMEM CKOpOCTU aerpagaunn CRC nmeet
6onbwnit BeKTOp. ECnn gBa cpaBHUBAEMbIX YCTPOMCTBA MMEIOT OAMHAKOBOE 3HaYeHWe
COCTOAIHMA KaHana M 3HauyeHuwe gerpagaumm CRC, 3HayeHus npuopwuteta ponei, IP-
agpecos U MAC-agpecoB CpaBHMBAlOTCA MOC/AeA0BaTeIbHO. YCTPONCTBO € 6oabwnm
3HAYEHWEM CYMUTAETCA MMeoLWMM BOAbLUMIA BEKTOP.

» YcTpoicTBO € 601bWNMM BEKTOPOM BblIBMPAETC KOPHEBbLIM.

TonbKo Koz20a 3Ha4yeHue cocmoAaHua dezpadayuu CRC pasHo 1, 3HayeHue ckopocmu dezpadayuu
CRC yuyacmeyem 8 cpasHeHUU 8eKMoOpos. B npomusHom cayvyae eekmopsi cpasHusaromcsa
He3a8ucUMO om 3Ha4YeHusa ckopocmu deepadayuu CRC.

Peanusayus pexcuma DRP-Port-Based.

Ponn KommyTaTtopos cieaytowme:

» Tlpu 3anycke Bce KOMMyTaTopbl HaxoaATcA B coctosHuK INIT. Korga coctosHWe ogHOro
nopTta usmeHaeTca Ha Link up, KommyTaTOp CTaHOBMTCA KOPHEBbLIM M OTNPABAAET NAKeTbI
Announce ApyrMmMm KOMMYTaToOpam B KoJbLie A1 Bblbopa.

» KommyTatop c Hanbo/bMM BEKTOPOM MakeTa Announce BblbMpaeTcA KOPHEBbLIM.
Cpeaun Opyrmx KOMMYTAaTOPOB B KOJIbLLE KOMMYTAaTOp C O4HWM KO/bLLEBbIM NMOPTOM B
coctosHuu Link down nnu B coctosiHum yxyawenua CRC ssnaeTtca B-Root. KommyTtaTop ¢
obonMKn KonbueBbIMM NopTamu B coctoaHMK Link up n otcytctBuem yxyawenua CRC
ABAETCA HOPMAJIbHbIM.

Mpoueaypa ycTpaHeHUA HEUCMPABHOCTU CAeayoLLan:

» B ucxogHow Tononornu A ABnseTcs KopHem; NopT 1 Haxo4WUTCA B COCTOAHWUM NePeCbIIKH,
a nopT 2 B cOCTOAHUN B610KMPOBKK. B, C 1 D ABAsOTCA HOPMANbHBIMU, U UX KO/bL,EBbIE
NopTbl HAXOAATCA B COCTOAHUM NEPECHINKU.

» Korga nuHk CD HeucnpaseH, DRP nsameHsaeT cTaTycbl NOpToB 6 M 7 Ha 6/10KUPOBKY. B
pe3ynbtate Cu D cTaHoBATCA KOPHAMMU. MNocKonbKy A, Cu D B 4aHHbIA MOMEHT ABAAIOTCA
KOpPHEBbIMKW, BCE OHW OTNPaBAAT NakeTbl Announce. Bektopbl C 1 D 60nblie, yem
BEKTOpbl A, MOTOMY 4TO NopTbl 7 U 6 HaxoaATcA B coctoaHum Link down. B atom cnyvae,
ecnu Bektop D 6onblie, yem BekTop C, D BbIBUpaeTca B KayecTBe KopHA, a C ctaHoBUTCA
KopHem B. Mpu nonyyeHun naketa Announce ot D, A obHapyKuBaeT, 4to BekTop D
6osblle, Yem ero cobCcTBEHHbIM BEKTOP, M 0b6a ero KosbLEeBbIX MOPTa HAaxXoAaTcs B
coctoAHuK Link up. Takum obpasom, A ctaHosutca Normal n n3meHseT ctatyc nopTta 2
Ha nepeagpecaumio.

Koraa ceAasb CD BoccTtaHaBnmBaetca, D no-npexkHemy ABNAETCA KOPHEM, NMOCKOJIbKY ero
BeKkTOp 6onbLie, Yem BekTop C.

» Ecnun Ha D He HacTpoeH OCHOBHOW MOPT, MOPT 7 NO-NpeXHeMy HaxoaAUTCA B COCTOAHUM
6710KMPOBKM, @ MOPT 8 — B COCTOAHUM NEPECHIIKM.

» Ecnm nopTt 7 Ha D HacTpoeH KaK OCHOBHOW MOPT, MOpPT 7 NepexoauT B COCTOAHWUE
nepecblIKK, a NopT 8 — B cOCTOAHME BNOKUPOBKMU.

DRP n3meHseT coctosiHMe nopTta 6 Ha nepecblsiky. B pesynbTtate C ctaHoButca Normal.
MosTomy ponv KOMMYTAaTOPOB HE MEHAIOTCA NPW BOCCTAHOBAEHUM KaHana.
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1~8 Ring ports
o Forwarding
@ Blocking
X Fault

Before fault During fault

A 2 3 B
Normal Normal
7 6

L /1—‘» N
s NV

1
]
D Cc
Root Normal

Fault recovery- no Fault recovery-- port 7
configured primary port configured as primary port

B Konbyesoli cemu DRP posau KOMMymamopoe MeHAomcA npu cboe KaHand, Ho He MeHAoMCcs
fpU  80CCMAHOB/AEHUU KAHAAA. 3mMom MexaHU3M rosbiluaem 6e3onacHocms cemu U
HadexHocmb rnepeda4u OaHHBLIX.

Peanuzayus pexcuma DRP-VLAN-Based

DRP-VLAN-Based yctaHaBnauBaet conoctasneHune mexay VLAN u aksemnnspom STG. OgHa
NN HecKosibKo ceTet VLAN moryT 6bITb CONOCTaB/IEHbI C O4HUM 3K3emnasapom STG.
Ik3emnnap STG: KaxAabii ak3emnaap STG cooTBeTCTBYET O4HOMY KObLy Ha ocHoBe DRP-
VLAN. C nomouibto DRP ak3emnnap STG 3anucbiBaeT posin YCTPOMCTB M COCTOSTHUE MopTa.
Mocne nony4yeHUs NakeTa KOMMYTATOpP onpenenseT CONOCTaBAeHHbIV 3K3emnasap STG Ha
ocHoBe aTpmbyta VLAN nakeTta. KommyTtatop ob6pabaTtbiBaeT nakeT B COOTBETCTBUM C
POSIAMM YCTPOMCTBA M CTAaTYCOM MOPTA 3K3eMNAApa.

Mpu HacTpoiKke Konbua Ha ocHoBe DRP-VLAN naketbl u3 pasHbix VLAN moryt
nepecbiiaTbCA MO pPasHbIM MNyTAM. Kak NOKa3aHO Ha PUCYHKE HUXKe, COonoCTaBaeHue
aksemnasapos STG 1 VLAN ogMHaKoOBO A/15 BCEX YCTPOMCTB.

KonbuesBas ccbiika Ha 6a3e STG1: AB-BC-CD-DE-EA. Maketbl VLAN1O u VLAN20
nepecbIIatTCA NO KaHany. A — root.

KonbueBas ccbisika Ha 6ase STG2: FB-BC-CD-DE-EF. MakeTtbl VLAN3O nepecbinatotcs no
KaHany. F — root.

[Ba Konbua Kacatotca 3seHbes BC, CD n DE. KommyTtaTop C n kommyTtaTop D ncnonbsytot
OAHU W Te e NopTbl B ABYX KOAbLAX, HO UCMO/b3YIOT pa3Hble N0rMyeckme KaHasnbl Ha
ocHoBe VLAN.

VLAN10 L ARG VLAN30
VLAN20

VLAN10
VLANZO
VLAN30

D

VLAN10
VLAN20
VLAN30

C
? VLAN10. VLANZ20

VLAN30

STG1:VLAN10. VLAN20
STG2:VLAN30

CocmosAHue nopma u HazHa4yeHue poseli 0718 Kax0020 Konbya Ha ocHose DRP-VLAN makKue e,
KGK U 018 Konbya Ha ocHoee nopma DRP.
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DRP Backup

DRP TaKKe moxeT obecneuymBaTb pesepBuMpoBaHMe aByx Koneu DRP, npepotspalias
obpasoBaHue neTesb M 06ecneunBas HOPMAJIbHYIO CBA3b MEXAY KObLAaMMU.

Backup port: yKasbiBaeT nopT cBA3M mexay Konbuamu DRP. MoXHO HacTPOUTb HECKO/IbKO
pe3epBHbIX MOPTOB, HO OHM A0/IKHbI HAXOANTLCA B OAHOM KosbLe. [MepBbiii pe3epBHbIi
MopT, KOTOPbIN MNOAKAOYAEeTCA, ABAAETCA OCHOBHbIM pPe3epBHbIM NOPTOM, KOTOPbIN
HaxoAMUTCA B COCTOAHUWU nepecbiNKU. Bce ocCTanbHble pesepBHble NOPTbl ABAAKOTCA
nogYMHeHHbIMU. OHWU HaXoOAATCA B COCTOAHMUU BNOKUPOBKU.

KaK nokasaHo Ha ciefyolem PUCYHKE, Ha KaXAoOM KOMMYTaTope MOXHO HacTpouTb
OZMH pe3epBHbIi NOpT. [NaBHbIA pe3epBHbIA NOPT HAXOAMUTCA B COCTOAHUN NEPECHINIKY, A
Apyrve pesepBHble NOPTbl — B COCTOAHUN BAOKMPOBKU. ECAn rnaBHbIN pe3epBHbI NOpT
AW ero KaHan HeucnpaBeH, ANA MepecbliKM AaHHbIX byaeT BblOpaH MOAYMHEHHbIN
pe3epBHbIA NOPT.

Backup

Root B D port F H Root

U3meHeHue cmamyca KaHasa esiudem Ha cmamyc pe3epeHblX nopmaos.

DHP

Kak nokasaHo Ha cnegytowem pucyHke, A, B, C u D cMOHTUpPOBaHbI Ha KonbLe. lNpoTokon

ABoliHoro nogkaodeHua (DHP) peanusyet cneagyrowme GyHKLMM, €CN OH BKAOYEH Ha A, B, C 1

A, B, C 1 D moryT B3aMMOAeNCTBOBaTbL APYr C APYrOM, HE BAMAA HA NPaBU/IbHYIO paboTy
YCTPOMCTB B KONbLLE.

Ecnu cBA3b mexay A 1 B HencnpasHa, A Bce ellle MOXKeT 0bmeHUBaTbCs gaHHbIMK € B, C
n D yepes Yctpoucteo 1 1 YcTpolictso 2.

Home-node
B

UD

Normal-node Normal-node
Home-node

Home-port

Peanusaums DHP ocHoBaHa Ha DRP. MexaHu3m Bbibopa M Ha3HavyeHus poneir B DHP

TakoW ke, Kak 1 B DRP. DHP obecneunBaeT pe3epBHOE KOMMPOBAHWE KaHajla NoCpecTBOM
KoHurypaumm Home-node, Normal-node n Home-port.
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Home-node: yKkasbiBaeT ycTpoincTBa Ha 060oux KoHUax KaHana DHP un 3aBeplaet naketbl DRP.
Home-node: yKasblBaeT NOPT, COEANHAOWMIA OMALIHUI Y3e C BHEWHEN ceTblo. JJomaluHuIi
nopt obecneumBaeT cnegyowme GyHKUNK:
» OTnpaBKa OTBETHbIX NAKETOB B KOPHEBOW y3e/ NOC/e NoJlyYeHMsA NaKeToB ONoBeLL,EHNA
N3 KOpPHEBOro y3/1a. KopeHb NaeHTUPULMPYET COCTOAHME KONbL,A KaK 3aKpbITOe, eC/IN OH
nojsiy4aeT OTBETHble MaKeTbl. EcAM KOpeHb He Mo/y4aeT OTBETHble MaKeTbl, OH
NAEHTUPULMPYET COCTOSHME KONbLLA KaK OTKpbITOE.
> bnokuposka naketos DRP BHellHMX ceTel U ns3onauma kaHana DHP oT BHewHUx ceteit.
OTnpaBKa NaKeToB OYUCTKM BXOLA HA NMOAK/IIOYEHHbIE YCTPOMCTBA BO BHELLIHWUX CETAX NPU
M3MeHeHMN TONoNornm KaHana DHP.

Normal-node: yKkasbiBaeT ycTponcTsa B KaHasne DHP, uckao4vas ycTponcTBa Ha 060mMx KOHLAX.
Normal-node nepegatoT OTBETHbIE NAKETbI 4OMALUHWX Y3/108.

A B C D ;
po l—6 5. 1 2.3 ome-po
Home-port Normalri* %*Normal( %) Root +—lraNorma| Home-port
Home-node Normal-node Normal-node Home-node

e ANnounce packet
Response packet
@ Blocking port

®  Homeport

Kak nokasaHo Ha npegblaywem pucyHke, KoHourypaumum A, B, C n D Ha pucyHKe
cnepyrowme:

» KoHourypauma DRP: C — Root; nopT 2 HaxoAmuTca B COCTOAHUMN 610KMpoBKK; A, B n D
ABNAOTCA HOPMabHbIMW; BCE OCTaJibHble KO/bLEBble NMOPTbl HAaXOAATCA B COCTOAHMMU
nepecbIsIKn.

» KoHourypauma DHP: A u D — Home-nodes; nopt 8 n nopt 4 — Home-ports; B n C
Aasnatotca Normal-nodes.

Peanuszauua:

» C, Root, oTnpasnseT nakeTbl Announce Yyepes ABa CBOMX KOJbLLEBbIX NOpTa. [JoMallHuiA
nopT 8 U AoOMaLLHWI NOpPT 4 3aBepLUatoT NoAyYeHHble NakeTbl Announce W OTNPaBAAIT
oTBeTHble naKkeTbl Ha C. C ngeHTMOULMPYET COCTOSIHUE KObLA Kak 3akpbiToe. MopT 2
Haxo4MTCcA B COCTOAHUMU BJOKNPOBKMU.

» Korga KaHan mexay A n B 3a610KMpoBaH, TONONOIMA BKAKOYAET ABa KaHana: A n B-C-D.
A n3bupaetca KopHem. MopT 7 Haxo4UTCA B COCTOAHUM BJOKMPOBKM.

» B ccbiike B-C-D B BbibpaH B KayecTBe KopHA. [opT 6 HaxoguTcA B COCTOAHWUK
610KMpPOBKK. C CTAHOBUTCA HOPMabHbIM. [TOPT 2 HAXOAMUTCA B COCTOAHUM NEPECHIIKA. A
MoKeT cBasblBaTbcA ¢ B, C u D yepes yctpoicteo 1 M ycTPOMCTBO 2, KaK NOKA3aHO Ha
cnenyoLLeM PUCYHKe.

A B C D
Home-| ~o|t8 7 6 {5_. 1 L) 2__ 3 4Hume-|:-:|t
F'—+Root + + Root © Normalo) W
Home-node Normal-node Normal-node Home-node

=—s ANNounce packet
Response packet
@ Blocking port

[ ] Home-port

6.8.1. OnucaHue

KoHourypaumm DRP oTBeuatoT cneayrowmm TpeboBaHUAM:
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» Bce KOMMYyTaTOpbl B OAHOM KOJbLE A0/KHbI UMETb OAMHAKOBbIM HOMEP LOMEHa.

» OfHO KOJbLLO COAEPKMUT TONbKO OANH KOPEHb, HO MOXKET CoAepKaTb HECKO/IbKO KOpHE
B nan Hopmanen.

» Ha Ka)Kaom KoMMyTaTope MOXKHO HacTPOUTb TONIbKO ABa NOPTa A1A KONbLa.

» [na ABYX CBA3aHHbIX KoJiel, pe3epBHble NOpPTbl MOXHO HacCTPOUTb TO/IbKO B OAHOM
KosibLe.

» B 04HOM KONbLEe MOXHO HAaCTPOWUTb HECKOIbKO pe3epBHbIX MOPTOB.

» Ha KommyTaTope AN 04HOMO KOJbLia MOYKHO HaCTPOMUTb TOJIbKO OA4MH pPe3epBHbI NMopT.

6.8.2. Be6 KoHpUrypauusa
KoHgpuzypuposaHue DRP mode

LWenkHyTb [Device Basic Configuration] - [DRP configuration] - [DRP Mode] ana
KoHourypaumm DRP mode, Kak NOKa3aHO Ha PUCYHKE HUXKe.

DRP Mode configuration

Port Based v

e DRP Mode
Onuwuu: Port Based / VLAN Based
Mo ymonyaHuto: Port Based
®dyHKUMA: KoHPUrypmposaHme DRP mode

Konbyessie npomoKosael Ha ocHoge ropmos eknw4varom RSTP, ST-Ring-Port u DRP-Port, a
Konbyessie npomoKossl Ha ocHoge VLAN eKkaoyarom MSTP, ST-Ring-VLAN u DRP-VLAN.
Konbuyessie npomokonel Ha ocHoge VLAN A8a410mca 83aUMOUCKAIOYAOWUMU, U MOAbKO mur
Kos1bUeBs020 Npomokosa Ha ocHose VLAN moxem 6bimb HacmpoeH 0718 00HO020 ycmpolicmaa.
Konbuyesoli npomokon Ha ocHose nopma u Koneuesoli npomokoa Ha ocHose VLAN asasomcs
83AUMOUCKAYAIOWUMU, U MObKO OOUH PeXtumM KOAblego2o MPomoKoaa moxem b6bimb
8bI6paH 015 00HO ycmpolicmeo.

Co3zdaHue DRP-Port-Based 3anucu

LWenkHyTb [Device Basic Configuration] - [DRP configuration] - [Port-Based DRP
Configuration] ans Bxoga Ha cTpaHuuy co3gaHne DRP-Port-Based 3anuncu, Kak NoKasaHo Ha
PUCYHKE HUMKe.

Hasxkmute <Add>, ytobbl co3gaTb 3anuncek DRP.

YcTtaHoBUTe napameTpbl gna 3anucu DRP-Port-Based, Kak nmoKasaHo Ha creayrouem
PUCYHKe.
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DRP
L I
E |
Iz v
112 v|
‘ Home-node V|
Ring-Port-1 v|
1100 |
1128 |
= 9
Ring-Port-1 v

Redundancy

Ob6s3aTtenbHan KoHoUrypauma: DRP

Domain ID

OnanasoH: 1~32

OnucaHue: Kaxaoe Ko/bLo MMeeT YHUKaNbHbIN naeHTMdUKaTop AomeHa. Ha ogHom
KOMMYTATOpe MOXXHO HaCTPOUTb MaKcumym 16 Konew, DRP.

Domain name

OunanaszoH: 1~31 cumson

DYHKUUA: HACTPOUTL LOMEHHOE NMS.

Ring Port 1/Ring Port 2

Onuuu: BCce NOPTbl KOMMYyTaTOpa

PyHKUMA: BbIbepuTe ABA KOMbLEBbIX NOPTAa.

DHP Mode

Onumu: Disable / Normal-node / Home-node

Mo ymonyaHuto: Disable

DyHKUMA: oTKAYUTb DHP naun Hactpontb perkum DHP.

DHP Home Port

BapuaHTbl: Ring-Port-1 / Ring-Port-2 / Ring-Port-1-2

dyHKUMA: HacTpouTb Home-port gns Home-node DHP.

OnucaHue: Ecamn B KaHane DHP ecTb ToNbKO OA4HO YCTPOICTBO, 06a KONbLEBbIX MNOPTa
AOMaLLHEero y3na Ao/XHbl ObiTb HACTPOEHbI KaK AOMaLLHWE NOPTbI.

Crc Threshold

OnanasoH: 25765535

Mo ymonyaHuto: 100

DyHKUUA: HaCTPOUTbL Noporosoe 3HavyeHne CRC.

OnucaHue: 3TOT napameTp MCMNonb3yeTca npu Bblibope root. CucTema nNoacYMTbIBaET
Konmnyectso nosnydeHHbix CRC. Ecan konundectso CRC ogHOro KonbLeBOro nopra
npesbllaeT NOPOroBoe 3Ha4YeHue, CMCTeMa cYMTaeT, YTo NopT umeet yxygweHue CRC. B
pe3ynbTaTe 3HaveHue gerpagaumm CRC ycTaHaBanBaeTcA paBHbIM 1 B BEKTOpe MaKeTa
Announce noprTa.

Role-Priority

OnanasoH: 0~255

Mo ymonyaHwuto: 128

PyHKUMA: HacTpolika npuopuTeTa KOMMyTaTopa.

Backup Port
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Onuuu: Bce NOPTbI KOMMYyTaTopa
®yHKUuMA: HacTpoiika pesepBHOro nopTa.

He Hacmpauealime Konbyesoli mopm e Kauecmee pe3epsHo2o nopma.

e Primary-Port
Onuuu: --/Ring-Port-1 / Ring-Port-2
Mo ymonyaHume: --
®yHKumA: HactpoiKka ocHoBHOro nopta. Korga Konbuo 3aMKHYTO, OCHOBHOM nopT root
HaXoAMTCA B COCTOAHUMN MEPECHIIKN.
Mocne 3aBepLUEHNA HACTPOWMKKN NapameTpoB CO34aHHaA 3anucb byaeT oTobparkaTbea B
cnucke DRP, KaK NnoKkasaHo Ha cnedytowem pUcyHke.

a-1

Koneuyesoli nmopm DRP unu pesepsHbili nopm U KAHOA  Nopma  A8AAOMCA
s83aumouckardarowumu. Koneuyesoli nopm DRP unu pesepsHbili nopm Hene3a dobasume K
KaHanay nopma; nopm 8 KaHase nopma He moxem 6bimb HaOCMpPOeH 8 Kayecmee Kosbyeso2o
nopma DRP unu pe3epsHo20 nopma.

Konbuesoli unu pesepsHbili nopm DRP u nyHKmM HO3HA4YeHUS 3epKanupos8aHus A8/SAMCH
s3aumouckmoyarouumu. Konsuyesoli nopm DRP unu pesepsHsili mopm Hesb3a HACMPOUMs 8
Kauecmee opma  HA3HAYEHUA  3epKAaAupoB8aHUsA; MNOPmM  HA3HAYEHUA  3epKasnbHO20
omobpaxeHua Hesnb3Aa HACMPOUMb 8 Kavyecmee Kosbuyesoz2o nopma DRP unu pesepsHozo
nopma.

Konbuessie nopmel mexoy KonbUessbiMu MpomoKoaamu Ha ocHoge nopmos RSTP, ST-Ring-Port
u DRP-Port asnaomca 83aUMOUCKAOYAOUWUMU, MO ecmb Kosabuesol nopm u pe3epsHeoili nopm
DRP-Port He moaym 6bimb HacmpoeHbsl Kak rnopm RSTP, Koaeyo ST-Ring-Port. nopm unu
pesepsHsbili nopm ST-Ring-Port; Mopm RSTP, konbuesol nopm ST-Ring-Port u pe3epsHsili nopm
ST-Ring-Port Henb3s HACMpPOUMb KaK Konbuyesoli mopm DRP-Port unu pezepsHsili nopm.

He pekomeHdyemcsa, Yymobbl nopmel 8 2pynne u3o0aAAyuUU HaCmpausanucs 00HO8PeMeHHO KaK
nopmel DRP u pe3epsHbie nopmel, a nopmel DRP u pe3epgHbie nopmel He mo2ym b6bimb
dobassieHsbl 8 2pynny U30AA4UU.

MpocmoTp HacTpoeK napameTpoBs 3anmucu DRP-Port-Based

L|_|,EJ'IKHyB 3anucb DRP 1 moKHO npocMmaTpmnBatb, U U3IMEHATb HaCTpOVIKM napameTpos
3aNnCU, Kak NOKa3aHO Ha chegyrem pucyHke.

DRP

a
n v/
102 v

Home-node 4

Ring-Port-1 v
100

128

—— v

Ring-Port-1 b

Apply =3
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Mocne 3aBeplieHUA U3MeHeHMa HaxkmuTe <Apply>, 4Tobbl U3MEHeHWe BCTYNWUIO B CUNY.
Bbl moxkeTe yaanute 3anmcb DRP, HaxkaB <Delete>.

MpocmoTp poan u cTatyc nopTa Konbla DRP BO3MOMKeH, KaK MOKa3aHO Ha cieayowem
pUCyHKe.

Ring State List
DRP
ROOT
BLOCK
FORWARD

RING-CLOSE

KoHghueypuposaHue DRP-VLAN-Based 3anucu

LLlenkHyTb [Device Basic Configuration] - [DRP configuration] - [DRP Mode] ans Bxoaa
Ha cTpaHuLy KoHdurypaumm DRP mode. BbibepeTe Vlan Based.

KoHourypauma sksemnnapa DRP

LWenkHyTb [Device Basic Configuration] - [DRP configuration] - [VLAN-Based DRP
Configuration] - [DRP STG Instance] gns Bxofaa Ha cTpaHuULy KOHPUrypaLuum sk3emnaspa
DRP STG, Kak NOKa3aHO Ha cneaytoLwem pUCyHKe.

DRP STG Instance Configuration

e STG Instance No. (16-31)
Ounanason: 16 ~ 31
PyHKUMA: HacTpolika naeHtudmKkaTopa aksemnaapa DRP.

KoHowurypauma VLAN B aksemnnspe DRP

LWenkHyTb [Device Basic Configuration] - [DRP configuration] - [VLAN-Based DRP
Configuration] = [STG Instance Protocol VLAN Configuration] ana Bxoga Ha CTpaHuLy
KoHourypaumm VLAN aksemnnsipa DRP, Kak NoKasaHo Ha cneaytoLem pUcyHKe.

DRP STG Instance VLAN Configuration

16 v 2

e DRP STG Instance VLAN Configuration
MNoptdonuno: {naeHTndmMKaTop aksemnnapa STG, ngeHtTndukatop VLAN}
OunanasoH: {16~31, 1~4093}
dyHKumMA: Hactpolite naeHtudumkatop VLAN ans sksemnnsapa DRP.
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OnncaHue: oAMH 3K3eMNAAP MOXKET COOTBETCTBOBATb HECKO/IbKUM UAEHTUPUKATOPaAM
VLAN, Ho oaunH wugeHTudukatop VLAN MOMKeT cOOTBETCTBOBaTb TOJIbKO OAHOMY
aK3emnaapy.

MpocmoTpuTe MHGopmauuto 06 aksemnaapax DRP.

WenkHyTb [Device Basic Configuration] - [DRP configuration] - [VLAN-Based DRP
Configuration] = [STG Instance Information] gns Bxoga Ha cTpaHuuy MHbopmaumnmn ob
ak3emnnsape DRP, KaK NOKa3aHO Ha cneaytollem pUCyHKe.

drp Mode : Vlan Based

Instance ID Vlan List

16 2 1
17 3
18

KoHdurypaums DRP-VLAN-Based.

LenkHyTb [Device Basic Configuration] - [DRP configuration] - [VLAN-Based DRP
Configuration] = [Ring Configuration] gns Bxoga Ha cTpaHuuy co3gaHus DRP-VLAN-Based,
KaK NoKa3aHOo Ha c/ieayloLem pUCyHKe.

Add |

Haxmute <Add>, uytobbl co3aatb 3anuce DRP. YcTaHoBMTe NapameTpbl A4 3anUcK, Kak
MOKa3aHo Ha CNeayloLLEM PUCYHKE.

DRP
1
a
"
12
Disable

100

128

16

2

Ring-Port-1 v

Redundancy

Ob6n3aTtenbHan HacTpolika: DRP

Domain ID

OnanasoH: 1~32

PyHKuMA: Karkaoe KoMbLO MMEEeT YHUKANbHbIA naeHTUdGUKaTop AomeHa. Ha ogHom
KOMMYyTaTOpe MOXHO HacCTpOUTb Makcumym 8 Konel, DRP.
Domain name

OnanasoH: 1731 cumBon

PyHKLUMA: HACTPOUTL OMEHHOE UMA.

Ring Port 1/Ring Port 2

Onuuu: BCce NOPTbl KOMMYyTaTOpa
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®PyHKuMA: BbIbepuTe ABa KONbLEBLIX NOPTa.
e DHP Mode
Onuuu: Disable / Normal-node / Home-node
Mo ymonyaHuto: Disable
®yHKUMA: OTKAOUMTL DHP nan HactpouTb pexkum DHP.
e DHP Home Port
BapwuaHTbl: Ring-Port-1 / Ring-Port-2 / Ring-Port-1-2
®PyHKUMA: HACTPOUTL AOMALLHWUI NOPT ANA AOMaLlHero y3ia DHP.
OnucaHue: Ecnn B KaHasne DHP ecTb TO/bKO OAHO YCTPOMCTBO, 06a KO/bLEBbIX MOPTa
OOMaLLHEro y3na Ao/XKHbl ObITb HACTPOEHbI Kak AOMaLLHWE NOPTbI.
e Crc Threshold
OnanasoH: 25765535
Mo ymonyaHwuto: 100
®DyHKLMA: HacTpouTb Noporosoe 3HaveHne CRC.
OnucaHue: ITOT napameTp MCNoAb3yeTca Npu Bblibope root. CucTema NoacYMTbIBAET
KonmnyectBo nosy4deHHbix CRC. Ecanm konunvectso CRC ogHOro KonbLeBOro nopra
npesbllaeT MOPOroBoe 3Ha4YeHue, CUCTeMa CYUTAET, YTO NopT nmeeT yxyaweHue CRC. B
pe3ynbTaTe 3HayeHue aerpagaumm CRC ycTaHaBnMBaeTcA paBHbIM 1 B BEKTOpe MaKeTa
Announce noprTa.
e Role-Priority
OnanasoH: 0~255
Mo ymonyaHuio: 128
®dyHKUMA: HacTpolika npuopuTeta KOMMyTaTopa.

Koneuyesoli nopm DRP unu pesepsHbili nopm U KaHaa nopma  A8AAH0MCA
s3aumouckmoyarouumu. Konsyesol nopm DRP unu pesepsHolli nopm Henv3za dobasume K
KaHany nopma; rnopm 8 KaHase nopma He moxem 6bimb HACMPOeH 8 KaYyecmee Kosbyeso2o
nopma DRP unu pe3zepsHo20o nopma.

Konbyesoli unu pesepsHolili nopm DRP u nyHKM HA3HAYeHUsA 3epKanupoB8aHUA ABAAMCA
s83aumoucknroyarowumu. Konoyesoli nopm DRP unu pesepsHoili mopm Hesb3s HACMPoumso 8
Kayecmee ropma HA3HAYEHUA  3epKAAUpOBAHUA; NOpM  HA3HAYEHUA  3epKAsabHO20
omobpaxeHua Henb3A HACMPOUMb 8 Kavyecmee Kosbyesoz2o rnopma DRP unu pe3epsHoz20
nopma.

He pexomeHdyemcs, umobbl nopmel 8 epynne u3oAAuuUU HaCMpausasaucs 0OHOBPEMEHHO KAK
nopmel DRP u pesepsHbie nopmel, a nopmel DRP u pe3epsHbie nopmel He mo2ym 6bimb
dobassneHsl 8 epynny U3oAayuU.

e Backup Port
Onumu: Bce NOPTbl KOMMYTaTOpa
®dyHKumA: KoHpurypmuposaHme pesepBHOro nopTa

He Hacmpauealime Konbyesoli mopm e Kauecmee pe3epsHo20 nopma.

e STG Instance
Onumu: cosgaHHble akzemnaapbl DRP
®DYHKLMA: HACTPOUTb IK3EMNAAP ANA KObLia.
OnucaHue: BNOKMPYIOWMIA NOPT B KOMbLEe ByaeT 6/10KMpPOBaTh NaKeTbl AaHHbIX BCEX
VLAN, cOOTBETCTBYIOLWMX IK3EMNONAPY.
e Protocol VLAN (1~4093)
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6.9.

Onanason: 174093
Onucanue: ngeHtTndukatop VLAN gonkeH 6biTb OAHUM M3 TEX, KOTOPblE COOTBETCTBYIOT
aksemnaapy STG. ®yHKumA: naketbl DRP ¢ ngeHtnemkatopom VLAN cnyxaT oCHOBOW
ONR AUArHOCTUKKM M 06CNyKMBAHUA KOoNbLia Ha ocHose DRP-VLAN.

e Primary-Port
Onuuu: -- / Ring-Port-1 / Ring-Port-2
Mo ymonyanumio: --
PyHKUMA: HacTpolika ocHoBHOro nopta. Korga KosibLo 3aMKHYTO, OCHOBHOWM NopT root
HaXxoAMTCA B COCTOAHUW MepPecbIIKu.
Mocne 3aBeplLUeHU HAaCTPOMKKU CO3daHHble KOoMbla oTobparKatotca B cnucke DRP List,
KaK NOKa3aHo Ha cneaylowem pucyHke.

a-1

LLlenkHuTe 3anucob DRP. Bbl MoXKeTe NpocmMaTpmBaTh M U3MEHATb HACTPOMKM NapaMeTpoB,
KaK MOKa3aHO Ha c/eaytollem pUCYHKe.

1/2 v

Disable b

1128 |

—_— v

16 b

|Ring-Port-1 v
3 =
Mocne 3aBepLIEHUA U3MEHEHNA HaxmuTe <Apply>, 4To6bl U3MEHEHWe BCTYMNWO B CUAY.

Bbl moxeTe yganutb 3anucb DRP, HaxkaB <Delete>. MpocmoTpuTe poamn u craTyc nopTta
Konbua DRP, Kak noKa3aHo Ha cneaytolem pucyHKe.

Ring State List
DRP
ROOT
FORWARD
BLOCK

RING-OPEN

KoHdurypuposaHme MSTP

XoTa npotokon RSTP obecneumBaeT ObICTPYIO KOHBEPreHLUMto, y Hero, Kak u y STP, ectb
cnefyowWwmii HegoCTaTOK: BCE MOCTbl B JIOKA/IbHOW CeTM COBMECTHO MCMOJIb3YIOT OAHO
cBasylollee aepeso, U nakeTbl Bcex VLAN nepecbinatoTca no ceasytowemy gepesy. Kak nokasaHo
Ha PWUCYHKEe HWXKe, HeKOoTopble KOHoUrypaumm MoryT 610KMPOBaTb COeAMHEHME MeXKay
KommyTatopom A n kommytatopom C. [TocKonbKy KommyTaTtop B u kommyTatop D He Bxo4AT B
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cetb VLAN 1, oHM He moryT nepecbinatb naketbl cetn VLAN 1. B pesynbTtate nopt VLAN 1
KOMMyTaTopa A He MOXeT CBA3aTbCA ¢ KommyTaTopom C.

Switch A Switch B

SwitchC Switch D

Yto6bl pewnTb 3Ty npobnemy, nossuaca npoTokon Multiple Spanning Tree Protocol
(MSTP). OH obecneumnBaeT Kak bbICTPYHO KOHBEPTreHLMIO, TaK U OTAEe/bHbIE NYTU NepecbINKK ANA
TpaduKa pasHbix VLAN, obecneumBas ny4ywuii mexaHUM3M pacnpeneneHusa Harpysku ans
N36bITOYHbIX KAHANOB.

MSTP oTobparkaeT oaHy wau Heckosibko VLAN B oguH 3k3semnaap. KommyTtatopsbl c
OAMHAKOBOM KOHdUrypaumen obpasyoT pernoH. Kaxkaas o06/1acTb COAEPKMT HECKOJIbKO
B3aMMHO HE3aBMCUMbIX OCTOBHbIX AepeBbeB. PermoH cayXuT KOMMyTauMOHHbIM y310M. OH
y4acTByeT B pacuyeTe C ApPYyrMMM 06NacTAMM Ha OCHOBE anropuTma CBA3YIOLLEro Aepesa,
BbluMCAAA oblwee ceA3ylollee aepeBo. Ha ocHOBe 3TOro anroputmMa CeTb Ha PUCYHKe Bbllle
dopmMpyeT TONONOMNIO, MOKA3aHHYK Ha PUCYHKe HuKe. M KommyTaTtop A, n KommyTtaTtop C
HaxopAaTca B Regionl. HM oaHa ccblika He 3ab/0KMpoOBaHa, Tak Kak 06/11acTb He CoAepKuT
umknoB. To e camoe 1 c Region2. Regionl n Region2 aHanornyHbl yanam KOMMyTaTopa. 3T1 ABa
«nepekatoyaTena» obpasytoT netato. MosToMy ccblika A0XKHa bbITb 3ab610KMpOBaHa.

f —
Switch A Switch B

-1 <G

oy,
VLAN2

VLAN 2

o

5

Switch C Switch D

Region 1 Region 2

KoHuent MSTP npeacTtasneH HUKe:
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Switch A Switch A Switch A

Region 2
Instance 2
VLAN 2

Region 2 Region 2
Instance 1

VLAN 1

Instance 0
Other VLANs

8
" > 1 £ % ”
Sviitch D SwitchB  syitchD '~ SwitchB g ichD , SwitchB

Switch C SwitchC SwitchC

3k3emnnap: Habop n3 Heckonbkux VLAN. OanH VLAN mnan Heckonbko VLAN c ogmMHaKkoBo#
TonoJsiornen moryT 6bITb CONOCTaB/IEHbI C OAHUM 3K3EMMNAAPOM; TO ecTb oanH VLAN moxket
06pa3oBbIBaTbL CBA3yHOLLEE AepeBO, @ HeCKOAbKO VLAN moryT coBMecTHO MCMo/b30BaTb OAHO
cBAsylolwee paepesBo. PasHble 3K3emnaApbl CONOCTaBAATCA C  Pa3HbIMU  CBA3YIOLWMMMU
aepesbAMU. IK3emnaap O ABAAETCA CBA3YIOWMM AEpPeBOM A/A YCTPOUCTB BCEX PErMoHOB, a
OCTa/IbHble 3K3eMNAAPbl — CBA3YIOLWMM OepeBOM ANA YCTPOWCTB OnpeaesieHHOro pervoHa.
MHOeCTBEHHbI pervoH cesasylowero gepesa (perMoH MST): KOMMYTaToOpbl C OAMHAKOBbIM
nmeHem permoHa MSTP, yposHem Bepcumn u conoctasieHnem VLAN ¢ aK3emnaAapom HaxoaaTcA
B ogHom pernoHe MST. Kak nokasaHo, Regionl, Region2, Region3 n Region4 — 310 4eTbipe
pasHbIx pernoHa MST. Tabaunua conoctasnenua VLAN: coctouT U3 conoctaBnenma mexxay VLAN
n cBAsyoWMMN aepesbamu. Tabnmua conoctasnenna VLAN pervoHa 2 npegcrtasnser coboi
conoctasneHne mexagy VLAN 1 un sksemnaApom 1, Kak MoKasaHo Ha pwuc. 192; VLAN 2
COMOCTaBAAETCA C IK3EeMNAAPOM 2, KaK MOKa3aHo Ha puc. 193. Apyrmne VLAN conocTasnatoTca ¢
aksemnaspom 0, Kak NoKasaHo Ha puc. 194. Obuwee u BHyTpeHHee caasytowee aepeso (CIST):
yKasbiBaeT 3k3emnnsap 0, TO ecTb CBA3yOLlee AepeBO, OXBaTbiBaloLlee BCe YCTPOWCTBA B
KoMmMyTUpyemol cetu. Kak mokasaHo Ha pucyHKke, CIST coctout u3 IST u CST. BHyTpeHHee
ceasyolee aepeso (IST): ykasbiBaeT cermeHT CIST B pernoHe MST, To ecTb ak3emnaap 0 KaxKAoro
peruoHa.

Obuwee casyowee gepeso (CST): yKasbiBaeT cBA3yloLLee AEPEBO, COeAMHAlOLLEe BCe
pernoHbl MST B ceTn KommyTauumn. Ecam Kaxabii pernoH MST siBnsetca y3iom yctpoinctea, CST
ABNAETCA CBA3YIOWMM AEePEBOM, BbluMCAfieMbIiM Ha ocHoBe STP / RSTP aTmM y3n1amm yCTPOWACTB.
Kak nokasaHo, KpacHble AMHMM 00603Ha4yatoT ocTtoBHOe paepeBo. MST (MHOMKeCTBEHHbIN
3K3eMnaAp cBA3ylLllero aepesa): oAaHa obnactb MST moskeT GopmMMpoBaTb HECKOJIbKO
CBA3YIOLWNX AepeBbeB, U OHM HE3aBUCUMbI APYT OT Apyra. Kaxkgoe ceAsylolwee aepeso ABAAETCA
MSTI. IST Takxe aBasetca cneunanbHbim MSTI. ObLWMit KOpeHb: yKasbiBaeT KopHeBol mocT CIST.
KommyTaTop € HaMMeHbWUM UOEHTUPUKATOPOM KOPHEBOFO MOCTa B CETU ABNAETCA 0OLWUM
KopHem. B pernoHe MST oCTOBHble AepeBbA UMEIOT pPasHy TONONOIMI0, U UX PErnOHasbHble
KOPHM TaKXe MOryT ObiTb PasHbIMKU, TPU IK3EMNAAPA UMEIOT Pa3Hble PerMoHasibHble KOPHW.
KopHeBoi mocT MSTI paccumTbiBaeTca Ha ocHoBe STP/RSTP B Tekyliem pervoHe MST. KopHeBoii
MocT IST — 3To YCTPOWCTBO, KOTOpPOE MOAK/OYEHO K Apyromy pernoHy MST 1 BbIOpaHO Ha
OCHOBE MoJsyYeHHON MHOPMaUUKM 0 npuoputeTe. MPaHUYHbIMA NOPT: YKasblBaeT NOPT, KOTOPbLIN
coeguHAaeT permoH MST c gpyrum permoHom MST, paboumm peroHom STP unm pabouum
pernoHom RSTP. CoctosHMe nopTa. [opT MOXKET HaXoANTbLCA B OAHOM U3 C/lIeYHOLWMX COCTOAHUM
B 3aBUCMMOCTU OT TOro, n3y4yaet iv oH MAC-agpeca 1 nepecblnaeT an Tpaduk.

Forwarding state: yka3biBaeT, 4To nopt usyvyaet MAC-agpeca v nepecbinaer TpaduK.

Learning state: yka3sbiBaeT, 4To nopT nsyvyaetr MAC-agpeca, HO He nepecbliaeT TpaduK.

Discarding state: yka3bliBaeT, 4To NopT He nsydyaet MAC-agpeca v He nepecbliaeT Tpadumk.

Root port: yKkasbiBaeT fyylIMini NOPT OT HEKOPHEBOrO MOCTa K KOPHEBOMY MOCTY, TO eCTb
MopT C HAMMEHbLLE CTOMMOCTbIO A/19 KOPHEBOrO MOCTa. HeKOpHEBOM MOCT B3aMMOLENCTBYET C
KOpPHEBbIM MOCTOM 4Yepe3 KOpHeBOW NopT. HeKOpHEBOM MOCT MMeEeT TONbKO OAMH KOPHEBOW
nopt. KopHeBOM MOCT He MMeeT KOpHeBOro nopta. KopHeBOW MOPT MOMKET HaxXxo4uTbCA B
COCTOAHMM NEPECINKN, 0bYyYeHUs uam copoca.
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HasHauyeHHbI NOPT: yKa3biBaeT NopT 414 nepecblnkn BPDU Ha gpyrue ycTponcTea uam
NIOKanbHble ceTU. Bce nopTbl KOPHEBOro MOCTa ABAAKOTCA Ha3HAaYeHHbIMM NOPTaMW.
HasHauyeHHbIN NOPT MOXKET HAXOAUTLCA B COCTOAHUMN MEPECBIIKN, 00yYeHUs unm copoca.

[NaBHbIMA NOPT: YKa3blBAET NOPT, KOTOPbIN coegmHaeT perMoH MST c obWwmm KopHem.
MopT HaxogMTCA Ha KpaTyalwem nyTM K obuiemy KopHto. B CST rnaBHbli NopT ABnseTca
KOPHEBbLIM MOPTOM pervoHa (Kak ysna). Mactep-nopT — 370 cneumMasnbHblii NOrPaHUYHbIN MOPT.
3710 KopHeBon nopT ana CIST M rnaBHbIN NOPT AN APYIUX SK3eMNAAPOB. [NaBHbIA NOPT MOXKeT
HaxoAUTbCA B COCTOAHWUW MepecblNikn, 0bydeHnsa nnm cbpoca.

AnbTepHaTUBHbIM NOPT: YKa3blBaeT pe3epBHbIA NOPT KOPHEBOIO MOPTa WUAM OCHOBHOTO
nopta. Mpu cboe KOPHEBOrO WAWN TNABHOFO MOPTA A/IbTEPHATUBHBIN NOPT CTAHOBUTCA HOBbIM
KOPHEBbIM WAWN TNAaBHbIM MOPTOM. [NaBHbIM MOPT MOXKET HAaXOAUTbCA TONbKO B COCTOAHUMU
oTbpacbiBaHuMS.

Pe3epBHbIl MOPT: YKa3blBaeT pe3epBHbIM MOPT Ha3Ha4yeHHOro nopta. Koraa HasHavyeHHbIN
MopT BbIXOAUT U3 CTPOA, PE3EPBHbIN MOPT CTAHOBUTCA Ha3HAYEHHbIM MOPTOM WM MepecblnaeT
AaHHble 6e3 Kakux-nMbo 3aaeprKek. Pe3epBHbIN NOPT MOXKET HAXOAUTLCA TONIbKO B COCTOAHMUM
oTbpacbiBaHUA.

MSTP penwut ceTb Ha HECKONbLKO pernmoHos MST. CST paccumTbiBaeTcAa MeXAy PermoHamu.
HecKkoNbKO OCTOBHbIX AepeBbeB PacCUUTbIBAOTCA B pernoHe. Ka)kpoe ceAsylowee aepesBo
asnaetcAa MSTI. 9ksemnnAp O — 3710 IST, a ocTanbHble 3K3emnaApbl — 310 MSTI.

» Pacuet CIST
o YcTpoicTBo oTnpasnadAeT M nonydaetr naketbl BPDU. Ha ocHoBe cpaBHeHwWs
coobLWeHnn KoHdurypaunum MSTP yCcTPOMCTBO C HAMBbLICWUMM MNPUOPUTETOM
BblOMpaeTca B KavecTse obuiero KopHa CIST.
o IST paccuutbiBaeTca B Kaxkgom pernoHe MST.
o Kaxgabli permoH MST paccmaTpuBaeTca Kak oTaesbHoe ycTpoictso, n CST
paccynTbIBAETCA MEXAY permoHamu.
o CST u ST coctasnstot CIST Bceit ceTu.
» Pacuet MSTI
B pernoHe MST MSTP co3gaeT pasaunyHble ceasytowme gepesba aaa VLAN Ha ocHoBe
conoctasneHmna mexay VLAN u ceasyowmmn gepesbamu. Kaxkaoe ocToBHOe aepeBo
paccunTbiBaeTca Hesasucumo. MNpouecc pacyeta nogobeH Tomy, 4to B STP.
B pernoHe MST naketbl VLAN nepecbinatotca no cootsetctaytowmm MSTI. Mexay
permoHamu MST naketbl VLAN nepecoinatotca no CST.

6.9.1. Be6 KoHdpUrypuposaHue

BknroyeHue MISTP npomokona

LLlenkHyTb [Device Basic Configuration] & [MSTP configuration] = [Enable MSTP] ans
BXOA4a Ha CTpaHuLUy KoHbUrypaumm npoTtokona MSTP, Kak MOKa3aHO Ha PUCYHKe HUKe.

Open/Close MSTP
| Mstp Status | Enable v

Apply

e Mstp status
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Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®yHKUMA: BKAtoyeHue / BbikatoveHne MSTP

Konbyessie npomoKosael Ha ocHoge ropmos sknw4varom RSTP, ST-Ring-Port u DRP-Port, a
Konbyessie npomoKossl Ha ocHoge VLAN eKaoyarom MSTP, ST-Ring-VLAN u DRP-VLAN.
Koneuyesble npomokosel Ha ocHose VLAN Agasromca 83aUMOUCKAYAOUWUMU, U 018 00HO020
ycmpolicmea MOXCHO HACMpPOoUMb MOsAbKO MU KO/bUEes0o20 pomokosaa Ha ocHoee VLAN.
Konbuesoli npomoKon Ha ocHoge Mopmos U Kosbsuesol npomokosn Ha ocHose VLAN ssaaomcs
83aUMOUCKAYAWUMU, U 078 00HO20 ycmpolicmea MOXCHO 8bI6paMb MOILKO 00UH PeXUm
KOn1bYy€es020 rnpomokona.

BknroueHue nopm 8 pexcume MSTP, KGK MOKA3AHO HA PUCYHKe HUXM(E.

MSTP Port Mcheck
n v ‘

Apply

e Port
Onuuun: Bce NOpTbl KOMMYTaTOpPA
Mo ymonyaHuto: Disable
®dyHKumA: Korga nopt ¢ nogaepkkoi MSTP nogKatoueH K yCTPOMCTBY C NOAAEPHKKOM
STP, aToT nopT 6yaeT aBTOMaTMYECKM M3MeHeH ans paboTtbl B pexkume STP. Ecaum
YCTPOMCTBO € noaaep:Kkoi STP byaeT yaaneHo, 3ToT NOpT He BEepPHETCA aBTOMATUYECKM
K paboTe B pexxume MSTP. Ecin Bbl XOTUTE BEPHYTLCSA K paboTe B pexkume MSTP B aTom
COCTOSIHUM, YCTaHOBUTE 3Ty YHKLUMIO A5 nopTa. KaK To/IbKO NopT cHoBa nosy4mt STP-
coobuieHne, OH aBTOMATMYECKM NEePEKoUYMTCA Ha paboTy B pexknume STP.

3ma KoHguaypayus ecmynum 8 cusy, mossKo ecsiu Kommymamop pabomaem e pexcume MSTP;
8 MPOMUuBHOM cay4yae 3mo becnosesHo.

KoHgpueypuposaHue MSTP state Ha nopmy

LLlenkHyTb [Device Basic Configuration] - [MSTP configuration] = [Enable Port MSTP]
AN BXOZa Ha CTPaHULy KoHpurypaumm npoTokosa MSTP, Kak MOKa3aHO Ha PUCYHKE HUMKE.

Open/Close Port MISTP

[“Etie [l Do

e Port
Onuuun: BCce NOPTbl KOMMYTATOPA
Mo ymonyaHuio: ecnmn BKAKOYEH rnobanbHbii npoTtokon MSTP, coctosHue MSTP Bcex
NOPTOB OTKPLITO.
DYHKUMA: BKAOUYUTD / OTKAOUUTE MSTP Ha nopry.

Hacmpolime napamemp pe2uoHa MST.
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LLlenkHyTb [Device Basic Configuration] - [MSTP configuration] - [MSTP Region Config]
ONA BXOAA Ha CTpaHULY KOHGUrypauum napameTpoB perMoHa MST, Kak MokasaHO Ha
PUCYHKE HUXKe.

MSTP Region Config

000011111111

e MSTP Region Name config
OnanasoH: 1-32 cumsona
Mo ymonyaHuio: MAC-agpec ycTpoicTBa.
DyHKumA: Hactpolika umeHun pernoHa MST.
e MSTP Revision level config
Onuwnun: 0~65535
Mo ymonyaHuto: 0
PDyHKuMA: HacTpolika napameTpa Bepcum ana permoHa MSTP.
OnucaHue: MapameTp Bepcuu, mma permnoHa MST u Tabaunua conoctasneHus VLAN
onpeaenaloT peroH MST, K KOTOPOMY MpPUHAANEXMUT YyCTpoicTBo. Koraa Bce
KOHUIypaLnmM OANHAKOBbI, YCTPOMCTBA HAaXOAATCA B OAHOM perMoHe MST.

Hacmpolime mabauyy conocmasnerua VLAN, KaGKk MOKA3aHO Ha PUCYHKe Huxce.

Add/Del Instance
N
30-40

Add Del

Instance List

1-7 9 16-20 52-4094
1 g 21-51
2 10-15

e {MSTP Instance ID, VLAN list}
OunanasoH: {0~16, 1~4094}
Mo ymonyaHuto: {0, 1~4094}.
dyHKuMA: HacTtpolite Tabaumuy conoctasneHusa VLAN B pernoHe MST.
OnucaHue. Mo ymonvaHuto sce VLAN conoctasnatotca ¢ aksemnaapom 0. OgHa VLAN
COMOCTaBNAETCA TONbKO C OAHMM 3K3emMnaapom ceAasylowero gepesa. Ecam VLAN c
CYLLEeCTBYIOLWMM  COMOCTaBAEHMEM  COMOCTABAAETCA C  APYTUM  3K3eMMJIAPOM,
npeablayllee conoctaBneHne otmeHsaeTcA. Ecnm conoctaBneHvne mexay HasHauyeHHoOM
VLAN v aKksemnnspom yaaneHo, ata VLAN byaeT conoctaBneHa c aksemnasapom O.

ﬂ <Del> He moxtem ydanume cnucok VLAN sk3emnaapa O

Mocne 3aBepLUeHMA HACTPOMKM «CNMUCOK IK3EMNNAPOBY» NOKAXKET CONOCTABNEHNE MEXAY
VLAN n aKksemnaapom.

Hacmpoﬁme rnpuopumem mocma Kommymamopa 8 Ha3HA4YeHHOM 3K3eMIr1/4pe.
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LLlenkHyTb [Device Basic Configuration] - [MSTP configuration] - [MSTP Instance Config]
ONA BXOZa Ha CTpaHuLy KOoHUrypauumu napameTpoBs sk3emnaapa MSTP, Kak NoKasaHo Ha
PUCYHKE HUXKe.

MSTP MST Pnorny

32768

e MSTP Instance ID
Onuuu: Bce co3aaHHble 3K3eMNAApbI

e MSTP Bridge Priority
OnanasoH: 0761440 c warom 4096
Mo ymonyaHuto: 32768
PyYHKLUMA: HACTPOUTL NPUOPUTET MOCTAa KOMMYTATOPA B HA3HAaYEHHOM 3K3emnasape.
OnucaHue. MpropuTET MOCTa ONPeaenaeT, MOXKET i1 KOMMyTaTop 6biTb BbibpaH B
KayecTBe pPervMoHanbHOroO KOpHA 3K3eMnasapa cBA3ylollero Aepesa. Yem MeHblue
3HauYeHue, Tem BbllLe NPUOPUTET. YCTaHOBUB Bonee HU3KUIM NpUopUTET, onpeaeneHHoe
YCTPOMCTBO MOXeT ObiTb Ha3HAaYeHO KOPHEBbIM MOCTOM CBS3ylOWeEro Jepesa.
YcTponcTteo ¢ noaaepkoit MSTP MOMKHO HAcTpOUTb C PasHbIMK NMpuopuUTETaMU B
pasHbIX 3K3EMNAAPaXxX CBA3YIOLWEro Aepesa.

Hacmpoc”ma npuopumema rnopma u cmoumocmu nymu 6 HA3HAYeHHOM 3K3eMI/1ApPE,
KAK MNOKA3aHO HA PUCYHKe HUx3e.

MSTP MST Port Cost and Priority

0 v

11 v
128

200000

e MSTP Instance ID
Onumun: BCce co3gaHHble 3K3eMNAAPbI

e Port
Onuuu: Bce NOPTbl KOMMYyTaTOpa
e Priority

Onana3oH: 0~240 c warom 16
Mo ymonyaHwuto: 128
DYHKUMA: HACTPOUTb NPUOPUTET NOpPTa B HA3HAYEHHOM 3K3eMnaspe.
OnucaHue: NMpuopuTteT nopTa onpegenset, 6yaeT M OH BbIOPAH B KayecTBe KOPHEBOTO
nopta. B Tom e cocTtosHuM nopT c 6onee HU3KMM NpuopuTeTom byaet BbibpaH B
KayecTBe KOpHeBOro nopta. MopTbl ¢ noaaepKko MSTP MOXKHO HacTPOUTb C PasHbIMMU
npuopuTeTaMmn M Urpatb pasHble POSIN MOPTOB B PA3HbIX IK3EeMNAApax CBA3YHOLLEro
nepesa.
MSTP Port Path cost

e [wuanasoH: 1~200000000
Mo ymo4aHMIO: KaK YKa3aHo B Tabamuax HUxKe.
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Port Type Default Path Cost Recommended Range
10Mbps 2000000 2000000~20000000
100Mbps 200000 200000~2000000
1Gbps 20000 20000~200000
Number of Aggregation Ports Recommended Range
Port Type
(in Allowed Aggregation Range)
10Mbps N 2000000/N
100Mbps N 200000/N
1Gbps N 20000/N

®dyHKUMA: HacTpoiKa CTOMMOCTHM NMyTM NOPTa B Ha3HAaYEHHOM 3K3eMnaspe.

OnucaHune: CTOoMMOCTb NYTM NOPTa UCMONb3YEeTCA A1A PpacyeTa ONTUMANbHOIO NyTH. 3TOT
napameTp 3aBUCUT OT MNPOMNYCKHOW cnocobHocTM. Yem 6onblle nNpoONycKHasn
CNOCOBHOCTb, TEM HUXKE CTOMMOCTb. M3mMeHeHMe CTOMMOCTM NyTU MOpPTa MONKET
M3MEHUTb MNYyTb Mepegaym Mexay YCTPOMCTBOM WM KOPHEBbIM MOCTOM, TEM CaMbIM
M3MeHMB ponb nopta. MopT ¢ nogaep:kkon MSTP MOXHO HaCTPOUTb C Pas3/IMYHOM
CTOMMOCTbIO NMYTU B Pa3HbIX IK3eMNAAPaAX CBA3YIOLWEro AepeBsa.

KoHgueypuposaHue napamempos MSTP epemeHu

LLlenkHyTb [Device Basic Configuration] - [MSTP configuration] - [MSTP Time Config]

ON19 BXOAA Ha CTPaHULLY HAaCTPOMKKM NapameTpos BpemMeHn MSTP, KaK MOKa3aHO Ha PUCYHKe

HUXe.

MSTP Time Config

20
20

MSTP Forward Time Config

Onumun: 4~30 ¢

Mo ymonyaHuto: 15 ¢

dyHKUMA: HacTpolika BpeMeHHOro MHTepBasia AN CMeHbl cocToAaHUA nopTa (Discarding
— Learning unu Learning — Forwarding).

MSTP Hello Time

OnanasoH: 1710 c

Mo ymonyaHuio: 2 ¢

®yHKLMA: HacTpolika BpeMeHHOro HTepBana Ana otnpasku BPDU.
MSTP Max Age Time

OnanasoH: 6740 c

Mo ymonyanuio: 20 ¢

®PyHKUMA: YCTaHOBUTE MAKCMManbHbIM Bo3pacT naketos BPDU.
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3HaveHus Forward Delay Time, Hello Time u Max Age Time 0onxHbl coomsemcmseosame
cnedyrouwum mpebosaruam: 2 * (Forward Delay Time — 1,0 cekyHOb1) >= Max Age Time; Max Age
Time >= 2 * (Hello Time + 1,0 cekyHObl).

PekomeHOyemcs ycmaHO8Ka 110 YMOAYAHUIO.

e MSTP Max Hop
OnanasoHn: 1~40
Mo ymonyaHwuto: 20
®PyHKUMA: HACTPOUTb MAKCMMaJIbHOE KOJIMYECTBO NepexogoB AnAa pervoHa MST.
MaKcumanbHble MNpbIKKKM obnactm MST  orpaHuumBaloT macwTtab obnactn MST;
MaKCUManbHOe KONMYEeCTBO NepexoaoB perMoHasibHOro KOPHA PaBHO MaKCMManbHOMY
KO/IMYecTBy nepexoaos pernoHa MST.
OnucaHune: HaumMHaa ¢ KOPHEBOro MOCTa CBA3yloLLero gepesa B permoHe MST, Homep
nepexoga BblumTaet 1, koraa BPDU npoxoguT Yepes ycTPoMCTBO B perMoHe. YCTpoiCcTBO
oTbpacbiBaeT BPDU ¢ Homepom nepexoza O.

JelicmeumenbHa MOsIbKO MAKCUMQ/AbHAA KOHGuU2ypayus nepexo0o8 KOPHeeo2o0 mMocmd 8
peauoHe MST. Ycmpolicmeo HEKoOpHe8020 Mocma MpuHUMaem KOHpU2ypayuo MaKcumanbHoO20
MPLINCKA KOPHE8020 Mocma.

PexkomeHOyemcsa ycmaHOBKA Mo YMOAYAHUIO.

Hacmpolika ¢pyHkyuu 66icmpoeo nepexoda cocmosaHus MSTP.

LLlenkHyTb [Device Basic Configuration] = [MSTP configuration] - [MSTP Fast Transfer
Config] ans Bxoaa Ha cTpaHuLy KOHOUIYpPaLMK, KaK MOKa3aHO Ha PUCYHKe HUKe.

MSTP Fast Transfer Config
11 v

AUTO v

Ordinary port v

Apply I Defouk |

e MSTP Port Link Type
Onumun: AUTO / Force True / Force False
Mo ymonyaHuto: ABTO
dyHKuMA: YcTaHOBUTE TMN cOeaAMHEHUA NopTa. ECAM NOpT NOAKNOYEH K KaHaNy «TOYKa-
TOYKa», COCTOAAHME NOPTa MOXKET BbITb BbICTPO NepenaHo.
OnucaHue: AUTO o03Ha4yaeT, 4TO KOMMYTAaTOp aBTOMATUYECKM onpegenaeTr Tun
COeaMHEeHMA B COOTBETCTBUM C COCTOAHMEM gynsekca nopTta. Korga nopt paboTaeT B
NONHOAYN/IEKCHOM peXknume, NpoTokon MSTP aBToMaTMYeCKU Npeanonaraet, YTo KaHan,
NMOAKNIOYEHHbIM K MOPTY, ABAAETCA KaHa/NoOM «TO4YKa-ToudKa». Koraa nopt paboTtaet B
noayAynaeKkCHOM pexume, npotokon MSTP aBTomaTHMyeckn npegnoaaraet, YTo KaHasn,
NOAK/MOUYEHHbIN K NOPTY, ABAsSETcA 0bwmm KaHanom. Force True o3HayaeT, UTo CCbIJIKa,
NOAKNOYEHHAs K JIOKanbHOMY MOpPTY, ABAseTca AByxtodedHon. Force False o3Havaer,
YTO CCbI/IKA, NOAKAOYEHHAA K JIOKaNbHOMY NOPTY, ABASETCA 0bLei CCbINKON.
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6.10.

Set/Cancel Edge Port

BapuaHTbl: Edge port / Ordinary port

Mo ymonyaHuio: Ordinary port

®yHKLMA: HacTpoliTe nopT Kak nopT Edge namn obbluHbIN NOpT.

OnucaHue: Korga MOPT HanpAMyt MOAKAOYEH K KOHEYHbIM YCTPOMCTBAM, HO He
NOAK/IOYEH K APYrMM YCTPOMCTBAM WAW OBLIMM CcermeHTam, 3TOT MOpPT fABAAeTcA
rPaHUYHbIM MOPTOM. OrpaHMYHbIM NOPT MOMKET ObICTPO NepenTn oT BJAOKMPOBKU K
nepecblsike 6e3 3aaep»KKn. Kak ToNbKO NOrpaHMyYHbIA NOPT Noay4mT coobuieHne BPDU,
3TOT NOPT CHOBA U3MEHUTCA Ha OBbIYHbIN NOPT.

Mpocmomp MSTP KoHghuypayuu

LLlenkHyTb [Device Basic Configuration] - [MSTP configuration] - [MSTP Information]

Ans Bxoaa npocmotpa MSTP KoHdUrypaLmm, Kak NOKasaHO Ha PUCYHKE HUKeE.

Information Display

—— MSTP Bridge Config Info —-—
Bridge MAC 00:00:11:11:11:11

Bridge Times Max Age 20, Hello Time 2. Forward Delay 15

Force Version

FREEFRHEEZRREERHFEFFRFERHHF Instance 0 FEESXXFESIREEFRMREERRRERRRE
Self Bridge Id 32768 - 00:00:11:11:11:11

Root Id this switch

Ext RootPathCost 0

Region Root Id this switch

Int RootPathCost : 0
Root Port ID o
Current port list in Instance 0:
Ethernet3~4 (Total 1)

PortHame D ExtRPC IntRPC State Role D=gBridge D=gPort

Ethernet3-4 128.012 &

Alarm

KommyTaTopbl 3TOM cepum NOAAEPHKMUBAIOT CAeAYIOLLME TUMbl ABAPUNHBIX CUTHAMOB:
ABapuiHbIi curHan KoHpankTa IP/MAC: ecnm BKAKOYEHO, aBapUMHbIA CUTHaA BO3HUKaeT
npu KoHbaukTe IP/MAC-aapecos;

ABapuiHbIiA cUrHan ucnonbzosaHua namatn / LUM: Ecam aTa GyHKUMA BKAKOYEHA, CUrHaN
TPEBOrM reHepupyeTcs, Koraa mucnonb3zosaHue LM / namaTn npesblillaeT yKasaHHbIN
nopor.
ABapuiHbIA CUrHan nopTa: ecaM 3Ta QYHKUMA BK/AOYEHA, aBapuWHbIA CUrHan
cpabatbiBaeT, Korga nopT HaXOAUTCSA B COCTOSSHUW OTCYTCTBMA COEANHEHMUS.
ABapWMHbBIA CUTHAN NMUTAHUA: OH NMPUMEHMM K NPOAYKTaM C ABOMHbIM MCTOYHUKOM
nuTaHus. Ecnm ata pyHKUKMA BKAOUYEHA, TPeBOra cpabaTbiBaeT NpM OTKAOYEHUU NMUTAHUA
NN OTKIOHEHUW OT HOPMBbI.
TpeBora 3BOHKa: Ecnm ata dyHKUMA BKAOYEHA, TpeBora cpabaTbiBaeT, Korga Ko/bLo
pa3oMKHYTO.
ABapUIAHbIA CUIHaN BbICOKOM TeMnepaTypbl: eciv 3Ta GYHKLUUS BKAOYEHA, aBaPUMHbIN
curHan cpabaTbiBaeT, Korga TemnepaTypa MepekntoyaTens MpeBbilaeT Noporosoe
3Ha4YeHue BbICOKOK TemnepaTypbl.
Jdunana3oH oblero nopora BbicOKol Temnepatypsbl (T-high) coctasnaet ot 85 °C
00 94 °C c HacTpoiKoi no ymonyaHuto 85 °C.
Jurana3oH onacHoro BbicoKkoTemnepaTtypHoro nopora (T-Max) coctasnset ot 95°C
80 100°C c HacTpolikoi no ymondaHuto 95°C.
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O6wWwuii aBapuiHbIA CUFHaN BbICOKOM TemnepaTypbl cpabaTbiBaeT, Korga
TemnepaTtypa nepekntovatens (T-cur) Bbiwe nopora T-high n HUKe nopora T-Max
(T-high <T-cur<T-max).

ABapuiiHbIA CUTHa/l OMAcHOM BbICOKOM TemmnepaTypbl cpabaTbiBaeT, Koraa
TEMNepPaTypa NepekoyaTens paBHa WM NPEBbILWAET NOPOroBoe 3HayeHue T-
Max (T-cur>=T-max).

> ABapUIiHbIN CUrHaN HU3KOW TemnepaTypbl: ecan 3Ta GYyHKLMA BKAOYEHA, aBapUIAHbIN
curHan cpabaTtbiBaeT, Korga TemnepaTypa MNepeknoyaTens MpesblaeT Moporosoe
3HaYeHMe HMU3KoW TemnepaTypbl.

[dunanasoH nopora Hu3Kol TemnepaTypsbl (T-low) coctasnnet ot -40 °C go 10 °C ¢
HacTpoMKom no ymondanuto -40 °C.

ABapWiHbIA CUrHaN HW3KOW TemnepaTypbl cpabaTtbiBaeT, Korga TemnepaTypa
nepeknatoyatena (T-cur) HUKe noporosoro 3HauyeHua T-low (T-cur<T-low).

» ABapuiiHbI cUTHan TpaduKa NopTa: ecnu 3Ta GyHKLUMA BKAOYEHA, aBapPUMHbIA CUTHaN
reHepupyeTcs, Kor4a CKOpOCTb Bxogsallero/mcxogawero Tpaduka nopra npesbiwaer
YKa3aHHbIN nopor.

» AsapuiiHbin curHan owmnbkn CRC / noTtepu naketa: Eciv 3ta ¢yHKUMA BKAKOYEHa,
aBapWHbIA CUTHAN reHepupyeTcs, Korga KonudyecTBo owmnbok CRC / notepu nakeTa
nopTa NPeBbILIAET YKa3aHHbIM Nopor.

Korga d)yHKLI,MFI TPEBOIrM BKJ/IlOYEHA, PeXMMbl TpeBOrn BKNKOYAKOT 3anNnUCb B XYPHan,

MWraHWe cBeToANOLa TPEBOIM Ha NepeaHel naHenu, cpabaTtbiBaHUE KNEMMHOrFo 6/10Ka TPeBoru
M OTNpPaBKy NakeToBs sioByweK SNMP.

TonbKo enasHaA cmaHuua Koaeuya ST u KopeHb DRP noddepycusarom pyHKUUKO Konbyesol
cueHanusayuu.

6.10.1. Be6 KoH}Urypauusa

Hacmpolika u omobpaxceHus npedynpexcdeHue 06 ucrions3osaHuu namamuy/Lr.
LLlenkHyTb [Device Basic Configuration] - [Alarm] = [Basic Alarm] gna Bxoga Ha cTpaHuuy
KOHOUrypaLuMmM aBapUIMHOTO CUrHana Mcnosb3oBaHMA namaTu/LIMN, Kak NokasaHo Ha

PUCYHKE HUKe.

Mem and CPU Usage Alarm

(] Mem Usage Alarm [J CPU Usage Alarm
(85  |i50~100) 85  |50~100)
5 (1~20) 5 (1~20)
Disable Disable
[ Apply |

e Mem Usage Alarm/CPU Usage Alarm
Onumu: Enable / Disable
Mo ymonyaHuto: Disable
OYHKUMA: BKAOUYUTL / BbIKAOUYATL CUFHANM3ALMIO WCMOAb30BaHMA namatn [/
npoueccopa.
e Threshold (%)
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AnanasoH: 507100
Mo ymonyaHwuto: 85
®yHKUMA: yCTaHOBKAa Mopora ucnonb3oBaHua namatn/UMN. Korga wcnosnb3osaHue
namatn/LMN KommyTatopa npesbilaeT Noporosoe sHadeHne, reHepupyeTcs aBapuiiHblii
cUrHan.

e Margin Value (%)
Onana3son: 1~20
Mo ymonyaHuto: 5
®yHKUMA: YCTaHOBMTE 3HaYeHKe 3anaca Ucnosib3osaHua namatu / LN,
Onucanue: Ecam ncnonbsosaHue namaTtu / LM Konebnetca 0KoA0 NOPOroBOro sHaveHus,
aBapuiiHble CUrHasbl MOTYT reHepupoBaTbcAa U cbpacbiBaTbCA HEOAHOKPATHO. YTObbI
npeAoTBPaTUTL 3TO ABJIEHME, Bbl MOXKETE YKa3aTb 3HaYeHMe MapKu (Mo ymondaHuto 5%).
ABapuiiHbIA curHan byaet cbpolweH TONbKO B TOM C/iydae, eCcau WUCrnoJsib30BaHMe
namaTu/LIM HUsKe NOPOroBoro 3Ha4YeHua Ha BeanYMHy 3anaca uau 6onee. Hanpumep,
Nopor UCNo/b30BaHUA NaMATU YCTaHOBAEH Ha 60%, a 3HaYeHue NoNA YyCTaHOBAEHO Ha
5%. Ecnv ncnosib3oBaHWe NamATM KOMMyTaTopa MeHblle nan pasHo 60 %, aBapuiiHblit
CUrHan He reHepwupyeTca. Ecam ucnonb3oBaHWe namATM npesblwaeTr 60%, byaet
CreHepupoBaH CUrHan TpeBOru. ABapwitHbIA curHan ByaeT cOpoLlieH TO/IbKO B TOM
cny4yae, ec/iv UICNONAb30BaHUE NAaMATU PAaBHO UK HUXKe 55%.

e Alarm Status
Onuwuu: Disable / Disable
DYHKLMA: MPOCMOTP COCTOAHUA MCNOb30BaHMA namatn / LN kommyTtaTopa. Tpesora
O3HayaeT, 4YTo ucnosib3oBaHve namatTM / LM npeBbillaeT NOPOroBoe 3HayeHue U
Bbl3blBaeT TPEBOTry.

3aepy3ka LI 8 s3mom 0okymeHme omHocumcs K cpedHeli 3aepy3ke L1 30 name MmuHym.

Hacmpoliika u omobpaxeHue cuzHan08 mpesoau o MOWHOCMU U memiepamype, KaK
MOKA30HO HA PUCYHKE HUME.

Power and Temierature Alarm

(J Power Alarm Disable
[ High-Temperature Alarm Disable
(] Low-Temperature Alarm Disable

e Power Alarm/High-Temperature Alarm/Low-Temperature Alarm
Onuwuu: Disable / Enable
Mo ymonyaHuto: Disable
OYHKLMA: BKAOUYUTL / OTKAOUYUTb CUTHANU3aUMIO NUTaHMA / CUTHANAN3aUMIO BbICOKOM
Temnepartypbl / CUrHaAN3aLUuIo HU3KOW TemnepaTypbl.
e Power Alarm Status
BapuaHTbl: Normal / Alarm
®PYHKUMA: NPOCMOTP COCTOAHUA aBapUMHOIO CUrHana NUTaHUS.
ABapuiiHbINA CUTHaN: ANA NPOAYKTOB C pe3epBHbIM NMUTAHUEM OAMH U3 MOAYNEN NUTaHUA
BbIXOAMUT U3 CTPOA NAN paboTaeT HEHOPMA/IbHO, U cpabaTbiBaeT aBaPUNHbIN CUrHAN.
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HopmanbHbIN: s NPoAyKTOB C OAHUM UCTOYHUKOM NUTAHMA MOAY/b MUTaHUA NoaeT
NUTaHMe B ODObIMHOM peXXMMeE; ANA NPOAYKTa C pPe3epBHbIM MUTAaHMEM ABa CUAOBBIX
Moayna obbluHO obecneymBatoT NUTAHMeE.

High-Temperature Alarm Status / Low-Temperature Alarm Status

BapuaHTbl: Normal / Alarm

®PyHKUMA: npocmoTp paboyen TemnepaTypbl nepekntovatens. TpeBora O03HavyaeT, YTo
TemnepaTypa nepeKkaoyaTens npesbiaeT MOPOroBoe 3HayeHue BbICOKOMN/HU3KOM
TemnepaTypbl 1 Bbi3biBaeT TpeBory. HopmasbHbI 03Ha4YaeT, YTo paboyas TemnepaTypa
nepeKkaoyaTena HopmasbHas.

Hacmpolika u omobpaxceHue onoseweHUsa o KoHpaukme IP, MAC, KaK noka3aHo Ha
PUCYHKe HUXe.

IP and MAC Conflict Alarm
) IP&MAC Alarm
180 (3s~6008s)

Disable

IP and MAC conflict alarm

Onuuu: Enable / disable

KoHdurypaumsa no ymonyaHuto: disable

PYHKUMA: BKAKOYNUTD 1N CUTHANM3ALMIO O KOHONMKTE afpecos.

Time Interval

[JunanasoH koHdurypaumm: 3 ¢~ 600 ¢

Mo ymonyanuio: 180 c

®dyHKUMA: HacTpoiKa BpemMeHHOro MHTepBasia a1 0bHapyXeHua KOHPNKTOB aapecos.

Hacmpolika u omobpaxceHue mpesoau nopma

LLenkHyTb [Device Basic Configuration] = [Alarm] = [Port LinkDown Alarm] gns Bxoaa

Ha CTPaHULY KOHPUIypMpPOBaHMA TPEBOIM, KaK MOKA3aHO Ha PUCYHKE HUXKeE.

Port LinkDown Alarm

O Disable 12 Disable
O3 Disable 1a Disable
Flan LinkDown 22 LinkDown
#2/3 LinkUp [¥]2/4 LinkDown
O3 Disable 032 Disable
33 Disable O3 Disable
O4n Disable 42 Disable
413 Disable a4 Disable
Osn Disable 52 Disable
Os3 Disable [Osi4 Disable
Apply

Port

Onuwuu: Disable / Enable

Mo ymonyanumio: OTKNOUNTD

DYHKLMA: BKAOUYNTD / BbIKAOYMTL TPEBOrY NopTa.
Alarm Status

Onumu: LinkDown / LinkUp
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DYHKUMA: NPOCMOTP COCTOAHUA MNOAKAYeHUAa nopta. LinkUp o3HauaeT, 4to nopt
HaXoAWUTCA B COCTOAHMM MOAKNIOYEHUA U NOAAEPKMBAET HOPMa/IbHYIO CBA3b. LinkDown
03HayaeT, YTo MOPT OTK/AIOYEH UAM HAXOAMTCA B HEHOPMasbHOM coeamnHeHun (c6oit
cBA3n).

Hacmpolika u omobpaxceHue asapuliHo20 cueHasa mpaguxka nopma.

LLlenkHyTb [Device Basic Configuration] - [Alarm] = [Alarm about PortRate] ana Bxoaa
Ha CTpaHuLYy KOHOUrypaLumm onoselleHns o TpaduKe NOPTOB, KaK MOKA3aHO Ha PUCYHKe
HUKe.

Aarm about PoriRate

2 = ] bps v = 0 bps v

1000000000 bos v = 1000000 Hbos v

e input rate alarm/output rate alarm
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
OYHKUMA: BKAOYMTb / OTKIIOUNTL CUTHANAM3aLMIO TpadUKa nopTa.
e Threshold
[OunanasoHn: ot 1 go 1000000000 6uT/c nam ot 1 Ao 1000000 k6uT/C.
®YHKLMA: HACTPOUTbL MOPOroBoe 3HaYeHMe A1A TpaduKa nopra.
e Alarm Status
BapuaHTbl: Alarm / Normal
®YHKLMA: NPOCMOTP COCTOAHMA TpaduKa nopTta. TpeBora O3HayaeT, YTO CKOPOCTb
BxoasAwero / ucxoaAwero TpaduKa npesbillaeT NOPOrosoe 3HayeHue U Bbi3biBaeT
Tpesory.

Hacmpolika u omobpaxceHue cueHana owubku CRC / nomepu nakema.
LLenkHyTb [Device Basic Configuration] - [Alarm] - [Alarm about CRC/ Pkt Loss] to enter]

[O/19 BXO/la Ha CTPaHMLY KOHPUrypaumm asapuinHoro curHana owmnbkn CRC / notepu nakera,
KaK NOKA3aHO HA PUCYHKE HUXKe.
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arm about CRCPRI Loss

1 prs. 1

009000 pos 000000

(| ] s s D R s s s s s s R s s s s s )
Oo0j0/O|0|D|D|0|0|0|0|0@0O(@|o|o|o|0

e CRC/Pkt Loss Alarm
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®yHKumMA: BKAtoueHne/oTKkNtoueHne CRC/curHana notepm Pkt.
e Threshold
OnanasoH: ot 1 o 1000000pps.
®yHKLMA: HacTpoiiTe noporoBoe 3HayeHWe ANA aBapuUMAHOrO CUMrHana notepu NopToB
CRC/Pkt.
e Alarm Status
BapuaHTbl: Alarm / Normal
®yHKuMA: npocMmoTp craTyca notepu noptos CRC / Pkt. ABapuiiHbIA cUrHaN O3Hayaer,
yto notepa CRC / Pkt nopTa npeBbilaeT NOPOroBoe 3Ha4YeHWE U Bbi3blBAET aBapUIAHbIN
CUTHan.

Hacmpolika u omobpaxceHue cuzHaaa mpesoau ST-Ring.

LLlenkHyTb [Device Basic Configuration] = [Alarm] = [Alarm about Ring] ana sBxoga Ha
CTpaHuLy KoHdurypauum Tpesorn ST-Ring, Kak NOKa3aHO Ha PUCYHKe HUMKe.

1 Alarm
¥ 2 MNorma

[rooy|

e Alarm About ST-Ring
Onuuu: Disable / Enable
Mo ymonyaHutio: Disable
DYHKUMA: BKAOUYNTL / OTKAOUUTL curHan DT-Ring.
e Alarm Status
BapwuaHTbl: Alarm / Normal
®PyHKUMA: NpocmoTp cocTtoAHnAa ST-Ring. HopmanbHbI 03HayaeT, 4To Kosbuo ST
3aKpbITO. ABapUIHbLIN CUrHan o3Ha4vaeTt, YTo ST-Ring Pa3sOMKHYT WAW, HaxoauUTCA B
HEHOPMaNIbHOM COCTOSHUM.



CT=3

PyKoBoACTBO Nonb3oBatens

6.11. Uudposaa agnarHocTuka

Undposan anarHocTKa asnsetca 3GGEeKTUBHbIM METOLOM KOHTPOIA BarKHbIX paboumx
napameTpoB OMNTMYECKUX Mpuemonepesatymkos. [MapameTpbl, nogjexaliue MOHUTOPUHTY,
BKJ/IIOYAIOT ONTMYECKYI0 MOLLHOCTb NMepesayn, ONTUYECKYI0 MOLLHOCTb Npuema, TemnepaTtypy,
paboyee HanpAXKeHWeE, TOK CMELLEHUA U aBapUitHble CUTHabl. PYHKUMA LMPOBOIN ANArHOCTUKM
ONTUYECKMX TPAHCMBEPOB N03Bo/IAET 610Ky NMS nosiyyatb JOCTYN K ONTUYECKUM TpaHCUBEPAM
yepes ABYX/IMHENHble NOCNeA0BaTe/IbHbIE WWHbI M KOHTPO/IMPOBATL UX TemnepaTypy, pabouee
HanpsAMKeHWe, TOK CMeLLeHUs, nepefasBaTb M MOAyd4aTb OMNTMYECKYID MOLLHOCTb B pexunme
peanbHoro BpemeHW. WM3mepsas 3TV napameTpbl, 610K ynpaBieHuWs cnocobeH 6bICTPO
onpeaenuTb KOHKPETHOE MEeCTO, rAe BO3HMKAET OLMBKaA B ONTOBONOKOHHOW INHUW CBA3M, TEM
CaMbIM YMpoLLLas TeXHUYECKoe 0b6CyKMBaHME M NOBbIWAA HAAEXKHOCTb CUCTEMDBI.

6.11.1. Beb6 KoHdpUrypupoBaHue

KoHgpueypuposaHue u omobpaxceHue SFP nopm RX mpesoau numaHus

LLlenkHyTb [Device Basic Configuration] - [Alarm] = [Sfp Port Rx Power Alarm] ana sxoaa
Ha CTPaHULY KOHPUIypaLmMM aBapUMHOro cUrHaaa nuTaHua nopta SFP RX, Kak NokasaHo Ha
PUCYHKE HUMKe.

]

Sii Port Rx Power Alarm

1/3 220 | (-400~82) Norma
14 220 | {-400~82) Disable
4131 220 |{-400~82) Norma
32 220 | {-400~82) Disable
313 220 |{-400~82) Disable
[J3/4 220 | {-400~82) Disable
441 -220 (-400~82) Alarm
4/2 220 | {-400~82) Alarm
[F4/3 220 | {-400~82) Norma
444 220 |(-400~82) Alarm
=

e Sfp Port Rx Power Alarm

Onuwuu: Enable / Disable

Mo ymonyaHuto: Disable

®YHKUMA: BKAOYEHWEe / OTKNtOYEHME CUTHaNa TpeBorn NuTaHua RX nopTa SFP.
e Threshold

[Ounana3soH: -400~82 (egmHuua usmepenua: 0,1 Abm)

Mo ymonyaHwutio: -220 (-22,0 abm)

dyHKUMA: HacTpoiKa nopora gnsa cMrHana TpeBor mowHoctn RX nopta SFP.
e Alarm Status

BapuaHTbl: Alarm / Normal

®PyHKUMA: nocsie BKAOYEHUS GYHKLMKM TPEBOra 03HaYyaeT, YTO MOLWHOCTb Rx a5 nopTa

SFP meHbLUe yKa3aHHOro nopora v Bbi3blBaeT TPEBOTY.

Hacmpolika u omobpaxceHue cueHana mpegoau mpaHcueepda.
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LLlenkHyTb [Device Basic Configuration] - [Alarm] - [Alarm about transceiver] ana exoaa
Ha CTpaHULY KOHGUTypaL MM TPEBOTr TPaHCUBEPa, KaK NOKa3aHo Ha PUCYHKE HUKe.

Alarm about transceiver

=

an -40 5dBm Normal Alarm -6 6dBm Normal Normal

[44] <0 508m Nommal Alarm 5 0dBm Normal Hormal

e Alarm about transceiver
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
OYHKUMA: BKAOYUTD / BbIKAOYMTb CUTHANM3aLMIO NpuemonepeaaTynka. ABapuitHblin
CUTHa/ O HU3KOM YPOBHE ONTMYECKOWN MOLLHOCTM reHEepPUPYETCS, Koraa OTC/eXMBaemoe
3HaYeHue oNTUYECKOM MOLHOCTM Ha NopTy SFP mMmeHblUe HUXKHEro nopora aBapuMmnHoro
CWUrHafa; TpeBOra BbICOKOWM ONTUYECKOM MOLLHOCTM  reHepupyeTcsa, Koraa
OTC/IeXXMBaeMOE 3HaYeHMe ONTUYECKOM MOLHOCTM Ha nopTy SFP npeBsbiwaeT noporosoe
3HaYeHne BePXHeN TPEBOTHU.

Huskuli u s8bicokuli mopoe2 onmuyeckoli MowHOCMu 308UCAM om annapamHo2o obecrnevyeHus u
He mo2ym 6bimb HACMPOEHbI NPO2PAMMHO.

6.12. KoHdurypauyusa KypHana

®YHKLMA KypHana B OCHOBHOM 3aMuCbiBAaeT COCTOSIHUE CUCTEMbI, OWWMOKMK, OTNAAKY,
aHOManuK N apyryto nHoopmaumto. Mpu COOTBETCTBYIOLWLEN HACTPOMKE KOMMYTATOP MOXKeT
3arpy»aTb XypHaibl Ha cepBep C NnoaaepKKol Syslog B pexkume peanbHoro spemeHu. KypHanbl
Aenatca Ha 4 ypoOBHA B 3aBMCMMOCTM OT WX Ba*KHOCTU U BaXHOCTU OT Kputuueckoro,
MpeaynpexaeHns, UHbopmaunn go OTnagkm B nopsake ybbiBaHUA. Yem meHblUe 3Ha4YeHue,
Tem Bonee aKTyanbHOM ABNAETCA UHGOPMaUUA.

Information Level Value Description
Critical 2 Serious system problem
Warning 4 Warning information

Information 6 Notification that needs to be recorded

Debugging 7 Information generated in the debugging process

6.12.1. Beb6 KoHdUrypuposaHue

Hacmpouka ¢yHKyuU xcypHana

LLenkHyTb [Device Basic Configuration] - [Log Configuration] - [Log Configuration] ans
BXOZa Ha CTpaHULY KOHOUIYPUpPOBaHUE KypHana, Kak NoKasaHo Ha PUCYHKE HUXKe.
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Log To Flash Configuration
Disable v
14400

| Apoly |
Log Server Configuration

Local0

| Apply |
e Log to flash enable
Onuuu: Enable / disable
Mo ymonyaHutio: disable
®YHKLMA: COXPaHEHME }KypHana B Cy»Kbe BKAOYEHUA GA3LW-NaMATH.
e Log to flash interval
BapuaHTtbl: 10~14400MuH
Mo ymonyanwuto: 14400
®yHKLMA: HacTpoiKa MHTepBana BpeMeHU A1 COXPAHEHUA KYPHAN0B BO GN3LW-NaMATD.
e |P Address of remote logging server
HacTtpoiite IP-agpec cepBepa, Ha KOTOPbIV 3arpy:KaeTca MHPopmMaLmA KypHana.
e Facility
Onumu: LocalO - Local7
Mo ymonyaHuto: Local0
OnucaHue: Cpeactso uMcnosb3yeTcA Ana MAeHTUPUKALMU PasAnYHbBIX MCTOYHWUKOB
YKYPHANOB Ha cepBepe KypHaNos..
e Level
BapwuaHTbl: Critical / Warning / Information / Debugging
Mo ymonyaHuto: Warning
®dyHKUMA: BbibepuTe ypoBeHb 3anNncbiBaeMoit MHPOpMaL MK KypHana.
OnucaHue: UHPopmauma KypHana MoxKeT 6biTb 0TOMAbTPOBAHA MO YpoBHAM. [paBuio
bUNbTPaALMKM 3aKIOYaeTca B TOM, YTO 3anpeLaeTcs BbiBoA, UHGOPMALUKM, 3HAYEHUE
KOTOpOWM 60/iblie 3HaYeHUsA BbiIbpaHHOTro MHGOPMaALMOHHOIO YPOBHA. Hanpumep, ecam
BblOpaH ypoBeHb MHbOpMaLmm «MpeaynpexaeHne» U COOTBETCTBYHOLLEE eMY 3HAYEHME
paBHO 4, cMcTeMa BbIBOAMUT TO/bKO «KpuTuyecKas nHopmauma» co 3HavyeHnem 2 u
«[TpeaynpexkaeHune» co 3HavyeHuem 4.

Bbl MOKeTe ycTaHOBMTb NporpammHoe obecneyeHune Syslog Server, Hanpumep, Tftp32, Ha
MK ona cospanua «Syslog Server». MHbOpMauma KypHana MOXKET 0TObparkaTbCa B pexume
peanbHOro BpemeHu Ha cepaepe Syslog, Kak MOKa3aHO Ha PUCYHKe HUKe.

". Iftpd32 by Ph. Jounin g@‘@
Cunent Directory |D:\duanqjaojuan\ E\itpd32 334 =~ Browse
Server nteface [192.168023 Server IP Address -] Show Di

Titp Server | Titp Client | DHCP server |5yslug server | DNS server | Log viewer
text frer

<132> Z)an 02 21:22:28 1970 MODULE_ETHDRV[evHnd_S} %LINEFROTO-5UPDOWN: Line protocol on Interface Ether... 150
<132> %)an 02 21:22:30 1970 MODULE_ETHDRV[evHnd_S} %LINEFROTO-5UPDOWN: Line protocol on Interface Ether... 150
132> Z)an 02 21:22:33 1970 MODULE_ETHDRV[evHnd|_S} %LINEPROTO-5UPDOWN: Line protocol on Interface Ether.. 190
<132 Zan 02 21:22:35 1970 MODULE_ETHDRV[evHnd|_S}%LINEPROTO-5UPDOWN: Line protocel on Interface Ether.. 190

Log Displaying Area

< >

Clear Copy

Setings Help

lMpocmomp KoHguaypayuu ¥ypHana
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LLlenkHyTb [Device Basic Configuration] = [Log Configuration] = [Show Log] ana Bxoaa
Ha CTpaHULYy NPOCMOTPa NI0ra, Kak MOKa3aHOo Ha PUCYHKe HUKe.

Show L
[Warning v ‘
[ \
C \

[ Reset [ Apply |

o Level
Onuuu: Warning / Critical
Mo ymonyaHuto: Warning
DyHKUMA: BbIOEpUTE CaMbll HU3KUI ypOBEHb 0Tobpaxaemon nHdopmaLmnm KypHasa.
e Begin Index/End Index
OnanasoH: 1765535
DYHKUMA: NPOCMOTP YKasaHHOW MHpopMauMu KypHana B bydepe, U oaHaA CTPOKa
YKa3blBaeT Ha OAHYy 3anucb. Ha pucyHKe HUKe MOoKasaHa yKasaHHaA WMHpopmauma

ypHana B 6ydepe.
 omatonDegy

suuenswwnn Log information on Active Master ssssswssssesws
No WVRAM for logging

Current messages in SDRAM 6

4 %Jan 01 23:51.16 1970 <warnings> MODULE_ETHDRV[evHndl_9].%
LINEFROTO-5—

UEDOWN: Line protocol on Interface Ethernet2/1. changed state to UP

3 #Jan 01 23:51:14 1970 <warnings> MODULE_ETHDRV[ewhndl 9] %
LINEPROTO-5-

UPDOWH: Line protocol on Interface Ethernet2/1, changed state to DOWVN
2 %Jan 01 23:45:03 1970 <varnings> HODULE_ETHDRV[evHndl_9] %
LINEPROTO-5-

UFDOWN: Line protocol on Interface Ethernet2-1. changed state to UP

1 %Jan 01 23:45:01 1970 <warnings> MODULE_ETHDRV[evHndl_9]%

LINEPROTO-5.
UPDOVN: Line protocol on Interface Ethernet2/2. changed state to DOVN

B byghepe coxpaHAEMCA MOsbKO Kpumu4eckaa u npedynpedumesbHaa UHGPOPMAUUA HypHAAA
b6e3 uHgopmayuu U UHGOPMAUUU HYPHAAA OMAAOKU.

3azpy3Ka ucypHana

LLlenkHyTb [Device Basic Configuration] = [Log Configuration] = [Log Transmit] ana Bxoaa
Ha CTPaHWULY 3arpy3Ku KypHana, Kak NnoKasaHo Ha PUCYHKE HUXKe.

Log Upload

192.168.0.23

admin

LLL]

log txt

o FTP Server
dopmat: A.B.C.D.
dyHKUMA: YcTaHoBuTe IP-agpec FTP-cepsepa.
e User Name
dyHKUMA: HacTpolika umeHn nonb3osatensa FTP.
e Password
dyHKUMA: HacTpolika naponsa nonb3oBatens FTP.
e File Name
Onana3oH: 1~32 cumBona
DyHKUMA: YCTAaHOBUTb UMA dalinia, COXpaHEHHOro Ha cepBepe.
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FTP-cepgep 0onaxceH ocmasamosCs 8 OHAAUH-COCMOAHUU 80 8peMSA 3a2pY3KU H(YPHAO08.

Ouucmka uHgpopmayuu 8 bygepe xypHana

LenkHyTe [Device Basic Configuration] - [Clear Log] pna o4MCTKM KypHana, KakK
MOKa3aHO Ha PUCYHKe HUXKe.

Clear Log

CCiear

6.13. KoHdurypaumua mapupyrmsaumm

Y106bl MONMYYUTL AOCTYM K yAaseHHOMY Y31y B MHTepHeTe, y3en A0/KeH BblbpaTb
COOTBETCTBYIOLWMI MAPLIPYT C MOMOLLbIO MapLIPyTU3aTOPOB UM KOMMYTAaTOPOB YpOBHA 3. B
npouecce Bblbopa MyTU KaxKAbli KOMMyTaTop 3-ro ypoBHA BblbMpaeT NyTb K chaeaylowemy
KOMMYTaTOpPY 3-r0 YPOBHS B COOTBETCTBMM C afpECOM NOJIyYaTe s NoJy4yeHHOro nakerta 4o Tex
nop, NoKa nocneaHuii KOMMYTaTop 3-r0 YPOBHA HE OTMNPaBUT MaKeT XOCTy-noayyatento. MyTb,
KOTOpPbIA BbIOMPAET KaxAbli KOMMYTaToOp YPOBHA 3, Ha3blBaeTcs MaplipyTom. MapupyTbl
Aenatca Ha cneaytowme Tunbl: MNPAMOMA MaplwpyT: YKasblBaeT MapLpyT, OBHapyKeHHbIW
NPOTOKO/IOM KaHasibHOro ypoBHA. CTaTUYECKMIM MapLUPYT: YKa3blBaeT MapLUpPyT, HAaCTPOEHHbII
CeTeBbIM aAMMUHUCTPATOPOM BPYYHYH. [MHAMMUECKMI MapLUpyT: YKasbiBaeT MapLIpyT,
06HapYKEHHbIN NPOTOKONOM MapLLPYTU3aLMM.

6.13.1. KoHdurypupoBaHme ctaTUdeCKOM MapLupyTU3aLmm

CTaTnyeckme MapLIpyTbl HAaCTpaMBaloTCA Bpy4yHyto. Ecin Tononormsa cetM npocta, Bam
HY*KHO TOJ/IbKO HaCTPOUTb CTaTUYECKME MapLUPYTbl ANA NpaBuabHOM paboTbl ceTn. CTaTuyeckue
MapLpyTbl NPOCTbl B HAacTPOMKe M CTabusibHbl. MX MOXHO MCNO/Mb30BaTh AN 6aNaHCMPOBKK
HarpyskuM 1 pesepBHOro KOMMPOBaHWA MapLUPYTOB, NPeAOTBPaLLAA HEe3aKOHHble U3MEHEeHMUsA
MapLwpyToB. HeaA0CTaTKOM MCMOAb30BaHUA CTaTUYECKMX MapLUPYTOB ABAAETCA TO, YTO OHU He
MOTYT afanTMPOBATbCA K M3MEHEHMAM Tomosorum cetn. Ecam B cetu npousoiiger c6oit mam
NPOM30MAET TONONOIMYECKOE N3MEHEHME, COOTBETCTBYIOLME MAPLIPYTbl CTAHYT HEAOCTYMHbI, U
ceTb pasopseTcA. B aTom cnydyae ceTeBOM agMWMHUCTPATOP LO/BKEH U3MEHWUTb CTaTUYECKMe
MapLpyTbl BPYYHYIO.

6.13.1.1. Tabnuua mappyTtos

Kaxkablh KomMyTaTop YPOBHA 3 noaaeprkmMBaeT Tabnvuy maplipyTv3aumm, B KOTOPOW
3anNunCbIBAOTCA BCE MapLLPYTbl, UCNO/Ib3yeMble KOMMYTaTOPOM.

Karkpaa 3anuck B Tabnnue yKkasbiBaeT, yepes Kakon uHtepdeiic VLAN onKeH NponTu
naKeT, NnpegHasHa4yeHHbI gnsa onpeaeneHHON NoACETU UM XOCTa, YTOObI OCTUYb CAeayoWwero
MapLLPyTM3aTOPa UM NYHKTA Ha3HaAYeHMA, NOAKAIOYEHHOrO HanNpAMYHo.

3anuncb mapLupyTa BK/IOYAET CaeaytolLne 31eMeHTbI:

Destination: yka3biBaeT IP-agpec nam cetb Ha3HaYeHUA.
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Network mask: BmecTe c agpecom HasHayeHMA yKa3blBaeT CeTb, B KOTOPOWM HaXxoaUTCA
XOCT Ha3HayeHuA WUAM KOMMyTaTop ypoBHA 3. Jlornyeckada onepauma W mexagy agpecom
Ha3Ha4YeHMA N MacKOM CeTU JaeT afpec ceTu HasHayeHuA. Hanpumep, ecan agpec HazHavyeHUA
— 129.102.8.10, a macka — 255.255.0.0, agpec cetn HasHayeHna — 129.102.0.0. CeteBana macKa
COCTOUT U3 ONpeAeneHHOro KoIMYecTBa Noc/aef0BaTe/IbHbIX eANHNUL,. OH MOXKeT ObITb BblpaxKeH
B AeCATUYHOM PpopMaTe C TOYKAaMM AN KONNYECTBOM eguHWL,

Egress: ykasbiBaeT WHTepdelic, 4Yepes KOTOpbIM [0MKeH OblTb nepeHanpasieH
cooTBeTcTBYlOWMI |IP-nakeT. IP-agpec cneaylowero KommyTaTopa ypoBHA 3 (cieayowmi
nepexo): yKasbliBaeT HOBbIA KOMMYTaTOpP YPOBHA 3, Yepes KoTopblin byaeT npoxoauTs IP-nakerT.

Priority: mapwpyTbl K 0O4HOMY 1 TOMY e MeCTy Ha3Ha4YeHUA, HO C Pa3HbIMU CAeayOWMMM
nepexoaamu, MoryT MMeTb pasHble MPUOPUTETbI U OOHAPYKMBATLCSA C MOMOLLBIO PA3/INYHbIX
NPOTOKO/IOB MAapLIPYTU3aLMM MAW HACTPamBaTbCA BPYyYHYt0. ONTUManbHbIA MapwpyT — TOT,
KOTOPbIA MMeeT HauBbICLINN NMPUOPUTET.

6.13.1.2. MapwpyT no ymon4yaHuio

YT106bI NPEAOTBPATUTL C/IULLKOM MHOTO 3anucel B TabanLe MmapLipyTU3aLnmm, Bbl MOXKeTe
HacTPOUTb MapWpyT MO YymoAn4aHuto. MapwpyT MO0 YMONYAHUIO ABAAETCA CTaTUYECKUM
MapLpyTom. Ecnv nakety AaHHbIX HE yAAeTCA HalTU COOTBETCTBME B Tabanue MapLupyTUsaumu,
OH MepecblsIaeTcs N0 MapLpPyYTy N0 YMOYaHUIO. B Tabanue maplupyTMsauum MapLipyTom no
YMOJIYAHUIO ABNAETCA MapLUPYT, B KOTOPOM MYHKT Ha3HavyeHMA M macka pasHbl 0.0.0.0. Ecam
MakeT He COOTBETCTBYET HM OAHOM 3anucuM B Tabauue MapwpyTMsauuMM M MaplipyT no
YMONYaHMUIO HEe HACTPOeH, KOMMYyTaTop oTbpacbiBaeT nakeT M Bo3Bpalaetr naket ICMP,
YKa3blBalOLLMM, YTO aApec Ha3sHAYeHUA UAN CETb HEAOCTYMHbI.

6.13.1.3. Be6 KoHPpUrypupoBaHue

KoHghuzypupoeaHue cmumavecko2o mpawpyma

LenkHyTb [Device Basic Configuration] - [Route configuration] - [Static route
configuration] - [Static route configuration] ana Bxoaa Ha cTpaHuLy KOHOUIypUpoBaHUA
CTAaTMYECKOTO MApLUPYTa, KaK NOKAa3aHO Ha PUCYHKE HUXKe.

Static route configuration

1.1.5.0

255, 255, 265. 0
1.1.4.3

e Destination IP address
dopmar: A.B.C.D.
dyHKUMA: YcTaHoBUTE IP-agpec ceTn HazHavyeHus.
e Destination network mask
PyHKUMA: YCTAaHOBUTE MACKy NOACETM ANA CETU, B KOTOPOMN HAaX0ANTCA LLe/IeBOM XOCT AN
KOMMYTaTOp ypoBHA 3.
e Gateway
®opmar: A.B.C.D.
dyHKLUMA: ycTaHOBKA IP-agpeca cnegyolero nepexoaa.
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e Priority
OnanasoH: 1~255
Mo ymonyanuio: 1
®PyHKUMA: YCTaHOBUTb MPUOPUTET TeKywero mapuwpyTta. MapwpyT ¢ HaMMeHbLIUM
3HaAYeHWeM npuopuTeTa BblbMPaAETCA KaK AyYLnn MapLLpyT 418 NepPechblIKU NaKeToB..

YT06bl YAANUTbL 3aNUCb MapLpyTa, HEOBXOAMMO HAaCTPOUTL BCE MapameTpbl TaK, YTobbl
OHW COOTBETCTBOBA/IM NapameTpam MapLupyTa; B MPOTMBHOM C/y4ae MapLUIpyT HE MOXKeET bbiTb
yAaneH ns-3a cbos conocraBaeHus.

Mocne HacTPOWKM MaplpyTa OH OTOBParKaeTca B CMUCKE CTaTUYECKUX MapLIPYTOB, KaK
MOKa3aHO Ha PUCYHKe HUKe.

Static ip route list

Destination IP address Destination network mask Gateway  Priority
1.1.1.0 255.255.255.0 1123 1
1.1.5.0 255.255.255.0 1143 2

6.13.2. Hactpoika RIP

MpoTokon mapwpyTHon uHpopmaumm (Routing Information Protocol - RIP) — 310
NMPOTOKO/ BHYTPEHHEro L33 C BEKTOPOM PACCTOAHMA, MCMONb3ylowmin naketol UDP gna
obmeHa nHpopmaumeit yepes nopt 520. Kaxkabin kKommyTtatop L3, Ha KoTopom paboTaet RIP,
MmMmeeT 6asy [AaHHbIX MapwpytTusauuu. basa [aHHbIX MaplipyTM3auUK COLEPKMUT 3anucu
MapLLPYTM3aLLMKN KO BCEM AOCTYMHbIM MYHKTAM Ha3Ha4YeHuMA 3TOro KommyTaTtopa L3, Ha ocHoBe
KOTOpbIX cosgaeTca Tabavua mapwpytusaumun. Korga Kommytatop L3, mcnonbsyowmin RIP,
OTNpaBAAeT NakeTbl OOHOBNEHWA MapLpyTa CBOMM COCEAHMM YCTPOWMCTBAM, 3TOT NakeT
COAEPKUT BCIO TabauMLy MapLpyTU3aLMK, YCTaHOBAEHHYIO 3TUM KOMMYTaTopom L3 Ha ocHose
6a3bl AaHHbIX MapuwpyTusaumm. CnepoBaTenibHO, B KPYNHOMAcWTabHOM ceTu  Kaxapli
KommyTatop L3 poskeH nepepaBatb M obpabatbiBaTb 60nbWwONM  06bEM  A@HHbIX
MapLUPyTM3aLMK, YTO CHUMKAeT npousBoguTenpHoctb cetu. RIP  no3sonsetr BBOAMUTL
MHPOPMALMIO O MapLUPYTM3aLMK, OBHAPYKEHHYIO APYIMMMW NPOTOKOAMM MapLIpyTM3aLmu, B
Tabanuy mappytusauum.

RIP nmeet gse Bepcuu: RIP-1 n RIP-2. RIP-1 nogaeprkmBaeT obbABAEHUE COOBLLEHNN
TONbKO 4epe3 LWMPOKOBeLaTeNbHYIO PacCbiNKy, He noaAeprKMBaeT MacKy noacetT W
ayteHTMdUKaumo. Hekotopble nonsa B coobueHnn RIP-1 gosiKHbI 6bITb HY/IEBBIMU. ITWU NOASA
Ha3blBaOTCA HYNEBbIMU NONAMM, KOTOPbIE CaeayeT NPoBepATb NPU NoayvYeHUmn coobueHma RIP-
1. Ecnm Takoe noJsie coaepuT HeHynesoe 3HaYeHue, coobuieHme RIP-1 He byaeT obpaboTaHo.
RIP-2 ycosepleHcTBOBaH Ha ocHose RIP-1. B RIP-2 nakeTbl nNpoToKoANa OTNPAaBAAOTCA B
MHOroaApecHoOM peXKume, a agpec HasHayeHna — 224.0.0.9. Kpome Toro, B RIP-2 nob6asneHsl
AOMEH MacKu nNoAceTn n AomeH nposepku RIP (noaaep»nsaeTcs NPOCTON TEKCTOBbINA Napo/ib U
nposepKa napona MD5), a Takxe NoAAepKMBAKOTCA MACKM NOACETU MepeMeHHON AAUHbI
(VLSM). RIP-2 coxpaHaeT 4yacTb HyneBbix AomeHoB B RIP-1, U no3aTomy HeT HeobxoaMmocTu
NnpoBepsATb BCE Hy/1eBble AOMEHbI. 10 yMOAYaHNIO KOMMYTATOP YPOBHA 3 nepesaeT coobleHme
RIP-2 B MHOroagapecHom pexume, npuHumaet coobuieHma RIP-1 n RIP-2.

RIP wncnonbsyer KonunyectBO nepexonoB ANA U3MEPEHUA PACCTOAHMA A0 NYHKTa
Ha3HayeHuA. Koanyectso nepexosoB OT MapLIpyTM3aTopa K CETU C NPAMbIM MOAKAKYEHUEM
pasHo 0. KonunyecTtBo nepexofoB OT MaplpyTU3aToOpa K MapupyTus3atopy € nNpAmMbIM
nogKkntoyeHnem pasHo 1. Y1ob6bl OrpaHUYMTL BPEMS KOHBEPFEHLMW, AMAMNA30H 3HAYeHUM
meTpuKkn RIP coctaBnset ot 0 go 15. 3HaueHMe MeTpuKK paBHoO 16. (uan 6onble) cymTaeTca
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6EeCKOHEYHbIM, YTO O3HAYAET, YTO CeTb Ha3HAYeHMA HeaoCTynHa. MmeHHo noatomy RIP noaxoant
Ans ceteit HeboNbLWOro pasmepa.

6.13.2.1.MpepoTBpaLleHmne neTeNb MapLUpyTU3aLUN

B cetn c npotokonom RIP, Korga mapwpyT RIP cTaHOBUTCA HEAOCTYMHbLIM, KOMMmyTaTop L3
RIP He b6yaeT oTnNpaBnATb MaKeT OOHOBAEHMA MapLlipyTa HEMeAJ/IEHHO, MOKa He ucteyet
nHTepBan obHoBneHus mapupyTta (30 c). Ecam coceaHuii kommyTtatop L3 oTnpasnser naker,
coaepawmnin nHdopmaLmio o ero cobcTBEHHON Tabanue MapwpyTMsaumm, Ha KommyTtaTop L3
[0 TOro, KaK byaeT nosyyeH nakeT 06HOBAEHU MapLlpyTa, Npomn3onaet 6ecKoHeYHbIN noacyerT.
To ecTb MeTpuKa Bblbopa MaplupyTa K HefoCTUXMMOMY KommyTtaTopy L3 yBenuumsaetca
nocteneHHo. 3To 3aMeTHO BAIUAET Ha BpeMA MapLIpyTU3aLMn U BpeMsA arperauym MapLupyToB.

Y1obbl n3b6exkaTb 6eckoHeyHoro nogcyeta, RIP npegocraBiseT mexaHM3Mbl pa3aesieHns
rOpM3oHTa M TPUITEPHOTO OBHOBNEHWMA ANA peleHUA npobaembl NETAU MapLIpyTM3aLUW.
Pa3speneHune ropM3oHTa HanpaB/eHO Ha TO, YTOObl M36eXKaTb OTNPABKM MapLUPYTOB Ha W03, U3
KOTOPOro OHM 6blan  nonyyeHbl. OH COAEPKUT MPOCTON paclwenseHHbld FOPU3OHT U
pacweniieHHbli TOPU3OHT C OTpaBAeHHbIM obopoTom. [pocTo pasaeneHHblt FOPU3OHT
BK/IOYAET B cebA yaaneHMe mMapLlpyToB, KOTOPble A0/KHbl ObiTb OTNpaBAeHbl HA COCeaHUN
W03, OT KOTOPOro 3TW MaplpyTbl NOAy4veHbl. PasgeneHve ropuM3OHTa C OTPABJIEHHbIM
peBepcom BKAOYAET B cebs yaaneHuwe npegblaywimMx MApLpyToB M3 MNakeTa OOHOBAEHMSA
MapLIpyTa 1 YCTAHOBKY METPUKM 3TUX MapLUPYTOB Ha 16. B mexaHM3me TpurrepHoro obHoBAeHMA
BCAKWI pas, KOrga L3 U3MeEHAET METPUKY MapLUpyTa, NakeT 06HOBNEHUA maplpyTa byaert
TPaAHCAMPOBATbLCSA HeMeaeHHO 6e3 yunTbiBaa cocTofHue 30-CeKyHAHOro TanMmepa o6HOBNEHMUA.

6.13.2.2. Onepauuun

» TMocne BKAoyeHna RIP mapupytusaTop oTnpasnser cooblieHUsA-3anpocbl coceaHUm
MapLLPYTM3aTOPaM.

CocefHve  MaplpyTM3aToOpbl  BO3BPALLAOT  OTBETHble  COOOLLIEHMA,  BKAKOYanA
nHPopmMaumIo 0 CBOUX TabiMLAX MapLLIPYTU3ALLUN.

» Tonyums TaKkylo MHGOPMALMIO, MapLIPYTU3aTOp OBHOB/SET CBOIO JIOKANbHYIO Tabauuy
MapLUpyTU3aLUN U OTNPABAAET MHULMUPOBAHHbIE coobweHna 06 06HOBAEHUN CBOUM
coceasam. Bce maplupyTM3aTopbl B CETU AE1AI0T TO e camoe, YTObbl COXPAaHUTb CaMyto
nocsiefH0 MHGOPMALUIO O MapLLPYTU3aLUW.

» [lo ymonyaHuio IoKanbHaA Tabanua mapwpytusauum bygeTt oTnpasBasaTbCcA Ha coceaHue
MapLpyTmM3aTopbl ¢ MHTepBasiom B 30 CEKyHA,

Mocne nonyyeHUs nNaKeTa, coAepKallero 3Ty Tabavuy MaplipyTMsauuu, cocegHue
MapLUpyTM3aTOPbI, Mcnonab3ytowme npotokon RIP, 6yayT nopaepskusatb CBOM COBCTBEHHblE
JIOKaNbHble MapLpyTbl, BbIOMPATb OMNTUMAs/IbHbIA MapLIpyT M OTNPaBAATb cooblieHue 06
06HOBNEHMWM CBOMM COOTBETCTBYIOLLIMM cocefAm, 4YTOObl OBHOBAEHHbIW MapLpyT CcTan
rnobanbHbiM. Kpome Toro, RIP Mcnonb3yeT MexaHW3M WCTeYEHUA CPOKa AOelcTeuA AnA
06paboTKN MapLIPYTOB C UCTEKLIMM CPOKOM AeincTBus. B yacTHOCTU, ecnm KommyTatop L3 He
nonyyaet MHGOPMauUmio 06 06HOBNEHNN MapLLPYTa OT cocesla B TeYEHME YKA3aHHOTO MHTepBana
BpemMeHU (HeaonycTMmoe 3HaYeHMe Talimepa), BCe MapLlpyTbl OT 3TOro cocea byayT cumMTaTbhbCs
HeAOoMYyCTUMbIMU MapLUPYTaMu, U MapLIPYT NEPEXoanT B COCTOSHWE NOZABAEHMA. ITOT MapLUpyT
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MMeeT CPOK AelcTBuA (3HauyeHWe Talimepa yaep:kaHua) B Tabavue mapupytvsauuun. Ecam B
TeyeHue 3TOro nepmoa ot 3Toro cocesa He byaeT nonyyeHa nHpopmauma 06 o6HoBAEHUM, 3TU
MapLLpyTbl ByayT yaaneHsl n3 Tabauubl MapLpyTU3aumm.

6.13.2.3. Beb6 KoHdpurypmuposaHue

basoBas KoHobuUrypauma pabotbl RIP B KomMyTaTope ypoBHA 3 npocTa. Kak npaBuio, Bam
HeobxogMmo BKAOUYMTL RIP M paspewnTb nopTy nepeaasaTb M nosyyatb naketobl RIP, yTO
O3HayaeT nepegadvyy M nonydyeHuve naketoB RIP B cootsetctBMM C KoHburypaumen RIP no
YMONYaHUIO (MO YMOYaHMIO KOMMYTATop YpoBHA 3 nepegaeT RIP-2, npuHumaeTt RIP-1 mn RIP-1).
2).

BkntoueHue RIP

LLlenkHyTb [Device Basic Configuration] = [Route configuration] = [RIP configuration] -
[Enable RIP] = [Enable RIP] gns BkatoyeHua RIP, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

Enable RIP configuration

Enable RIP v ]
Apply

e Enable RIP
Onuuu: Enable RIP / Disable RIP
Mo ymonyaHuio: Disable RIP
®yHKUMA: BKAtoyeHue / BbikntoyeHue RIP

BrknroyveHue RIP Ha uHmepgpelice
LLlenkHyTb [Device Basic Configuration] = [Route configuration] = [RIP configuration] -

[Enable RIP] = [Enable port to receive/transmit RIP packet] ana sknwouyeHus RIP Ha
nHTepdelice, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Enable port to receive/transmit RIP packet
set v

Apply

e Enable port to receive/transmit RIP packet
Onuuu: set / cancel
Mo ymonyanuio: set
Function: Bkatoyenue / sbikntoueHue RIP Ha nHTepdeiice.

Hacmpolika umnopmuposaHHo20 mapuipyma
LLlenkHyTb [Device Basic Configuration] = [Route configuration] = [RIP configuration] >

[RIP parameter configuration] - [Enable imported route] gna Bxoma Ha cTpaHMUy
KOHUrypaLmm MMNopTMPOBAHHOTO MapLIPYTa, KaK NOKa3aHO Ha PUCYHKE HUKe.
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Redistribute RIP route

STATIC h

Add v . ‘

Import other routing protocol to RIP

BapuaHTbl: STATIC / OSPF

DyHKUMA: UmnopT Apyroro NnpoTtokona mapwpytusaumm B RIP. MoxHO nmnopTnpoBaTb
TONbKO aKTUBHbIE MApLUPYTHI.

Redistribute imported route cost

Onana3soHn: 1~16

PyHKUMA: NepepacnpesennTb 3HaYeHNe MeTPUKN UMNOPTUPOBAHHOIO MapLupyTa. IToT
napameTp nABnseTcs HeobasaTenbHbIM. EcAM napameTp He HAcTpoeH, OH byaer
nepepacnpeaeneH B COOTBETCTBUUN CO 3HAYEHUEM METPUKMN MO YMOHAHMUIO.

Operation type

Onuuun: Add / Del

®yHKUMA: 806aBUTL / OTMEHUTL MMMNOPT 4PYrOro NPOTOKO1a MappyTtusaumu B RIP. Mo
YMOJIHAHUIO HUKAKWe apyrue npoToKOoAbl MapLipyTusaumm He umnoptupytotca 8 RIP.

Hacmpolika donoaHumensHoli MeMPUKU Mapuwpymusayuu

LLlenkHyTb [Device Basic Configuration] = [Route configuration] = [RIP configuration] -
[RIP parameter configuration] > [Metricin/out configuration] gna Bxoga Ha cTpaHuuy
HaCTPOIKM AONONHUTENbHOW METPUKN MapLLPYTU3aLMK, KaK MOKa3aHOo Ha PUCYHKe HUXKe.

Metricin/out configuration

e In
OnanasoH: 1~15
Mo ymonyaHuto: 1
OyHKUMA:  HACTPOUTb BXOAALLYID METPUKY AOMOJHUTENbHOW  MapLUpYyTU3aLLUM.
Bxoaslan AONONHUTENbHAA METPUKa A06aBAAETCA K METPUKE NOSYYEHHOro MapLipyTa
nepes pobasneHMeM MaplipyTa B Tabauuy mMapluipyTvs3aumm, M meTpuKka maplupyTa
nsmeHsaetca. Ecam cymma LONOAHUTENBHON METPUKM U UCXOAHOW MeTPUKKM HBonblue 16,
MeTpUKa maplupyTa byaeT pasHa 16.

e Out
Onanason: 0~15
Mo ymonyaHuto: 0
@PyHKuMA: HacTpolika wcxopAawein [OMNOAHUTENBHOW METPUKU  MapLIpyTU3aLumu.
UcxopAwas [ononHUTENbHAA MeTpuKa p[06aBnfeTcA K METPUKe OTNpPaBAEHHOro
MapLLpyTa, a3 METPMKa MapLIpyTa B TabavLe MapLpyTU3aLMm He USMeHSEeTCS.

KoHghueypuposaHue RIP Ha nopmy
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LLlenkHyTb [Device Basic Configuration] - [Route configuration] = [RIP configuration] -
[RIP parameter configuration] = [RIP port configuration] ana Bxoga Ha cTpaHuuUy
KoHoUrypaumm nopta RIP, Kak NOKasaHO Ha PUCYHKE HUXKe.

RIP port configuration

Vian1
version 1

version 2(MC)

L[]0 (R [8| |[8:

permit

cancel N

e Receiving RIP version
Onuusa: version 1 / version 2 / version 1 1 2
Mo ymonyaHwuto: version 1 un 2
dyHKUMA: YcTaHoBUTE Bepcuto coobuweHus RIP, nonyyeHHoro nHtepdeiicom. Bepcua 1
03HayvaeT coobueHue RIP-1, nonyyeHHoe uHTepdelicom, Bepcua 2 o3HadaeT RIP-2, a
Bepcumn 1 n 2 o3HavawoT RIP-1 1 RIP-2.

e Sending RIP version
BapwuaHTbl: version 1 / version 2 (BC) / version 2 (MC)
Mo ymonyaHuto: version 2 (MC)
dyHKumA: YcTaHoBUTE Bepcuto coobuieHnn RIP, nepegaBaemoro nHtepdericom. Bepcus
1 o3HauaeT coobuleHune RIP-1, nepesasaemoe uHTepdeiicom, sepcus 2 (BC) osHavaet
coobuweHne RIP-2, nepepaBaemoe WMHTEPdENCOM B LUMPOKOBELLATENBHOM PEXUME,
Bepcusa 2 (MC) os3HauyaeT coobuieHne RIP-2, nepesaBaemoe WUHTepdelicom B
MHOT0aAPECHOM PEXUME.

e Receive packet
BapuaHTbl: Yes / No
Mo ymonyanuio: Yes
®dyHKumA: PaspewnTtb MHTepdelicy nonyyaTb RIP-coobuieHns nam Het.

e Send packet
BapuaHTbl: Yes / No
Mo ymonyanuio: Yes
PyHKUMA: paspewnTb MHTepdelicy nepenasats coobuieHme RIP nam Her.

e Split-horizon status
BapwuaHTbl: permit / forbid
Mo ymonyaHuio: permit
®yHKuMA: paspewnTtb / 3anpetuTb «paclienneHve ropusoHTa». «PacwenneHune
ropM3oHTa» No3BOAAET U3beKaTb NeTeNb MapLIpyTM3aLmmn, T. e. n3bexaTb NOBTOPHOW
nepegayv MapLipyToB, NOAYYEHHbIX OT MHTepdelica, ¢ 3Toro uHTepdelica.

e RIP authentication key
Anana3oH: 1716 cumsonoB
®PyHKUMA: YcTaHoBUTE KAtod ayTeHTUdMKauum RIP.

e RIP authentication type
BapwuaHTbl: text / Cisco MD5 / MDS5 / cancel
Mo ymonyaHuto: cansel
®yHKumA:  YcTaHoBUTE TUMN  ayTeHTUdPUKaumm RIP. TeKCT 03HayaeT TEeKCTOBYHO
ayTeHTUdMKaumto; MD5 o3HauaeT obuyyto ayteHTMdMKauno MDS5; Cisco MD5 o3Havaet
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ayteHTMduKaumio Cisco MD5; oTmeHa 03Ha4YaeT BOCCTAaHOB/EHUE ayTeHTUdMKaLMKN No
YMOJIYaHMIO: TeKCTOBaA ayTeHTUdGuKauma. RIP-1 He nogaepkuBaeT ayTeHTUOUKALNIO.

KoHgpuzypuposaHue RIP mode

LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [RIP configuration] -
[RIP parameter configuration] - [RIP mode configuration] ana Bxogma Ha cTpaHuuy
KOHUrypaumm RIP, Kak NOKa3aHO Ha PUCYHKe HUXKe.

Route mode configuration

version 1 v
Vcancel vr
120
1

set checkzero v

set B

Apply

e Set receiving/sending RIP version for all ports
BapwuaHTbl: version 1 / version 2 / cancel
Mo ymonyaHuio: nepegaya coobuieHuns RIP-2, nonydeHune coobueHus RIP 1 1 RIP 2.
dyHKuMA: HacTpoika Bepcum coobueHus RIP, nepegaBaemMoro v NpMHMMaeMoro BCeMm
nHTepdelricamm maplpyTnsaummn. sepcus 1 o3HavaeT, 4To coobuieHme RIP-1 nepenaetca
N NPUHUMAETCS BCEMM MHTepdencamn maplipyTusaumm, Bepcus 2 o3HadaeT RIP-2,
OTMEHa 03HayaeT BOCCTaHOB/EHNE KOHPUIYpaLUM MO YMOIYAHUIO.

e Auto-summary
Onuuu: cancel / set
Mo ymonyaHuio: cancel
®YHKUMA: YCTAHOBUTL/OTMEHUTL arperaumio mapuupytos. ObbeanHeHWe MapLIpyToB
03HaA4YaeT, YTo MOLCeTM B ECTECTBEHHOM CeTM 0b6beaMHAITCA B eCTECTBEHHYHO CeTb,
KOTOpasA OTNpaBAfeTcA B Apyrne ceTu. I3Ta PYHKUMA MOXKEeT YMeHbWUTb 06bem
MHPOPMALMKM O MapLLpPyTM3aLMKM B TabanLe MaplipyTM3aumm n obvem nHdopmaumm o
KommyTaumu. RIP-1 He nogaepmBaeT Macky nNoaceTun, ecim nepeagpecauma mappyta
NoACeTM MOXKET Bbl3BaTb HEOAHO3HAYHOCTb, Mo3ToMy RIP-1 Bceraa BKkAtOYaeT GyHKLUUIO
arperauumn mapwpyTtmnsaumn. Ona RIP-2, ecan Bbl XOTUTE TPaHC/AMPOBATb MapLUPYThI
noAceTu, oTKAUNTE GYHKUUIO 06begMHEHNA MAPLLPYTOB.

e Rip priority
OnanasoH: 0~255
Mo ymonyaHwuto: 120
dyHKuma: Ykaxute npuoputet RIP. Yem meHblle 3HayYeHWe, TeM Bbllle NPUOPUTET.
MpuopuTeT byaeT onpeaenaTb MapLpyTbl B 6a30B0M TabauLe MappyTU3aumm, Kakom
aNropuTM MapLipyTM3aumMm OyaeT MCnonb3oBaTbCA  ANA  MONYYEHUS Hauaydlein
MapLipyTM3aumm.

e Set default route cost for imported route
Onana3soH: 116
Mo ymonyanuio: 1
®PyYHKUMA: HACTPOMKA 3HAYeHMA METPUKM MO YMOAYAHMIO AAA MMMOPTUPOBAHHOIO
mapLipyTa.

e Rip checkzero
Onuuu: set checkzero / cancel checkzero
Mo ymonuaHuio: set checkzero
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®dyHKumsa: MpoBepnTb Hynesoe nose coobueHnsa RIP-1 nan HeT. HeKoTopblie nons B
coobuwernn RIP-1 oMKHbI 6bITb HY1E€BBIMWU. 3TN NOAA Ha3bIBAOTCA HYNEBLIMU MONAMMU.
Bbl MOXKeTe BKAOUNTb NPOBEPKY HY/EBOTO MOJA B NOJy4eHHOM coobuweHnn RIP-1. Ecau
TaKoe NnoJsie COAEPKUT HeHyNeBoe 3HavYeHue, coobueHue RIP-1 He ByaeT obpaboTaHo.
MockonbKy B coobuweHnmn RIP-2 HeT HyneBoro nosasd, ata pyHKUmus He pabotaet ansa RIP-
2.

Rip broadcast

Onumu: set / cancel

Mo ymonyanuio: set

®PyHKUMA: yCTaHOBKa paspellaeT Bcem UWHTepdericam KomMmyTatopa YpOBHA 3
nepegasaTthb WMpPOKOBeLLaTeibHble NakeTbl RIP nan mHoroagpecHble nakeTtbl; OTMEHUTb
— 3anpetuTb Bcem WHTepdelcam KommyTatopa 3-ro ypoBHA nNepenaBaTb
LWKMpoKoBewaTenbHble AN MHOroaapecHble naketbl RIP, a ToNbKO nepeaaBaTb NaKeTbl
OaHHbIX RIP mexay cocegHMMM KOMMYTAaTOpamMu 3-ro YpoBHA.

KoHgpuzypuposaHue spemeHu RIP
LLlenkHyTb [Device Basic Configuration] = [Route configuration] = [RIP configuration] -

[RIP parameter configuration] = [RIP timer configuration] gns Bxoga Ha cTpaHuuy
HacTpoIiKM Taimepos RIP, Kak NOKa3aHO Ha PUCYHKeE HUXKe.

RIP configuration

30
180
120

Apply

e Update timer
JOunanasoH: 1~2147483647
Mo ymonyanuio: 30
®dyHKuMA: HacTpolika HTepBana mexKay 0OHOBAEHUAMM MapLIPYTMU3aLMK.

e Invalid timer
[Ovnanason: 1~2147483647
Mo ymonyaHwuto: 180
®dyHKUMA: HacTpolika [pguanasoHa BpemeHU o06baABAeHus MmapuwpyTtusauum  RIP
HepencTeuTenbHoM. Ecim KommyTaTtop L3 He nonyyaeT nHpopmaumio 06 o6HoBAEHUU
MapLipyTa OT cocefa B TeYeHWe 33a[aHHOr0 WHTepBasia BPeMeEHM (Hegonyctumoe
3HayeHue Talimepa), Bce MapLUpyTbl OT 3TOro coceaa byayT cunTaTbCA HEAOMYCTUMbIMMI
MapLLpyTamu, U MapLIPYT NepexoamT B COCToAHUE noaasnenus. Invalid timer >Update
timer.

e Holddown timer
OnanasoH: 1~2147483647
Mo ymonyanuio: 120
®yHKLMA: HacTpoilka BpemeHu, B TeuyeHMe KoToporo mapuwpyT RIP octaetca B
NoAaB/fieHHOM COCTOsiHMM. Ecan B TeuyeHue 3TOro nepuoga (3HavyeHwe Talimepa
yAepaHua) oT aToro cocega He 6yaeT nosyyeHa uHpopmaums o6 obHOBAEHUU, 3TU
MapLpyTbl 6yayT yaaneHbl M3 Tabanupl mapwpytmsaumm. Holddown timer > Update
timer.
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6.13.3. KoHdurypauyua OSPF

Open Shortest Path First (OSPF) — 3To NPOTOKON BHYTPEHHETO L/03a COCTOAHUSA KaHana.

KommyTtaTopbl ypoBHA 3 06MmeHnBatoTcAa MHGOPMaLMei 0 COCTOAHMM KaHana aas co3gaHua 6asbl
AaHHbIX COCTOAHUA KaHana (LSDB). 3aTem KaApblh KOMMYTaTOP UCMONb3YyeT aropuTM NMomucka
Kpatyaiwero nytm (SPF) Ha ocHoBe LSDB pgns co3gaHua Tabauubl MaplupyTU3auumu.
KommyTaTopbl 3Toi cepum nogaepxkmsatot OSPF Bepcun 2.

6.13.3.1. ba3oBblit KOHUeENT

>

AS

ABTOHOMHanA cuctema (AS) COCTOUT U3 rPYNMbl MAaPLWPYTU3aTOPOB, UCMOJb3YIOLNX OAMH
U TOT e NPOTOKOA MapLpyTU3auum.

Router ID

NaoeHTndmKkaTop mapwpytmsatopa (RID). MapwpyTtusatop ¢ nogaepkon OSPF nonkeH
MMeTb  COBCTBEHHbIN  WAEHTUOUKATOP  MApLIpyTU3aToOpa, KOTOpbld  ABAseTcA
YHUKaNbHbIM MAeHTUPUKATOpOoM MapuwpyTmsatopa B AS. RID MOMKHO HacTpouTb
BPYYHYIO UM CTEHEPUPOBATb aBTOMATUYECKM. ABTOMATUYECKM CreHepupoBaHHbIN RID
— 3T0 OcHoBHoOM IP-agpec nHTepdeinnca VLAN ¢ HaMMeHbWMM MAEHTUDMKATOPOM Ha
KOMMyTaTOpe.

OSPF nakeTtbl

Hello: Neprogmyeckn oTnpaBnseTcs Ana NOMCKA M 0OCNYKMBAHMA COCeen, COAEPKUT
3HaAYeHUs HEKOTOPbIX TalMmepos, MHbopmaLmio o DR, BDR 1 M3BECTHbIX coceasx.
Database description (DD): onucbiBaeT fangxecT Kaxaoro oobsaBAEHUA O COCTOAHUM
KaHana (LSA) B LSDB, KoTopbiMm obmeHMBalOTCA /ABa MaplupyTu3atopa Ans
CUHXPOHM3ALMN JAHHbIX.

Link state request (LSR): nocne obmeHa naketamu DD aBa maplupyTM3aTopa y3HaloT,
Kakue LSA cocepa oTcyTcTByHOT B MX LSDB. 3aTem OHM oTNpaBaAtoT gpyr 4pyry naker LSR,
3anpalwmeas HegocTatowme LSA. MakeT LSA cogepXuT ganasect otcyTcTayowmx LSA.
Link state update (LSU): nepegaet cocegHemy LSA ans obHoBneHMA. Kaxabli nakeTt LSU
MOMKeT coaeprKaTb HeCKOIbKO LSA.

Link state acknowledgment (LSAck): noaTBep:aaeT nosydyeHHble nakeTbl LSU. OH
COAEPXUT 3aroN0oBKKU NosydeHHbIX LSA (naket LSAck moKeT noaTBep:KAaTbh HECKONIbKO
LSA).

Neighbor n adjacency

Neighbor: Korga mapwpytusatop OSPF 3anyckaeTcs, OH OTNpaBAsAeT NPUBETCTBEHHbIN
naket yepes nHtepderic OSPF, U MmapLwpyTn3aTop, KOTOPbIN NOAy4aeT NPUBETCTBEHHbIN
nakeT, nposepseT MnapameTpbl, coaeprKaluneca B nakete. Ecam nmapameTtpbl AByX
MapLLpPyTU3aTOPOB COBNAJAIOT, OHU CTAHOBATCA COCeAAMM.

Adjacency: [Ba cocega OSPF ycTaHaBAMBalOT OTHOLWIEHMA CMEXHOCTM AN
CUMHXpOHM3aumn ceBoux LSDB. CnepgosatenbHo, ntobble aBa cocega 6e3 obmeHa
MHPOPMaLMEN O MApPLLPYTE HEe YCTAaHABANBAIOT CMEKHOCTb.

LSA tmn

O6meH LSA BO3MOMKEH TONbKO MEXKAY COCEAHMMMU MapLupyTusaTopamu. PasanyHble
TMnbl LSA onuceiBatoT Tononoruto cet OSPF. Bce LSA coxpaHsatoTca B LSDB. MHpopmauua
8 LSDB ncnonb3yeTtca gA BbIMMCAEHUA HAUAYYLIErO MapLlpyTa C MOMOLLbK aAropuTma
SPF.
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Router LSA (tun 1): reHepupyeTca KaxabiM MaplipyTnusatopom B cetu OSPF wu
paccbllaeTcs Mo creHepupoBaHHOW obnacTu. LSA onucbiBaeT COCTOSHWE KaHana M
CTOMMOCTb MapLupyTU3aTopa.

Network LSA (Tvn 2): ucxoguT oT Ha3HavyeHHOro maplupyTtusaTtopa (DR) 1 paccbinaercs
Nno creHepuMpoBaHHOM ob6nactn. 3ToT LSA coaepUT COCTOSIHME KaHanoB BCeX
MapLUpyTM3aTOPOB B CErMEHTE CETMU.

Network Summary LSA (tun 3): co3gaeTca MOrpaHUYHbIMKM  MapLLPYyTU3aTOPamMM
obnacteit (ABR) u aHOHcHpyeTca B Apyrux obnactax. LSA onucbiBaeT uHdopmaumio o
MapLipyTM3aumm B obnactu.

ASBR Summary LSA (tun 4): cospaetcas ABR 1 06baBnAaetca B COOTBETCTBYHOLLUX
obnactax. LSA Tuna 4 onucbiBalOT MapPWpPYTbl K TPAHUMYHOMY MapLUpyTM3aTopy
aBTOHOMHoOWM cuctembl (ASBR).

AS External LSA (Type5): cosgaetca ASBR u paccbliaetcsa no Bcen AS (3a UCKNHOUYEHMEM
TynuKoBbIx obnacTteit). Kaxkapit LSA TMna 5 onucbiBaeT mapLipyT K Apyron AS.

6.13.3.2. Area u Router

Area partition

OSPF pas3buBaeTr AS Ha HeckonbKo obnacteit, KoTopble uAeHTMOUUMPYLOTCA
naeHTMoMKatopamm obnacten. 0O6nacTM KaaccMUUMPYOT MapLIpyTM3aTopbl B CETM MO
Pa3NNYHBIM JIOTMYECKMM TPYNnam, Kak MNOKa3aHO Ha PUCYHKe HuKe. Mexay obnactamwu
npoucxoamTt obmeH cBoAHOW MHbOpMaumen o mapwpytnsaummn. Obnactb 0, marucTpanbHas
obnactb, ABnAeTcA OocHoBHOM obnactbto Bcent cetm OSPF. Bce HemaructpasbHble obnactu
OO/IKHbI  ObITb  HaAMPAMYI CBA3aHbl C MaructpasbHon obnactblo. WMHbopmaumsa o
MapLIpyTM3aLUMM  HEMArUCTPasbHbIX obfacTeld  [O/MKHA  NepecbinaTbCa  MarucTpasibHoWM
obnactblo. YT0OblI YyMeEHbLWNUTb pasmep Oasbl gaHHbIXx Tonosornu, OSPF morkeT pasgenntb
onpegeneHHble 06nacTM Ha Tynukosble 0b6sacTtu. LSA tvna 4 n TMna 5 He mMoOryT BXOAWUTb B
Tynukosble o6actn. YTobbl rapaHTMPOBaTb, YTO MApWpPYTbl K ApyrMm obnactam B AS uam K
Apyrum AS no-nperkHemy AocTynHbl, ABR reHepupyeT MmapLipyT N0 YMOJYAHUIO U 0OBbABASET ero
APpYrMm MapLupyTmMsaTopam B 3Tol obnactu.

23] RN v )
R1 Hg_y ER” R4

Areal
T

PasgeneHne 06/1acTM OCHOBaHO Ha MHTepdeicax. CnegoBaTeNlbHO, MapLIPYTM3aToOp C
HECKO/NIbKUMWN MHTepdericaMm MOXKET NpPUHaANeXKaTb HECKO/NbKMUM 061acTaM, HO KarKAablii

UHTepdeic NpuHaaiexXnT ToNbKO OAHOM obnactu. Bce mapupytmsaTtopbl B ogHon obsactm
nogfepmBaloT oamH M TOT Ke LSDB. Ecam maplupytvsatop NpUHAONEKUT HECKONbKUM
obnactam, oH noaaepxmsaet LSDB gna Kaxaoi obnactu. CeTeBoi pasaen MMeeT caeayroume
npevmyLlecTsa:

» MapupyTunsaTopbl B KaxkAol 061acTn noaaep»KnsatoT To/1bKo LSDB o61acTu, HO He BClo
cetb OSPF.
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» Ecnam Tononorusa cetn orpaHmyeHa ob6aacTblo, 3TO He BAMAET Ha Bclo ceTb OSPF, yto
CHUXKAET YacToTy BbluMcneHn SPF.
» OrpaHnyeHue nepeaaym LSA oaHo 061acTblo MOXKET YMEHbLINTb 06bem AaHHbIX OSPF.

Tun mapwpymusamopa

B 3aBMCMMOCTM OT NONOXKEHUA KOMMYTaTOpa YPOBHA 3 B AS po/ib KOMMYTaTOpa MOXeT
6bITb BHYTPEHHUM MapLipyTu3atopom, ABR, MmarnctpanbHbiMm MapLipytmusaTopom nam ASBR, Kak
NMOKa3aHO Ha PUCYHKe HUXKe.

> Internal router: Bce NHTepdeiicbl BHYTPEHHErO MapLLpyTU3aTopa NpuUHagnexKaT ogHOM
obnactn OSPF. Hanpumep, R1 1 R4 Ha pucyHKe.

> ABR: ABR coeguHAET O4HY UM HECKOIbKO obnacten ¢ marucTpanbHon obnactbio. B ABR
X0TA 6bl 0AMH MHTEPdENC A0/IKEH NPUHAAEXKATb MarncTpanabHoi obiactn. Hanpumep,
R2 1 R3 Ha pucyHke.

> Backbone router: no KpaliHen mepe oguH MHTepdenc MarncTpasibHOro MapLupyT1M3aTopa
OO/MKEH HaxoauTbcA B MaructpanbHoi o6nactu. Bce ABR 1 BHyTpeHHMe
MapLupyTM3aTopbl B 06nactu O ABAAIOTCA MaruMcTpasibHbIMM  MapLUPYTM3aTOPaMM.
Hanpumep, R2 1 R3 Ha pucyHkKe.

> ASBR: MapuwpyTtrsaTtop, obmMeHMBaOWMNCA MapWpyTHON MHbOopmaumein ¢ gpyroi AS,
asnaetca ASBR. Hanpumep, R2 Ha pucyHKe.

> OguH MapLLpPYyTU3ATOP MOKET ObITb HECKONbKMX TUNOB. Hanpumep, R2 Ha pucyHKe — 3To
MarmcTpanbHbll MapwpyTtusatop, ABR 1 ASBR.

Virtual link

Ecnn HemaructpasnbHble 061acT He MOryT 06MeHMBaTbCA AaHHbIMM C MarMcTpasbHoM
06/1acTblo M3-3a ONpefesieHHbIX OrpaHUYeHnid, BUPTyaabHble KaHaabl OSPF MOXHO HacTpouTb
AN CO34aHMA NIOTUYECKUX COEANHEHNIN MEXKAY HUMM.

BupTyanbHbIli KaHaN — 3TO JIOTMYECKOE COEANHEHME, YCTAaHOBAEHHOE MeXKay AByMA ABR
yepes HemarucTpasbHylo obnactb M HacTpoeHHoe Ha oboux ABR gna BcTynieHus B cuay.
HemaruncrpanbHan 30Ha Ha3blBaeTCcA TPaH3UTHOM 30HOW. Hanpumep, KpacHasa NyHKTUPHAA INHUA
Ha puceyrt — 3TO BMPTYyanbHbIA KaHas, a obnactb 1 — TpaH3WUTHaA 30Ha ANA BUPTYaNbHOrO
KaHana.
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Tun mapwpyma

OSPF pacnpegenseT MaplpyTbl N0 YeTblpem YPOBHAM MpuUopUTETa: BHYTPUOBAACTHbIE
MapLIpyTbl, MeXX061aCTHbIe MAapLUPYTbl, BHELHWE MAPLLPYTbl TUNA 1 M BHELWHME MapLlpyTbl TUMA
2 B nopAake ybbiBaHMA. MapLlipyTbl BHYTPU U MeXKAy 061acTAMM ONUCHIBAOT TOMOOMUIO CETU
AS. BHelwHMe mapLwpyTbl ONMCbIBAKOT MAPLLUPYTbI K BHELWHMM AS.

6.13.3.3.DRn BDR

B cetax NBMA ntobble ABa maplupyTnsaTopa ob6MeHMBaoTCA APYr C APYrOM MapLLPYTHOM
nHbopmaumen. B pesynbtaTe reHepupyeTcs MHOFO HeHyXKHbix LSA. [na peweHus 3ToM
npobnembl 6bi1 BBEAEH BblAeNeHHbI mapwpytusatop (DR). Bce ocTanbHble MapLipyTU3aTopbl
YCTAaHaB/AMBAIOT CMEXHble OTHOLIEHMA N 0OMEHUBAIOTCA MapLpyTHON MHPopmaumeit ¢ DR. DR
coobLaeT 0 COCTOAHMM CETEBOr0 KaHana ApyrMM maplupytusatopam. YTobbl npesoTBpatuThb
ofHOTOYeuYHble cbou, Bbi3BaHHble cb6oem DR, OSPF onpepenset pe3epBHbl Ha3sHAYEHHbIN
Mapuwpytmsatop (BDR). BDR TakKe YyCTaHaBAMBAKOT COCEAHWE OTHOLWIEHUS C  APYrumMu
mapLpytmsaTopamun. BDR asnsetca pesepsHoit konmen DR. Korga DR BbixoguT ns ctposa, BRD
ctaHoBuTcs DR. TloCKO/MIbKY OblM  YCTAaHOB/JIEHbI COCEAHME OTHOWEHWUA C  APYrUMU
MapLupyTM3aTopamu, cboin DR oKkasbiBaeT He3HAUYUTENIbHOE BAUAHME Ha CETb.

® D &

Kak nokasaHo Ha PuUCyHKe, Ha NepBOM PUCYHKe MOKa3aHbl ¢pU3MYeCcKMe coefUHeHUA
Ethernet, a Ha BTOpPOM pPUCYHKe — YCTaHOBJ/IEHHbIE CMEXKHble OTHOoWweHusA. MNocne NpPUHATUA
DR/BDR gna nATM MapLupyTM3aTopoB TpebyeTca TONbKO CEMb CMEXHbIX CBA3EN.

Mpasuna sbibopa DR / BDR cneaytolume:

> MapLpyT1saTop c NpMopuTeTom maplupyTtnsatopa O He moskeT ctaTb DR uau BDR.

» MaplpyT1saTtop C HauBbICLUMM MNPUOPUTETOM B CErMEHTE CeTU BblbUpaeTca B

Kayectse DR, a mapLpyTnsaTtop co BTOPbIM MO Be/IMYMHE NPUOPUTETOM — B KayecTse
BDR.

» ECAM  HeCKONbKO  MaplpyTM3aTOpoB  MMEIOT  OAMHAKOBbIM  MPUOPWUTET,

mapLupyTmsaTop ¢ 6osblwmm RID BbibMpaeTca B KavecTse DR.

» Korga DR Bbixoaut u3 ctpona, BDR ctaHosutca DR, a B Kayectse BDR Bbibupaetca

ApYroin mapLpyT.
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» KoHuenuua DR ocHoBaHa Ha nHTepdelice. Mapuipytnsatop mosket 6biTb DR ¢ TOUKM
3peHunsa ogHoro uHTepderica u BDR nam o6bIuHbIM MapLIPYTU3aTOPOM C TOUKM 3pEHUA
Apyroro nHTepdoeiica.

> EcAn maplipyTM3aTop C HauBbICLUMM MNPUOPUTETOM p[06aBAseTca B CeTb noc/e
Bbi6bopa DR/BDR, mapLipyTM3aTop He 3ameHuUT cyuiecTsyowmii DR nam BDR, ytobbl
cTatb HoBbIM DR naun BDR.

6.13.3.4. Be6 KoHdpurypmuposaHue

BknroueHue OSPF

LLlenkHyTb [Device Basic Configuration] = [Route configuration] - [OSPF configuration]
— [OSPF process configuration] - [OSPF Enable/Disable] gna Bxoma Ha cTpaHuuy
BK/toueHns OSPF, Kak NOKa3aHO Ha PUCYHKE HUMKE.

OSPF Enable/Disable
Enable v |

Apply

e OSPF cratyc
Onumu: Enable / Disable
Mo ymonyaHuto: Disable
dyHKUMA: BKAOYeHMe / BbiKkntoyeHne OSPF.

Yemanoska RID

LLlenkHyTb [Device Basic Configuration] - [Route configuration] = [OSPF configuration]
- [OSPF process configuration] = [Router-ID configuration] ana Bxoga Ha cTpaHuuy
KoHPUrypaumm RID, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Router ID configuration
182. 168. 0.6

e Router ID configuration (IP address)
®opmarT: A.B.C.D.
Mo ymonyaHuto: oOcHoBHOM IP-agpec wuHTepdeiica VLAN c  HaMmeHbLUMM

naeHtTnpukatopom VLAN Ha KommyTaTope.
dyHKUMA: ycTaHoBKA RID KommyTaTopoB ¢ noaaepKkon OSPF. Kaxkgblit KommyTaTop ¢
noaaepxKkon OSPF nmeet yHuKkanbHbiM RID B AS.

U3meHeHue RID scmynaem 8 cusny mosbKo r1ocsae noemopHo20 8KatovYeHusa OSPF.
YcmaHoeka cemesozo duana3oHa OSFP
LLlenkHyTb [Device Basic Configuration] = [Route configuration] - [OSPF configuration]

- [OSPF process configuration] - [OSPF network range configuration] ana Bxoga Ha
CTpaHuLy KoHbUrypaumm ceteBoro ananasoHa OSPF, Kak NOKa3aHO Ha PUCYHKE HUXKe.
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OSPF network range configuration

192.168.0.0
255, 255, 286.0

YTes v

e Network
®dopmart: A.B.C.D.
dyHKUMA: YcTaHoBUTE ceTeBolt IP-agpec.
e Network mask
PyHKLUMA: YCTAHOBKA MACKKU NOACETU CETH.
OnucaHune: Macka cetu 1 IP-agpec onpeaenatoT AMana3oH ceTu.
e ArealD
OnanasoH: 04294967295
dyHKUMA: HAaCTPOUTb 06/1aCTb 419 CETEBOro ANana3oHa.
OnucaHue: ecnm B 0bnactb fobaBaseTCA CETEBON AMana3oH, BCe BHYTPEHHWE MapPLLPYTbI
CETEBOro AManasoHa He 06baABAAOTCA ApYrMm obaacTam.
e Advertise
BapuaHTbl: fla/HeT
Mo ymonuanuio: [a
PyHKLUMA: HAaCTPOUTb, cneayeT M 06bABNATL AalArKecT-MHPOPMALMIO O MapLIpyTax B
CceTeBOM AManasoHe.

YecmaHosume obaacme 015 uHmepghelica VLAN.
LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]

—> [OSPF process configuration] - [OSPF area configuration for port (must)] ana exoga Ha
CTpaHuLy KoHourypaumm obnactu nHtepderica VLAN, Kak NoKaszaHO Ha PUCYHKE HUXKE.

OSPF area configuration for port{must)
Wlanl v
2

e ArealD
[OunanasoH: 0~4294967295
dyHKUMA: YcTaHoBUTE 061acTb ana nHtepdeiica VLAN.
Onucanue: ecnn nHtepdeiic VLAN gobasnsetca B o6iacte OSPF, OSPF BKatoyaeTcs Ha
nHTepdelice VLAN.

YcmaHoeka napamempos aymeHmugpuxkayuu OSPF.

LLlenkHyTb [Device Basic Configuration] = [Route configuration] - [OSPF configuration]
- [OSPF TX-parameter configuration] - [OSPF authentication parameter configuration]
ONA BXOZa Ha CTpaHWUUy KoHOUrypauumn ayTeHTudmnKaumm OSPF, Kak NOKa3aHO Ha pUCYHKe
HUXKe.
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OSPF authentication parameter configuration

e Authentication mode
Onumun: SIMPLE / MD5
@PYHKUMA: HACTPOUTb PEXMM ayTeHTUOMKauMm pna nonydeHua naketoB OSPF Ha
YyKa3aHHOM MHTepodeice.
OnucaHue: SIMPLE yKasbiBaeT Ha ayTeHTUOMKauMio B BMAE 0bObl4HOro Tekcrta. MD5
YKa3bIBaeT 3alWMPPOBAHHYIO ayTeHTUMKALUMIO.
e SIMPLE Authentication key
dnana3oH: 1~8 cumsosioB
dyHKUMA: YcTaHoBUTE KAtoy ana SIMPLE ayTeHTUdUKaumu.
OnucaHue: HacTpolika 3Toro nmapameTpa AeWcTBYeT TO/bKO B TOM C/y4ae, eciu B
KauyecTBe perKnma ayteHTudmKaumm solbpaH SIMPLE.
e MD5 Authentication key
OnanasoH: 1716 cumsonos
DyHKUMA: YCTAHOBUTb KAtOY ANA ayTeHTUGMKaunm MDS5.
OnucaHue: YcTaHOBKA 3TOr0 napameTpa AeWCTBYET, TO/IbKO eCAN B KayecTBe pexuma
ayTeHTUdUKauum BbibpaH MD5.
e MD5KeyID
OnanasoH: 1~255
PyHKUMA: YcTaHOBUTE NAEHTUPUKATOP Ktoda ayTeHTUdMKaummn MDS.

ﬂ Ana npasunsvHoli omnpasKku u nosayyeHus OSPF udeHmuyYHble napamempsl aymeHmuguKkayuu
0013CHbI 6bIMb HACMPOEHbI HO 060UX KOHUQAX.

TION

Hacmpotika pexcum OSPF Rx/Tx 0ns uHmepgpelica VLAN.

LLlenkHyTb [Device Basic Configuration] = [Route configuration] - [OSPF configuration]
- [OSPF TX-parameter configuration] - [Passive interface configuration] ana Bxoga Ha
cTpaHuLy KoHdurypauum pexknma Rx/Tx OSPF, Kak noka3aHo Ha pUCYHKe HUKe.

OSPF Rx/Tx mode configuration for port

|

e VLAN Port
Onuuu: nntepdelicol VLAN, Ha KOTOPbIX 40KEH 6bITb BKAOYeH OSPF.
PyHKLUMA: HACTPOUTb YKa3aHHbIM MHTepdelic VLAN ToNbKO gns nosayyeHusa (HO He gns
oTnpasku) naketos OSPF.
OnucaHue. Mo ymonyaHuio Bce MHTepdeicol ¢ nogaepkkon OSPF moryT oTnpaBaATb U
nony4vaTb naketbl OSPF.

YcmaHoeka napamempoe malimepa omnpasku nakemos OSPF.
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LLenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
- [OSPF TX-parameter configuration] - [OSPF packet sending timer configuration] ans
BXO4A Ha CTPaHWUYy HaCTPOMKM TallMepa OTMPaBKM MaKeTOB, KaK MOKa3aHO Ha PUCYHKe
HUKe.

OSPF packet sending timer parameter configuration

e OSPF route cost configuration
Onana3oH: 1765535 ¢
Mo ymonyaHutio: 1 ¢
®yHKumA: Hactpoiika ctoumoct mapuwpyTta OSPF anda ykasaHHoro nHtepdeica.

e Hello packet interval
Onana3oH: 1765535 ¢
Mo ymonyaHuto: 10 ¢
®PyHKumA: HacTporka mMHTepBana OTMPaBKU NMPUBETCTBEHHbIX MAKeTOB Ha YKa3aHHbIM
nHTepdeiric. OnucaHne. KommyTaTop nepuoanyeckM OTMpPaBAseT MPUBETCTBEHHbIE
naKkeTbl COCeAHUMM YCTPOMCTBaM ANA OOHApyXKeHWA U MNOoALEP!KAHUA B3aMMOCBA3EN
MeXXay coceHMMM ycTpolicTBamm M Bbibopa DR n BDR.

e Neighbour router invalid interval
AnanasoH: 1~2147483647 c
Mo ymonyaHuto: 40 ¢
®PyHKuMA: HacTponKa MHTepBana UCTEYEHUA MApPLLPYTOB K COCEAHMM KOMMYTATOpPaM.
3HayeHWe [OMKHO ObiTb 6onblle WAM  PaBHO  YeETbIPEXKPATHOMY MWHTepBany
NPUBETCTBEHHOrO NakKeTa.
OnucaHue: EcnM KommyTaTop He MoJjlyv4aeT MPUBETCTBEHHble NAKeTbl OT COCeAHEro
YCTPOICTBA B TeYEHMEe WHTepBasa, cocenHee YCTPOMUCTBO CYMUTAETCA HEAOCTYMHbIM U
HeAeNCTBUTE/IbHBIM.

¢ Sending link-state packet delay
AnanasoH: 1765535 ¢
Mo ymonuanuio: 1 c
®PyHKUMA: HACTPOUTL 3a4ePXKKY OTNPaBKKU LSA Ha ykazaHHOM MHTepdeice.

¢ Sending link-state packet retransmit interval
AnanasoH: 1765535 ¢
Mo ymonyanumio: 5 c
®PyHKUMA:  YCTaHOBUTE WHTEpPBan [ANA MNOBTOPHOM nepegaum LSA  cocegHum
KOMMYTaTOpPam Ha yKazaHHOM MHTepdemce.
OnucaHue: nocne oTnpaBKkKM LSA cocegHemy yCTPOMCTBY KOMMYTATOp coxpaHseT LSA ao
Tex Nop, NOKa He Noy4nT NOATBEPKAEHME OT coceaHero ycTpoincraa. Ecanm kommyTtaTtop
He NosyvyaeT NoATBEPXKAEHNE B TeUEeHNEe NHTEepPBAsa, OH NOBTOPHO nepegaet LSA.

Ana obecneyeHus HopmasnbHol pabomel OSPF napamempsi maiimepa 007y Hbl 6bimb
o0uHakosbimMu y cocedeli OSPF.

3adatime napamempeoi 014 umnopma mapuwipymos OSPF.



CT=3

PyKoBoACTBO Nonb3oBatens

LLenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
-> [Imported route parameter configuration] - [Imported route parameter configuration]
ONA BXOZa Ha CTpaHMUy KOoHoMUrypaumm umnopTa maplipyToB OSPF, Kak NokasaHo Ha
PUCYHKE HUKe.

Imported route parameter configuration

2 v
2147483648

1
1
100

¢ Imported route parameter configuration
BapuaHTbl: 1/2
Mo ymonyaHwuto: 2
®PyHKUMA: YCTAHOBUTb TUM MMMNOPTUPYEMbIX MAPLLPYTOB MO YMOIYAHUIO.
OnucaHue: 1 yKasbiBaeT Ha BHewWHMe mapwpyTbl Tuna 1, a 2 yKasbiBaeT Ha BHeLWHUe
MmapwpyTtbl Tuna 2. CTOMMOCTb OT MapLUpyTM3aTopa A0 NYHKTa Ha3HayYeHUA BHeLWHero
MaplwpyTta TMna 1 — 3TO CTOMMOCTb OT MapLUpyTMU3aTopa A0 cooTBeTcTBytowero ASBR
natoc ctommoctb oT ASBR A0 nyHKTa Ha3sHavyeHUA BHewHero mapuwpyTta. CToMmocTb oT
BHYTPEHHEro mapLupyTmsaTtopa A0 NyHKTa Ha3HauYeHUA BHeLHero mapwpyra tmna 2 —
3TO cTOMMOCTb OT ASBR 40 NyHKTa Ha3HayeHMA BHELWHero mapLpyTa Tmna 2.

e Default imported route tag
OnanasoH: 04294967295
Mo ymonyanHuio: 2147483648
®DyHKLUMA: YCTAHOBUTL TEr MO YMOJIYAHUIO A8 UMMOPTUPOBAHHbBIX MAPLLPYTOB.

e Default imported route cost
OnanasoH: 1716777214
Mo ymonyaHuto: 1
®PyHKLMA: YCTAHOBUTb CTOMMOCTb MMMOPTUPYEMBIX MAPLLPYTOB MO YMOIYAHUIO.

e Imported route interval
AnanasoH: 1765535 ¢
Mo ymonyaHuto: 1 ¢
®dyHKUMA:  YCTaHOBMTE WHTEpPBAN AAA WMMNOPTa BHewHuMx Mmapwpytos. OSPF
nepuogmMyeckn nmnopTupyetr MHGOpPMaLMIO O BHELHEM MapLUpyTe M pacnpocTpaHAeT
3Ty MHPopmaumio no Bcen AS.

e Maximum imported route
OnanasoH: 1765535
Mo ymonyanwutio: 100
®PyHKUMA: YCTAaHOBUTE MAKCMMasibHOE KOJIMYECTBO MAPLUPYTOB, KOTOPble MOTyT ObITb
o4HOBpPEMEHHO nmnoptmposaHbl OSPF.

Hacmpolime umnopm mapwpymos 0pyaux npomoKosios.

LWLenkHyTb [Device Basic Configuration] = [Route configuration] = [OSPF configuration]
- [Imported route parameter configuration] = [Import external routing information ans
BXO4a Ha CTPaHULY KOHOUrypauuu MMMNOPTa BHELWHMX MapLUPYTOB, KaK MOKa3aHO Ha
PUCYHKE HUXKeE.
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Import external routing information

IStatic: vl
2 ]
E |
20 |

Imported type

BapwuaHTsl: Static / RIP / Connected / BGP

PyHKUMA: HacTpolika NPOTOKOa MapLUpyTM3aLuu.

OnucaHue: Static ykasbiBaeT Ha UMNOPT CTaTUYecKnx mapuwpyTtos; RIP yKa3sbiBaeT Ha
umnopt mapuwpytos RIP; connected yka3sbiBaeT Ha MMMNOPT MAPLUPYTOB C MPAMbIM
nogkntodeHnem; BGP ykasbiBaeT Ha umnopT mapwpytos BGP.

Type

BapuaHTbl: 1/2

PyHKLUMA: HACTPOIMKa TMMA MMMOPTUPYEMbIX MapLIPYTOB.

OnucaHue: 1 yKasbiBaeT Ha BHewWHWe mapwpyTbl Tuna 1, a 2 yKasbiBaeT Ha BHeLWHUe
MmapuwpyTbl Tuna 2.

Tag

OnanasoH: 074294967295

®PyHKUMA: HacTpoiKa Tera MMNOPTUPYEMbIX MapLLpPYTOB.

Metric Value

OnanasoH: 1716777214

DYHKUUA: HACTPOUTL 3HAYEHME METPUKM MMMOPTUPOBAHHbLIX MAPLLPYTOB.

YcmaHoska npuopumemos 0714 NPOMOoK0s08 Mapwpymu3ayuu.

LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]

-> [Other parameter configuration] = [OSPF priority configuration] ana Bxoaa Ha cTpaHuuy
KOHUrypaLmm NnpuopuTeTa NPOTOKOIa MapLWPYTU3aL MM, KaK NOKa3aHO Ha PUCYHKE HUXKE.

OSPF priority configuration

110 ’

OSPF ASE Priority Configuration

m ]|

Priority

OnanasoH: 1~255

Mo ymonyaHwuto: 110

DyHKUMA: yCTaHOBKa Npuoputeta OSPF.

ASE (imported external AS route priority)

OnanasoH: 1~255

Mo ymonyaHwutio: 150

PyHKLMA: YCTaHOBUTb MPUOPUTET MMMNOPTUPYEMBIX MaPLLPYTOB.
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OnucaHue. MoCKONbKY Ha KOMMYTaTOpPax YPOBHS 3 MOXET ObITb BK/IIOYEHO HECKO/IbKO
NPOTOKO/JIOB  MaplpyTU3aumMM, Ba)KHOE 3HayeHMe nNpuobpeTaloT CcoBMecTHoe
ucnonb3oBaHMe W Bblbop MapuwpyTta. [loaToMy ANA  Ka)KAOro  NPOTOKoAa
MapLIpyTM3aLMM YCTaHaBIMBAETCA NPUOPUTET.

EciM OgMH M TOT e MapuwpyT o06Hapy:KMBaeTCA HECKOJAbKMMM MNPOTOKONAMM
MapwpyTM3aumMm, OOMYCTUMbIM fABAAETCA MPOTOKOA C HauBbICWMM MPUOPUTETOM
(HaumeHbLwee uncno).

KoHgpuzypuposaHue stub area

LLenkHyTb [Device Basic Configuration] = [Route configuration] = [OSPF configuration]

-> [Other parameter configuration] - [OSPF STUB area and default route cost] ana Bxoaa
Ha CTpaHULYy KOHOUTypaLmm TYNMMKOBOM 061acTU, Kak NOKa3aHO Ha PUCYHKE HUXKe.

OSPF STUB area and default route cost
60 |
5 |

Default Route Cost

OnanasoH: 1765535

DyHKUMA: YCTaHOBUTb CTOMMOCTb MapLUpyTa MO YMOYaHWUIO ANs TYNMMKOBOW obnacTu.
Area ID

OunanasoH: 174294967295

dyHKUMA: HacTpoliTe yKasaHHY0 061aCTb B KaYecTBe TYNMKOBOM.

MazucmpaneHasa obaacme (backbone area), mo ecmob 06aacmeo 0, He Moxtem 6bimb HACMPOEHA
Kak mynukoeas obaacme (stub area).

9

KoHghueypuposaHue OSFP virtual link

LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
[Other parameter configuration] = [OSPF virtual link configurationle] ana Bxoaa Ha

CTPaHULYy KoOHOUIypaumm BUpTYaabHOro KaHana OSPF, Kak NoOKa3aHO Ha PUCYHKE HUXKe.

OSPF virtual link configuration

Route ID

dopmar: A.B.C.D.

dyHKuMA: YcTaHoBUTE RID ana paBHONPaBHOIO KOHLA BUPTYanbHOTO KaHana.
Transit Area ID

OnanasoH: 174294967295

PYHKUMA: YKaXKMTe TPAH3UTHYIO 30HY A8 BUPTYaIbHOIo KaHana.

Hello packet interval

AnanasoH: 1765535 ¢

Mo ymonyaHuto: 10 ¢
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®PyHKuMA: HacTpolka MHTepBasa OTNPaBKM MPUBETCTBEHHbIX MAKETOB Ha YyKa3aHHbIM
uHtepderic. OnucaHne: KommyTaTop nepuoamyeckn OTMPaBAAET MPUBETCTBEHHbIE
naKkeTbl COCEQHMM y3laM A1a OOHAPYKEHWs U NoAAEPKAHWUA OTHOLIEHUN MeXKAY
coceasmm u Bbibopa DR u BDR.

e Neighbour router invalid interval
OnanasoH: 1~2147483647 ¢
Mo ymonyaHuto: 40 ¢
®PyHKUMA: HacTpomKa MHTEpBana UCTEYEHUA MAPLLPYTOB K COCEAHUM KOMMYTATOPAM.
3HayeHWe [OMKHO OblTb 6O0/blle WAW  PaABHO YETbIPEXKPATHOMY WHTepBany
NPUBETCTBEHHOrO NakKeTa.
OnucaHue: Ecnm KommyTaTop He MnoJjlydyaeT MPUBETCTBEHHble NaKeTbl OT coceaHero
YCTPOMCTBA B TeYEHME WHTepBana, cocegHee YCTPOMCTBO CYMTAETCA HeAOCTYMHbIM U
HefencTBUTENbHbIM.

e Sending link-state packet delay
OnanasoH: 1765535 ¢
Mo ymonyaHuto: 1 ¢
®PyHKUMA: HACTPOUTL 3a4EPKKY OTNPaBKKU LSA Ha yKasaHHOM MHTepdeiice.

¢ Sending link-state packet retransmit interval
OnanasoH: 1765535 ¢
Mo ymonyanuio: 5 ¢
®PyHKUMA:  YCTaHOBUTE WHTEpBan AAA MNOBTOPHOM nepepaum LSA  cocegHum
KOMMYTaTOpam Ha YKa3saHHOM UHTepodeiice.
OnucaHue: nocne oTnpaBKku LSA cocegHemy yCTPOMCTBY KOMMYTATOp coxpaHsaeT LSA ao
TEX Nop, NOKa He NoAyYnT NOATBEPKAEHME OT COCeAHEro ycTpoincTea. Ecanm KommyTtaTop
He nony4YaeT NoATBepPXKAeHWe B TeHEHNEe MHTepPBasa, OH NOBTOPHO nNepeaaet LSA.

Hacmpoliku napamempos 0o0axcHbl 6bimb €021AC08AHbLI  Mexdy 060UMU  KOHUAMU
8UPMYAAbHO20 KAHAAA.

YcmaHosume npuopumem uHmepdgpelica VLAN

LLenkHyTb [Device Basic Configuration] = [Route configuration] = [OSPF configuration]
—> [Other parameter configuration] - [Port DR priority configuration] ana exoaa Ha
CTPaHMLY HaCTPOWKKN Npuoputeta MHTepdeica VLAN, KaK NOKa3aHO Ha PUCYHKE HUXKeE.

Port DR priority configuration
VLAN Port ¥lanl v
Priority(0-255) 3

e Priority
OnanasoH: 0~255
Mo ymonyanuio: 1
®PyHKUMA: ycTaHOBKA npuopuTeTa MHTepdelica VLAN ¢ nogaeprkon OSPF.
OnucaHue: Mpu Bbibope DR u BDR B KauectBe DR BbibUpaeTca nepeknoyaTtenb C
HanboNbLIMM 3HAYEHWEM 3TOFO NapameTpa.

Mpocmompm OSPF uHgopmayuu
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LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
—> [OSPF debug] = [show ip ospf] ana Bxoga Ha MHPOPMAUMOHHYIO cTpaHuLy OSPF, Kak
MOKa3aHO Ha PUCYHKE HUKe.

OSPF information

192.168.0.22
110
150
1
2147483648

lMpocmomp uHgopmayuu o sHewHem mapuipyme OSPF.
LLenkHyTb [Device Basic Configuration] = [Route configuration] = [OSPF configuration]
-> [OSPF debug] - [show ip ospf ase] ana Bxoga Ha cTpaHMLy MHPOPMALUKN O BHELUHEM

mapupyTte OSPF, KaK NOKAa3aHO Ha PUCYHKe HUMXKe.

OSPF Imported External AS Route Information

7770 2222 |2223 [1145] -2147483506 | DTYPE_ASBR | 1

lpocmomp OSPF cmamucmuku

LLlenkHyTb [Device Basic Configuration] = [Route configuration] - [OSPF configuration]
- [OSPF debug] = [show ip ospf cumulative] ans Bxoga Ha cTpaHuuUy ctatucTukm OSPF, Kak
NMOKa3aHOo Ha PUCYHKEe HUXKe.

OSPF Cumulative information

Type In [ Out
HELLO 23674 23823
DD 19 22
LS Req 8 6
LS Update 1394 548
LS Ack 406 970
ASE count | 1 checksum| 7938

lpocmomp uHgopmayuu 6a3sl daHHbIX OSPF

LLenkHyTb [Device Basic Configuration] = [Route configuration] = [OSPF configuration]
- [OSPF debug] = [show ip ospf database] ana Bxoaa Ha MHGOPMALMOHHYIO CTPaHULY
6a3bl gaHHbIX OSPF, Kak NOKa3aHO Ha PUCYHKe HUKeE.
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OSPF database information

AREA O
Typs Cost - [N Addrass
2222 22237 (331| 0GO00MIea | 1 | dopes [TESRREl A 2222 | 3227
viallik | 1| 3333 | 5331
1114 1111 (340 00000228 | 0 | seass | D [ Cos DR Addms
3333 3333 230 oewoo0zat | 2 | sgesa | THS [ CCS | ROUED | e

22.2.2 336 Uk800000c0

201140 1111 0000173 26468
5550 3333 0000005
4 44 755 3333 416 DRE00002 12 3 26814
3330 3333 333 ] (x80000113 3 30318
3330 223232 (wB00001ef 2

Type Cost || Mebwork Iethiask:
_ OAE000010e Stbnet| 1 | 20410 | 2552552550

5550 111318 kB0000001 | 85535
2222595 111 1319 | Ox80000007 | 59535
111 5
R &

4447355 319 | OxE0000001 | 555
3.33.0 318 | (x80000003 | 855

2222 T LT (330 Eo0ouo0T (59535 JuEE

E

Mpocmompm cocedeli OSPF

LLenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
- [OSPF debug] = [show ip ospf neighbor] ana Bxoga Ha cTpaHuuy WMHPoOpPMaUUKN O
cocegHem OSPF, Kak NOKa3aHO Ha PUCYHKE HUXKe.

OSPF Neighbor

222212221

Mpocmomp uHgpopmayuu OSPF mapwpymusayuu

LLenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
- [OSPF debug] - [show ip ospf routing] ana Bxoga Ha cTpaHWUy WHPOPMALUKM O
mapupyTtmsaumm OSPF, Kak NOKa3aHO Ha PUCYHKE HUXKe.

OSPF routes information

AS internal routes

20110 4 1 DTYPE_NET 20111 1.1.11
2220 0 1 DTYPE_NET 2221 2222
3330 0 2 DTYPE_NET 2222 2222
5550 0 4 DTYPE_NET 2222 3333
4440 0 3 DTYPE_NET 2222 3333

AS external routes

7770 22272 2223 1245 0x8000008e | DTYPE_ASBR | 1

Mpocmomp 3anuceli mapwpymos
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LLlenkHyTb [Device Basic Configuration] - [Route configuration] - [OSPF configuration]
-> [show ip route] ana Bxoga Ha cTpaHuLy MHGOPMaLMM O MapLIPYTM3aLMM, Kak NOKa3aHo
Ha PUCYHKE HUXKe.

Information Display
Total route items is 6, the matched route items is 6
Codes: C - connected, 3 - static, R - RIF derived, 0 - 03PF derived
b - OSPF 2SE. B - BGP derived. D - DVMRP derived

ion Mask Hexthop Interface Preference
255.255.255. . Vlan2

.

a o
.0 255.255.2585. 2.2. VlanZ 110
a

a

a

o
2
L2,
2
2
o

255.255.255 .2
2.
2.
.0

255.255.255.
255.253.255
0.1.1.0 255.255.255

Wlan2 110
WVlan2 110
Vlanz 200
Wlanl o

coboooo
SEFENENEES

awoooa
oMM NN

6.14. KoHdurypaumua DHCP

C NOCTOAHHbIM pacWMpPeHneM MacliTaba ceTm U POCTOM CNOMKHOCTM CETU, B YCAOBUAX
YacToro nepemelLeHns KOMMNbIOTEPOB (TaKMX Kak HOYTOYKM wam GecnpoBofHas CeTb) U
KONM4yecTBa KOMMbIOTEPOB, MpeBblwalowmx Bblaensaemole |P-agpeca, npotokon BootP,
cneumManbHO NpeAHasHa4YeHHbIN A4 CTAaTUYECKOro XOCTa. KOHGUIypauma cTaHoBUTCA Bce 6onee
HecnocobHoW yaoBaeTBopUTb GakTnyeckme notpebHocTn. Ana BbicTporo AoCTyna M BbiIxoga M3
CeTM M yaydlweHusa KoapoduumeHTa MCrnosb3oBaHUA pecypcoB IP-agpecoB Ham Heobxogmmo
pa3paboTaTb aBTOMATUYECKMIA MEXAHU3M Ha ocHoBe BootP ana HasHauveHua IP-agpecos. DHCP
(npoToKON AMHamuueckol KoHdurypauum xocta) 6bin1 BBeAeH ANA pellieHMa 3TUX npobaem.
DHCP vcnonb3yeT moaesb CBA3U K/IMEHT-cepBep. KNMeHT oTnpaBaseT 3anpoc KOHGUrypauum Ha
cepBep, a 3aTem cepBep OTBeYaeT Ha NapameTpbl KOHPUrypaunm, Takue Kak IP-agpec, KaneHTy,
[0CTUran AnHaMmu4yeckom KoHourypaumm IP-agpecoB. CTpyKTypa TUNMYHOro npunoxeHmna DHCP
NMOKa3aHa Ha PUCYHKe HUuXe.

DHCP client  DHCP client
DHCP server

-

P =
]

DHCP client DHCP client

B npouecce OuHamuyeckoz2o rnonayvyeHua IP-adpecos coobueHus nepedaromcsa crocobom
wupokoseuw,amensHoli pacculnku, noamomy mpebyemcs, ymoboi DHCP-kaueHm u DHCP-cepsep
Haxodunuce 8 00HOM ceameHme. Ec/u OHU HOX00AMCA 8 PA3HbIX Ce2MeHMax, KAUeHm mMoxem
€8A3aMbCA C cepeepoM Yyepe3 pempaHcasmop DHCP, umobel noaydyums IP-adpeca u Opyaue
napamempol KOHpU2ypayuu.

DHCP nogaep»mBaeT gBa TMNa MexaHU3MOB pacnpegeneHua IP-agpecos. Ctatnyeckoe
pacnpegeneHue: CEeTeBOM agMUHUCTPATOP CTAaTUYECKU NPUBA3bIBAET GMKCUPOBaAHHbIe IP-aapeca
K HECKO/ZIbKMM KOHKPETHbIM KnneHTam, Takum Kak WWW-cepsep, 1 oTnpaBaseT ceA3blBaoWwme
IP-agpeca kKnmeHtam no DHCP. [AuHamunyeckoe sbigeneHne: DHCP-cepsep gnHamuyecku
Bblgenaet |IP-agpec KAMEHTY. ITOT MexXaHU3M BblAeNieHMA MOMKeT BbIAEeNUTb KAUEHTY
nocTofAHHbIM IP-agpec nnn IP-agpec ¢ orpaHUYeHHbIM CpOKOM apeHabl. Korga cpok apeHapl
NUCTEKaEeT, K/IMEHTY HeobxoAuMMO MOBTOPHO MNpumeHuTb IP-agpec. CeTeBoit agMMHUCTPATOP
MOeT BblbpaTb MexaHu3m pacnpeaeneHns DHCP gns Kaxaoro KAneHTa.
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6.14.1. KoHdurypauyua DHCP Server

DHCP-cepBep — nocTaBlmk ycayr DHCP. OH ucnonb3yetr DHCP-coobuweHuna ansa cBssm ¢
DHCP-KknneHTOM, 4TOObI BbIAENUTb KAWEHTY, noaxoaawmin IP-agpec u npu HeobxoaumocTu
HasHauWTb eMy Apyrue ceteBble MapameTpbl. B cnegytowmnx cnyyvasax DHCP-cepsep 06bl4HO
ncnonb3yeTca ANna sblgenenus IP-agpecos.

» bonbloi macwwTab ceTn. Pabouas Harpyska py4HOM HAaCTPOMKK BEMKA, U TPYAHO yNpaBasATh
BCEM CEeTbHO.

» KoAn4yecTBo XOCTOB MpeBbIWaeT KOAMYECTBO HasHayaemblX IP-agpecoB, U OH He MOXKeT
BblAeNUTb QUKCUPOBaHHbIW IP-aapec Kaxaomy XocTy.

> TONbKO HECKONIbKO XOCTOB B CETU HYXOaQKTCA B d)VIKCMpOBaHHbIX IP-ap,pecax.

DHCP-cepBep BblbUpaeT IP-aapec 13 nyna agpecosB U BblAENAET ero BMecTe ¢ ApyrMmm
napameTtpamm KnmeHTy. lNocnenosBaTenbHOCTL pacnpeaenerHus IP-agpecos cheaytowasn:
IP-agpec ctatndeckun npusasaH Kk MAC-agpecy KameHTa.

A\

> |IP-agpec, 3anucaHHbI Ha DHCP-cepBepe, KOTopbil KOrga-nnbo 6bi1 BblaeNeH KAUEHTY.

» |IP-agpec, yKasaHHbIl B COOBLEHMM 3anpoca, OTNPABAEHHOM OT KAMEHTA.

» T[epB.bili Bblgenaemsii IP-agpec, HalAeHHbIN B Nyne aapecos.

> Ecau Het poctynHoro IP-agpeca, nposepbTe IP-agpec, Cpok apeHabl KOTOPOro uctekaeT
M KOTOPbIN nmen KoHPAMKTbI Mo nopaaky. Ecnv HanpeHo, Boigenute IP-agpec. Ecan Her,
TO HEeT npouecca.

6.14.2. Beb6 KoH}puUrypuposaHue

BkntoyeHue DHCP cepsepa

LLenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Enable DHCP] ans Bxoaa Ha ctpaHuuy BkatoueHua DHCP cepsepa, Kak
MOKa3aHO Ha PUCYHKE HUXKe.

Enable DHCP
‘ DHCP server status Open v

e DHCP server status
Onuma: Opne / Close
Mo ymonyaHuio: Close
®dyHKuMA: BbibepuTe TeKywmin KommyTtaTop ana DHCP-cepsepa, uTobbl Bblaenntb |IP-
afpec KNAMEHTY UK HeT.

BoideneHue cmamuyeckozo IP adpeca
LWLenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server

configuration] = [Address pool configuration] ana cosgaHmua DHCP agpecHoro nyna, Kak
MOKa3aHO Ha PUCYHKE HUMKeE.
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DHCP Address

Cancel v
Day: |1 |
Hour 0 |
Minute: |0 ‘

e DHCP pool name
Onana3oH: 1~32 cumBona
DyHKUMA: HaCTPOUTbL MMA Nyna IP-agpecos.
e DHCP pool domain name
OnanasoH: 1~255 cumsonos
DyHKUMA: HAaCTpPOUTb AOMeHHoe mma nyna IP-agpecos. Mpu HasHadyeHuu IP-agpeca
KMEHTY TaKKe OTNPaBbTe KANEHTY CyGOUKC LOMEHHOTO UMEHM.
e Address lease timeout
OunanasoH: 0 gHelt 0 yacos 0 MUHYT ~ 365 aHei 23 yacos 59 MUHYT
OnucaHue. Taim-ayT apeHAbl CTaTUYECKOro BblaeneHusa HeckoHeueH. KoHourypauma
3TOro NapameTpa HeAONYyCTUMA ANA CTaTUYECKOro pacnpegeneHus.

Cmamuueckoe 8biOesieHue IP-adpeca MOMHO paccmampusame KAk rosay4vyeHue IP-adpeca u3
crneyuansHo2o nyna aopecos, Komopoll codeprum mosabKo 0OUH KOHKpemHsbil IP-adpec.
CnedosamesibHo, nyn adpecos DHCP donxeH 6bimb co30aH neped cmamu4vecKu 8bi0eneHHbIM
IP-adpecom.

Ana kawcdozo nyna adpecos DHCP mMoxHO Hacmpoums moOsbKO OOUH MU MexaHu3ma
pacnipedeneHua IP-adpecos.

LWenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Manual address pool configuration] gnsa Bxoaa Ha cTpaHuMLYy Ha3HaYeHUs
CTaTMYeCKOro aapeca, Kak NoKa3aHo Ha PUCYHKe HUXKeE.

DHCP manual address pool configuration

‘ pool-1 v
00-1E-CD-19-00-02
192.168.0.6 |
255.265.256.0 |

~ [device-1 \

e DHCP pool name
dyHKUMA: BbIOPATL MMA CO34aHHOIO Nyna.
e Hardware address
dopmart: HH-HH-HH-HH-HH-HH (H — wecTHaaguaTtepuyHoe 4y1cno)
®dyHKumA: HacTpoika MAC-agpeca KAMEHTA CO CTAaTUYECKUM OrpaHUYeHUeEM.
e ClientIP
dopmart: A.B.C.D.
PyHKuMA: HacTpolika IP-agpeca KAMeHTa co CTaTUYECKUMM OrpaHUYEHMEM.
OnucaHue. CtaTnyecKkoe BblaeneHue IP-agpecos peannsoBaHo nytem cBAsbiBaHNA MAC-
agpeca u IP-agpeca knmeHTa. Koraa KameHTt ¢ astum MAC-agpecom 3anpawmsaet IP-
agpec, DHCP-cepep HaxoguT IP-agpec, cootBeTcTBylowWwmMin MAC-agpecy KAMeHTa, U
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Bblgensaet IP-agpec KaneHTy. lNpuoputeT 3TOro pexkmma BblgeNleHUA Bbllle, Yem y
OWHamuyeckoro BblgeneHus IP-agpecos, a CpoK apeHabl ABNAETCA NOCTOAHHbIM.

e Client network mask
Macka noaceTv npeacrasaseT coboi Yncno anmHo 32 6uta, cocrosiiee n3 cTpokn 1 u
cTpokn 0. «1» coOTBETCTBYET NOJIAM HOMEpa CeTU U NoaaAm Homepa noacetn, a «0»
COOTBETCTBYET NoAsSM HoMepa XocTa. O6bIYHO OH HacTpoeH Ha 255.255.255.0.

e User name
OnanasoH: 17255 cumsonos
®dyHKuMA: HacTpolika MMeHM NoNb30BaTeNA KMEHTa.

JuHamuveckoe Ha3Ha4eHue IP adpeca

LWenkHyTe [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Address pool configuration] ana Bxoga Ha cTpaHWLy KoHUrypauum
ANHAaMMWYECKOro pacrnpeseneHuns, Kak MOKa3aHo Ha PUCYHKE HUXKeE.

DHCP Address pool configuration
[pool-2

\domain com
[1s216801 [P
|255.255.255.0 Mask
[Cancel v

Day |20

Hour: ‘D

Minute \ 0

e DHCP pool name
Onana3oH: 1~32 cumBona
®yHKLMA: HAacTpoUTb MMA nyna IP-agpecos.

e DHCP pool domain name
OnanasoH: 1~255 cumsonos
PyHKUMA: HacTpouTb AoMeHHoe umA nyna IP-agpecos. lMpu HasHadeHun IP-agpeca
KMEHTY TaKXKe OTNPaBbTe KANEHTY CyGOUKC AOMEHHOTO UMEHM.

¢ Address range of allocating {IP, MASK}
®yHKLMA: HacTpoliTe gmanasoH nyna IP-agpecos, a AMana3oH agpecos onpeaensetca
MacKko nopcetu. Macka noacetv npeactaBaser cobol yumcno pgaumHou 32 6uTa,
cocTonulee ns cTpokn 1 n cTpoku 0. «1» cOOTBETCTBYET NOASAM HOMEPA CETU U MOAAM
Homepa noaceTtu, a «0» cooTBETCTBYET NoAAM HOoMepa XxocTa. OBblYHO OH HACTPOEH Ha
255.255.255.0.

B kax0om nyne adpecos MOXHO HACMPOUMb MOsbKO 00UH ceameHm adpeca.

e DHCP client node type
Onuusa: Cancel / Broadcast node / Peer-to-peer node / Mixed node / Hybrid node
Mo ymonyaHuto: Cancel
®dyHKuMA: HacTpolika Tuna knneHTckoro y3na NetBIOS, BbiaeneHHoro DHCP-cepsepom.
Korga DHCP-knneHT ncnonb3yeT npotokon NetBIOS gns cBasn B cetTn, Heobxoaumo
YCTAaHOBUTb COMOCTaBNEHME MeXKAYy UMeHeM XocTa M IP-agpecom. Pa3nunuyHble Tunbl
Y3/10B MO/Iy4atoT OTOBpaXKeHMe B PasHbIX PEKMMAX.
OnucaHue: LnpokoBeLaTenbHbIM y3en nonyyaer oTobparkeHue B
lUMpOKOBelaTeNbHOM pexume. OAHOPaAHroBbIA y3en MNOoAy4YaeT CconocTaB/ieHue,
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oTnpasaaAs ogHoadpecHbi nakeT ana ceasn ¢ WINS-cepsepom. CMellaHHbIN y3en
nosy4aeT oTobparkeHuWe, Nocblas LWMPOKOBELLATE/bHBIA MaKeT B nepBbl pas. Ecau
CMELUaHHbIA y3en He MOXET MOJlyYnTb COMOCTaBAEeHME B NEepPBbIA pas3, OH NosyyaeT
CoMnocTaBieHWe, OTNPaBAAs OAHOALPECHbIM naKkeT ana ceasm ¢ WINS-cepsepom BO
BTOpOW pa3. MMBbpuAHbIN y3en nosy4yaeT cOnocTaB/leHME, OTMNPaBAAS OAHOAAPECHbIN
naket gna cesasm ¢ WINS-cepsepom B nepsbiii pas. Ecam rmbpugHomy y3ny He yaaertca
Mo/sly4nMTb COMOCTaB/JeHWE B NepBblit pa3, OH NOAy4yaeT COMoCTaB/jeHWe, OTMNPaBuMB
LWMPOKOBeLLaTeNbHbIM NaKeT BO BTOPOM pas.

e Address lease timeout
OunanasoH: 0 gHelt 0 yacoB O MUHYT ~ 365 gHelt 23 yacoB 59 MUHYT
OnucaHue: HacTpolika Talim-ayTa apeHgbl AMHaMWYecKoro pacnpegeneHuva. Ons
pasHbIx NynoB agpecos cepsep DHCP moKeT yCcTaHOBUTbL Pa3HOe Bpemsa apeHabl agpeca,
HO agpeca B ogHom nyne agpecos DHCP nmeloT oaMHaKoBOE BpemMsa apeHabl.

KoHepueypuposaHue DHCP winto3a knuHema

LWenkHyTe [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [Default Gateway Configuration] gna Bxoza Ha cTpaHuLy KoHbUrypaumm
wato3a DHCP-KnneHTa, Kak NOKa3aHO Ha PUCYHKe HUMKe.

Default Gateway Configuration

pool-2 A

192.168.0.201

e DHCP pool name
®PyHKUMA: BbIBPaTb MMA CO34aHHOrO Nyna.

e Gateway 1~Gateway 8
DyYHKUMA: HACTPOUTb aapec KAIMEHTCKOro Wt3a, BblageneHHblt DHCP-cepsepom.
ObbscHeHMe: Koraa DHCP-KAMeHT noceltaeT XOCT, HaxogAawWwMmMica B Apyrom cermeHTe,
OaHHble A0/KHbI nepecbinatbcA 4Yepes wntosbl. Korga DHCP-cepsep Bbigenset IP-
agpeca KJIMeHTam, OH MOXKeT OJHOBPEMEHHO YKa3biBaTb agpeca wt3a. MNyn agpecos
DHCP morKeT HacTpouTb 40 8 Wwto30B. LWa3 1 umeeT HauMBbICWUNI NPUOPUTET, a LWIAHO3
8 — HaMMeHbLNA.

KoHghueypupoeaHue DHCP-knueHma DNS-cepsepa
LWenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server

configuration] = [Client DNS server configuration] gns Bxoga Ha cTpaHuuUy KoHbUTypaLmm
DNS-cepsepa DHCP-KAneHTa, Kak MOKa3aHO HA PUCYHKE HUXKeE.
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Client DNS server configuration

pool-2 he

192.168.0.202

Apply

e DHCP pool name
dyHKUMA: BbIBPATb MMA CO3aHHOrO Nyna.

e DNS server 1~DNS server 8
OyHKumMA: HacTpoika agpeca KaveHTckoro DNS-cepBepa, HasHayeHHoro DHCP-
cepBepom.
Ob6bacHeHue: Mpu NocelleHUN CeTeBOro y3na yepes AOMEHHOE UMA AOMEHHOE UMSA
AO/MKHO bBbiTb npeobpasosBaHo B IP-agpec, KoTopblt peanusyetca DNS (cuctemoit
OOMEHHbIX MMeH). YTobbl DHCP-KNMEHT Mor nocelaTtb CEeTeBOM XOCT Yepes AOMEHHoe
uma, Korga DHCP-cepsep Bbigenset IP-agpeca KaMeHTam, OH MOXeT O4HOBPEMEHHO
yKa3biBaTb IP-agpeca cepsepoB gomeHHbIX MmeH. Nyn agpecos DHCP moxeT HacTpouTb
makcumym 8 DNS-cepsepos. DNS-cepsep 1 mmeeT Hausbiclwnit npuoputeT, a DNS-
cepsep 8 — camblil HU3KUIA NPUOPUTET.

KoHgpueypuposaHue DHCP-kaueHma WINS-cepsepa

LWenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] = [Client WINS server configuration] ans Bxoga Ha cTpaHuuy KoHbuUrypaumm
WINS-cepBepa DHCP-knueHTa, Kak MOKa3aHO Ha PUCYHKEe HuXKe.

Client WINS server configuration
pool-2 v
192.168.0 203

Apply

e DHCP pool name
®PyHKUMA: BbIGPATb MMA CO3A4aHHOIO Nyna.

e WINS server 1~WINS server 8
dyHKumMA: Hactpolika agpeca kauneHtckoro WINS-cepsepa, BbliaeneHHoro DHCP-
cepsepom. Ob6bacHeHue: [na  KAneHTa, paboTatowero nog — ynpaBieHUem
onepauunoHHoi cuctembl (OC) Microsoft Windows, cepsep Windows Internet Naming
Service (WINS) npegocrtaBnsier ycayry npeobpasoBaHua MmeHU xocTa B IP-agpec ana
XOCTa, ucnosb3ytlowero ansa ceasmn npotokon NetBIOS. Moatomy ana 60nbLIMHCTBA
KnneHToB Ha 6ase OC Windows Tpebyetca HacTpoiika WINS. Ytobbl DHCP-KAneHT mor
npeobpasoBaTtb Mma xocta B IP-agpec, ykaxkute agpec WINS-cepsepa, korga DHCP-
cepsep Bblgendaet IP-agpec knmeHty. lNyn agpecos DHCP morkeT HacTpoutb 4o 8
cepsepoB WINS. WINS-cepsep 1 nmeet HausbiclumMn npuoputet, a WINS-cepsep 8 —
CaMbI HU3KUIN NPUOPUTET.
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Hacmpolika DHCP-knueHm, adpec TFTP-cepgepa u umsa 3a2py304Hoeo ¢alina.

LWenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [DHCP file server address configuration] gns BBoga agpeca DHCP-knuneHTa
TFTP-cepBepa U CTpaHULbl KOHPUTYPALMM UMEHM 3arpy304HOro daiisia, Kak NokasaHo Ha
PUCYHKE HUXKe.

DHCP file server address configuration

boot.img

192.168.0.204

e DHCP pool name
PyHKUMA: BbIOPaTb MMA CO34aHHOrO Nyna.

e DHCP client bootfile name
Mms 3arpysoyHoro ¢aiina DHCP-KknueHTa
dnanasoH: 17128 cumeonos
PyHKUMA: HacTpolika umeHun dalina 3anycka KaneHTta, HasHavyeHHoro DHCP-cepsepom.
Mpu 3anycke 6e3agmckoBoro ycrtpoictea ¢dain 3anycka Ao/kKeH OblTb 3arpyKeH c
cepsepa, a 3aTeM UMMNOPTUPOBAH.

e File server 1~File server 8
OyHKumMA: HacTtpoika agpeca KaveHTckoro TFTP-cepsepa, BblgeneHHoro DHCP-
cepsepom. Myn agpecos DHCP morKeT HacTpouTb 0 8 dpainosbix cepepos. Palinosbii
cepsep 1 MmeeT HauBbICLININ NPUOPUTET, @ GaNNoBbIN cepBep 8 — CaMblii HU3KWIA.

KoHghuwypuposaHue cemesoix napamempos DHCP.
LenkHyTe [Device Basic Configuration] - [DHCP configuration] - [DHCP server

configuration] > [DHCP network parameter configuration] ana BxoZa Ha CTpaHuuy
KoHdurypaumm ceteBbix napameTpoB DHCP, Kak NOKa3aHO Ha PUCYHKE HUMKE.

DHCP network parameter configuration

pool-2
72
ip address v
192.168.0.205

Add [JllDe |

e DHCP pool name
OyHKUMA: BbIOPATL MMA CO34aHHOIO Nyna.

e Code
Ounanason: 0~254
PyHKUMA: HacTpolika onuum DHCP. DHCP coxpaHsaeT ¢opmat coobuieHma BootP gns
coBmecTumocT ¢ BootP. HepasHo pobasneHHas ¢yHKumusa BootP peanusyetca uepes
none Option. DHCP nepepaetr ynpaBaswowWwylo WHbGOPMALUIO UM MapameTpbl
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KoHburypaumm cetn yepes nosne Option, peannsya pacnpegenenue |IP-agpecos u
npeAocTaBnnsa KNMeHTy 6onee noapobHyo MHGoOpPMauuio o KoHdurypauuun. Hanpumep,
Option72 — 3710 napametrp WWW-cepBepa, KOTOpbI MCNOAb3yeTCA AAA YKa3aHusA
agpeca WWW-cepsepa, BblAeNAEMOro KANEHTY.

JlonosnHumenoHbie caedeHus 06 onyuax DHCP cm. 8 dokymeHme RFC2132.

Beb-cmpaHuya obecrieyusaem Hacmpoliky obwux napamempos (Harnpumep, adpec Wsnro3a,
adpec DNS-cepsepa u adpec WINS-cepsepa). Kodbl cemesbix napamempos He mo2ym 6bimeb
HacmMpoeHbl Kak amu obwue napamempel.

Network parameter value type

Onumu: ascii / hex / ip-agpec

®dyHKUMA: HacTpoliKka TMNa 3HaYeHusA CeTeBOro napameTpa. ascii — 3TO CTPOKa CMMBOJIOB
ascii, n ee gmManasoH KoHduUrypaummn coctaenaset ot 1 go 255 cumeonos. Hex — 3To
WeCTHaALATEPUYHOE YUCNO, U ASIMHA er0 KOHOUTYPaLMK AOMKHA ObITb YHETHBIM YMCIOM
B AnanasoHe ot 1 oo 510.

Network parameter value

®yHKLMA: HacTpoiKa COOTBETCTBYIOWErO 3HAYEHUA CETEBOrO MapamMeTpa Ha OCHOBeE
TMNA 3HAYEHWUA CETEBOrO NapameTpa.

3anpoc KoHgpuzypayuu nyna adpecos DHCP

LWenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server

configuration] - [Query DHCP address pool information] ansa 3anpoca koHburypauum nyna
aapecos DHCP, kak nOKa3aHO Ha pUCYHKe HUKe.

DHCP Adress Pool Information

pool-2 v

domain.com

P 192.168.0.0
Mask: 255.255.255.0

day: 20
hour: 0
minute:0
(0 day 0 hour 0 minute -valid forever)

DHCP pool name
®YHKLMA: BbIOPATb MMS CO34aHHOrO Nya.

Hacmpolika duanaszoHa IP-adpecos, He 8bldesisemblx OuHamu4decku 8 DHCP-adpec nyne.

LWenkHyTb [Device Basic Configuration] = [DHCP configuration] - [DHCP server

configuration] - [Excluded address configuration] gns Bxoma B KoHdUrypaumio
WCKNHOYEHHOTO agpeca Ha CTPaHULLE, KaK MOKa3aHO Ha PUCYHKE HUMKeE.
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Address allocation configuration

192.168.0.1
192.168.0.9

B

Address list

192.168.0.200 192.168.0.230
end of list

e Starting address/Ending address
@PyHKUMA:  HacTpouTb Auana3oH |IP-agpecos, KoTopble He pacnpeaensaArTca
AvHamuyeckn B DHCP. nyn agpecos. [lpu pacnpegeneHunn IP-agpecos DHCP-cepsep
OOJ/MKEH YCTpaHATb 3aHATble IP-aapec (Hanpumep, IP-agpeca wato3a n DNS-cepsepa). B
NPOTUBHOM C/y4ae OAMH U TOT XKe IP-agpec moxKeT ObITb Ha3HAYeH ABYM KMEHTaM, YTO
npueegeT K KOHOANKTY IP-agpecos.

lMpocmomp cmamumcmuku DHCP nakemos.

LLenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP server
configuration] - [DHCP packet statistics] gnsa npocmotpa DCHP cTaTUTCTUKM, KaK NOKa3aHO
Ha PUCYHKE HUKe.

DHCP packet statistics

B2 Em

Bbl MOXeTe HaXKaTb KHOMKY <Show>, 4Tobbl 06HOBUTL CTaTUCTUKY NaKeToB AaHHbIXx DHCP
B pEeXMMme peasnbHOro BPeMeHW, U Bbl MOMKeTe HaxKaTb KHomky <Clear>, ytobbl 04MCTUTL
CTaTUCTUKY NOJIYYEHHbIX / OTNPaB/IEHHbIX NaKeToB AaHHbIX DHCP.

lMpocmomp uHgompayuuu o npussaske IP-MAC
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LenkHyTb [Device Basic Configuration] - [DHCP configuration] - [DHCP debugging] -
[Show IP-MAC binding] npocmoTeTb MHPopMaLmm o npuaske IP-MAC MOXKHO, KaK NOKa3aHo
Ha PUCYHKE HUKe.

Information Display
IF address Hardware adress Lease expiration
Type
192 .168.0.23 44-37-E6-8B8-6E-90 Infinite
Manual
192 .168.0.6 00-1E-CD-19-00-02 Infinite

Manual
Total dhcp binding items: 2. the matched: 2

6.15. KoHdurypauyua ACL

Cnucok ynpasneHnus goctynom (Access Control List - ACL) nosBonseT nonb3oBaTtenam
HacTpauBaTb MpaBW/iA COMOCTABAEHUS U pPeMM 0OpaboTKM A/NA NAKEeTOB BO BXOAALEM
HanpaB/ieHUW NopTa KOMMYyTaTopa Ana GuUnbTpauumn naketos. OH HanpasneH Ha 3ddeKTUBHOE
npefoTBpaLleHne A0CTyNa HeaBTOPWU30BAHHbLIX NO/b30BaTeNeil K CeTU, KOHTPO/b TpaduKa u
9KOHOMMIO CETEBbIX PECYPCOB.

3anucb ACL moKeT coaepraTb HECKO/IbKO NPaBui, N B KaXX40M Npasuie MOXKHO yKasaTb
napameTpbl COMOCTaBAEHMA NakeToB M 06paboTKM naketos. lepesn HacTpoiKoin npasuaa
HeobxogMmo co3aaTb 3anucb ACL. B Heckonbkux npasBuaax B ogHon 3anucu ACL npasuo c
MEHbLWNM MAEHTUOUKATOPOM NpaBMaa NpeaLwecTByeT Npasuay ¢ 60abWNM MaeHTUGUKATOPOM
npasuna. [leicteue conocTaB/ieHMA NAKETOB HAYMHAETCA C NEPBOro NpasBM/Ia 4O TeX Nop, Noka
nakeTbl He byyT COOTBETCTBOBATL NPaBWY, a NoCaeaytoLlme Npasmaa He 6yayT UCNONb30BaTbCA
ONA COMNOCTaB/IEHMUA.

3anucn ACL moryT nNpuvMeHATbCA K NOpTam, BUPTYasbHbIM JIOKaJbHbIM CETAM U
rnobanbHo. Koraa HeckonbKo 3anucen KOHPAMKTYOT apyr ¢ apyrom, ACL, npMMeHEeHHbI K
nopTy, UMeeT HauBbICWNI NpuopuTeT, Toraa Kak ACL, npumeHeHHbIN r106anbHO, MMeeT caMbli
HU3KMI npuoputeT. Hanpumep, ACL1 (naketbl ¢ IP-agpecom HasHauyeHus 192.168.0.3 6yayT
oTbpacbiBaTbCsl) HACTPOeH Ha rnobanbHoe npumeHeHne, ACL2 (naketbl ¢ IP-agpecom
Ha3HayeHuA 192.168.0.3 6yayT nosyyeHbl) HacTpoeH Ha npumeHeHune K VLANI, n ACL3 (nakeTbl
c IP-agpecom HasHauyeHus 192.168.0.3 6yayT 3epKasiMpoBaTbCa) HACTPOEH A5 NPUMEHEHMUA K
nopty 2/1. Nopt 2/1 npuHagnexkmut VLAN1. ACL, npumeHsemblit K nopty, npeauwecrsyeT ACL,
npumeHsemomy K VLAN. Mosatomy nopt 2/1 3epkanupyeTt nakeTbl ¢ IP-aapecom Ha3HayeHus
192.168.0.3. ACL, npumeHsiembii K VLAN, npeglwectsyeT rnobanbHomy ACL. Takum obpasom,
VLAN1 nony4aet naketbl ¢ IP-agpecom HasHavyeHMa 192.168.0.3. B ocTanbHbIX C/ly4asax NakeTbl €
IP-agpecom HasHayeHuMA 192.168.0.3 oTbpacbiBatoTCA.

3anuce ACL npepctasnsetr coboli Habop M3 OAHOTO MAM  HECKONbKUX MNpaBuil.
CnepoBaTenbHo, nocne npumeHeHua 3anuc ACL K nopty / VLAN / rnobanbHo Bce npasua,
coaepxalwueca B aTol 3anucu ACL, byayT npumeHaTbea K nopty / VLAN / rnobanbHo.

Mo ymonuaHuio ACL, npumeHsembiit K nopty / VLAN / rnobanbHo, BCTynaer B cuay
paHbliue, Yem ACL, KOTOPbIN A0/KEH NMPUMEHATLCA K TOMy e nopty / VLAN / rnobanbHo, HO
BblgaeTca no3)e. [lonb3oBaTennM MOryT HacTpoutb npuoputeT 3anucerr ACL no mepe
HeobxoaumocTu.

6.15.1. Beb6 KoHpUrypmupoBaHue

KoHgpuzypuposaHue 3anucu ACL
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LLlenkHyTb [Device Basic Configuration] = [ACL configuration] - [ACL Base Configuration]
Ana KoHdurypuposaHus 3anucy ACL, Kak NOKasaHO Ha PUCYHKE HUXKe.

| w|ral =
wlo|lolm
o

O
O
O
O

Page. 1 1page(s)  4item(s)

£ @ E B3

e ACLID
OnanasoH: 171024
®dyHKumA: Hactpolika ngeHtnomkatopa ACL. [JaHHbIN TMN KOMMYTaTOpPa NoaLepKMBaeT
00 512 sanuceint ACL. Ecam 3anucb ACL npuMeHAEeTCa K HECKO/JIbKMM MopTam, OHa
NPUMEHAETCA K Ka)KAoMy W3 MopToB. AHanorMyHbim obpasom, ecam 3anucb ACL
npuMmeHaeTcs K Heckosibknm VLAN, oHa npumeHseTca K Kaxgon 3 VLAN.
Onucanue. Ecam 3anmcb ACL npumeHAeTCcA K HECKO/IbKMM HEMNPepPbIBHbIM MOpTam UK
cetam VLAN, noptbl nam cetu VLAN moryT 6biTb pasaeneHsl gepucom (-). Ecam 3anmch
ACL npvmeHAeTcA K HECKONIbKUM NpepbiBUCTbIM nopTam unam cetam VLAN, nopTbl uam
cetn VLAN moryT 6bITb pa3geneHbl 3anaTou (,).

Cywiecmsyrom Hekomopesie cucmemHeole 3anucu ACL, u nosnszosamenu akmuyecku moaym
Hacmpoumbe meHee 512 3anuceli ACL.

e Detail

OnanasoH: 17127 cumBonos

®dyHKUMA: HacTpoiKka nHpopmauum onncaHmna ana sanucu ACL.
e Ingress VLAN / Ingress Port/ Global

®yHKumA: HacTpolika ob6nactm npumeHeHus sanmcu ACL.

PedakmuposaHue ACL 3anucu noKa3aHo HA PUCYHKE HUMEe

[[Canfscto© Defal | ngmssVLAN  ngressPot  Global |
| | 0

21

Global
13.311,312,33 Global

|-
olo|o| e
da
n

S}
[l
w

(]|} |

Page| 1 1 page(s 4 item(s)

| Appy I O=| I Eait [ Back|

Bbibepute 3anmcb ACL, Haxkmute <Del>, ytobbl yganutb 3anucb ACL; wenkHute
<U3MEHUTL>, YTOObI U3MEHUTb KOHPUTYpaumto 3anmcu ACL.

JlobasneHue npasuna e ACL 3anuce
LLlenkHnTe co3gaHHyto 3anncb ACL 4ToObl OTKPbITb BO3MOXKHOCTb AobaBneHMe npaBun

(cmoTpM pUCYHOK HUMKe), HaxkKmuTe <[1o6aBUTb NPaBMIO>, YTOObI HAaCTPOUTL NPABMIO ANS
3anucu ACL.
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1
:

Faa|

Hacmpolika npasun 01 3anucu ACL, KGK NOKA3AHO HA PUCYHKE

2 |
TCP v

6
192.168.0.10
255.255.255.0
192.168.0.5
255.255.255.0
80

| Deny v

 Apply J Back |

Rule ID

OnanasoH: 171024

DyHKuMA: HacTpolika ngeHTudmKaTopa npasmaa gna 3anmcm ACL.

OnucaHue: Kaxpasa 3anucb ACL noagepvBaeT makcumym 512 npasua, a obuiee
Koanyectso npasua Bo Bcex ACL He moxKeT npeBblwaTb 512.

Type

BapwuaHTbl: Customized/IGMP/ICMP/TCP/UDP/MAC

Mo ymonyaHuto: Customized

PyHKUMA: HacTpolika TMna nakeTa npasuaa ACL.

Destination MAC/ Destination MAC Mask

dyHKumMA: Hactpolika MAC-agpeca HasHayeHua. B macke MAC-agpeca nonyyatens 1
yKa3sblBaeT Ha cared 6ut MAC-agpeca nosyyatens, a 0 ykasbiBaeT Ha UTHOPUPYEMbIt BUT
MAC-agpeca nony4yatens.

Source MAC/ Source MAC Mask

dyHKumMA: Hactponka mcxogHoro MAC-agpeca. B macke MAC-agpeca MCTOYHMKa 1
yKasblBaeT Ha cared 6uT MAC-agpeca UCTOYHMKA, a 0 yKasbIiBaeT Ha UTHOPUpPYEMbINA BUT
MAC-agpeca UCTOYHUKA.

Protocol Type

[Owvana3oH: 5DD-FFFF

PyHKUMA: HAaCTPOMKa TMMa NPOTOKOAA.

IP Protocol Number

[OwnanasoH: 0~255

®PyHKLUMA: HacTpoiKa Homepa IP-npoTokona.

Source IP/ Source IP Mask
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dyHKUMA: HacTpoliKka ncxogHoro IP-agpeca. B macke ucxogHoro IP-agpeca 1 ykasbiBaet
Ha 3a6oTnMBbIN 6UT IP-agpeca UCTOYHWKA, a O yKasbiBaeT Ha WUrHopupyembii 6uT
ncxogHoro IP-agpeca.

e Destination IP/ Destination IP Mask
®dyHKUMA: HacTpolka |IP-agpeca HasHadyeHnus. B macke IP-agpeca HasHaueHua 1
yKa3blBaeT Ha 3aboT1aumBbIv 6UT IP-aapeca HasHauveHwun, a 0 yKasbiBaeT Ha UTHOPUPYEMBbIN
6uT IP-agpeca HazHayeHUA.

e Source Port
OnanasoH: 0~65535
®yHKLMA: HacTpolika Homepa UCXO4HOro NopTa.

e Destination Port
AnanasoH: 065535
®PyHKuMA: HacTpolika HoMepa NopTa Ha3HaYeHuA.

e VLANID
Onanason: 1~4093
dyHKUMA: HacTpoiKa naeHtndukatopa VLAN.

e Action
Onuuu: Permit / Deny / Mirror to CPU / Mirror to Port / Redirect to CPU / Redirect to
Port
Mo ymonyaHuto: Permit
PyHKUMA: HACTPOUTb peXMm o0b6paboTKM NakeToB ANA YCMELWHO COMOCTABAEHHbIX
nakeTos.
OnucaHue: Permit yKasbiBaeT Ha NoOJly4eHME YCMNeLWHO COr/lacoBaHHbIX naketos; Deny
yKasblBaeT Ha OTOpacbiBaHWE YCMEWHO CONOCTaB/EHHbIX naketos; Mirror to CPU
YKa3blBaeT Ha NoayyYeHue ycnewHo cCoOnoCTaBAeHHbIX NaKeTOB U UX 3epKaiMpoBaHne Ha
LM; Mirror to Port yka3biBaeT Ha Nosy4YeHMe YyCNEeLWHO CONOCTABAEHHbIX MAKETOB U UX
3epKasiMpoBaHuMe Ha yKasaHHbI nopT; Redirect to CPU yka3sbiBaeT Ha nepeHanpas/ieHne
YCNewWwHo conocTaBaeHHbIx naketoB Ha LUM; Redirect to Port ykasbiBaeT Ha
nepeHanpaB/ieHMEe YCNEeLWHO CONOCTaBAEHHbIX MAKETOB Ha YKa3aHHbI NopT.

3anpoc 3anucu ACL

LWenkHyTe [Device Basic Configuration] - [ACL configuration] - [ACL Search] gns
3anpoca 3anmcu ACL, Kak NOKa3aHO Ha PUCYHKEe HUXKe.

Search Rule
Global v

p5-5-1 Move Up
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e Object
Onuwuu: Global / Port / VLAN
dyHKUMA: BbIBEepUTe 06/1aCTb NPUMEHEHMA 3anpalinBaembix 3anmceit ACL.

e Ingress Port
®yHKLMA: BblbepuTe MNOPT MpuaoxKeHua pans  3anucerr ACL, KoTtopble 6yayT
3anpalumBaTthCcA, Koraa ansa napametpa «Object» yctaHoBneHO 3HauyeHMe «Port».

e Ingress VLAN
®dyHKuMa: Bblbepute npuknagHyto VLAN w3  3anucein ACL, KoTopble byayt
3anpalmBaTbhCcA, Koraa gns napametpa Object yctaHoBneHo 3HayeHne VLAN.

Cnucok ACL B HUXKHEM NpaBoi YacTK NOKa3blBaeT HalgeHHble 3anmcu ACL.

Jocmaseme 3anucu ACL 8 06vekm u Hacmpolime npuopumem 04 3anuceli ACL. kak
MOKA3aHO HA PUCYHKe.

acl-1 acl-3
acl-5
acl-2

MNepemectute 3anmcb ACL, KOTOPYIO HYXKHO MPUMEHUTL K 06beKTy, B cnncok ACL cnpasa.
Bbibepute 3anuce u Haxkmute <MepemecTutb BBEpx> MAM <lepemecTUTb BHM3>, 4YTOOLI
M3MeHUTb NpuopuTteT 3anucen ACL, npumeHaembix K 06bekTy. 3anuncu ACL cBepxy BHU3 B CIUCKE
pacnonoxeHbl B nopsaake ybbiBaHUA.

6.16. KoHdurypauymua QoS

KauectBo obcnyxusanma (Quality of Service - QoS) nossondeT npeaocTaBAATb
anddepeHUMpoBaHHbIe YCNYTM Ha OCHOBE pPas3/iMyHbIX TpeboBaHMA Npu  OrpaHUYEHHOM
NPOMNYCKHOM cNoCcoBHOCTU NOCpPeacTBOM YrpaBaeHMA TPaPUKOM M pacnpeneneHnsa pecypcos B
IP-ceTax. QOS nbiTaeTca yAOBAETBOPUTL MNepefadvy Pas/IMyHbIX YCAYr, YTOObl YMEHbLWUTb
neperpysky cetm W CBECTU K MUHUMYMY BAWSHUE MNeperpysknM Ha YCAYrM C BbICOKMM
NPUOPUTETOM.

QoS B OCHOBHOM BK/1t0YaeT B ceba naeHTUPUKaLMIo ycayr, ynpasaeHne neperpyskamm 1
npeaoTBpaLleHMe neperpysokx.

NaeHTUGMKAUMA CAy>KObl: 0OBEKTbI UAEHTUPULUPYIOTCA HA OCHOBE OMpPeAeneHHbIX
npasun cooTtseTcTBMA. Hanpumep, 06bEKTbI MOTYT BbITb TEFAMU NMPUOPUTETA, MEPEHOCUMbBIMU
nakeTamu, NpMopuUTETOM, 0OTOOpPaKaembiM NOPTAMM U BUPTYaNbHbIMM JIOKA/IbHbIMUM CETAMM, NN
nHbopmaumnen o npuoputeTe, oTtobparkaemon nATepkamu. MaeHTUdUKauma ycayrm asnserca
npeasaputenbHbiMm ycnosumem ana QoS. YnpaBneHue neperpyskamu: 3To obssatenbHO Ans
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pelweHus npobaembl KOHKYPEHLUUK 3a pecypcbl. YNpaBaeHWe neperpyskamm KaWnpyeT NakeTbl B
ouepesax u onpenenaeT NocAef0BaTebHOCTb NEPECHIIKM NAKETOB HA OCHOBE ONpeAeneHHOoro
aNropuTMa nNaHMpPOBaHWUS, obecneymBas MPUOPUTETHYIO MEPECHIIKY ANA KAOYEBLIX CAYXKO.
MpepoTBpalleHne neperpysku: YpesmepHaa neperpyska MOMKET NPUBECTU K MOBPEXAeHMUI0
ceTeBblX pecypcoB. [pefoTBpalleHMe MeperpyskuM OTC/AEKMBAET WUCMONb30BaHME CETEBbIX
pecypcoB. Mpu obHapyKeHUN yBenanYeHUA neperpyskm GyHKUMA UCNOAb3yeT yrnperaatowee
oTbpacbiBaHMe NaKeTOB U HacTpamBaeT 0b6bem Tpaduka Ans peweHnsa Npobaembl neperpysKu.

6.16.1. QoS CAR

lapaHTMpoBaHHaA cKopocTb goctyna QoS (CAR) — 3To TMN MOAWUTUMKU OrpaHMYeHus
CKOPOCTW. ITa noAuTmka uutmpyet npasuno ACL gna naeHTMduMKauum NnoToKa, orpaHMYnBaeT
CKOPOCTb MOpTa A/19 COOTBETCTBYIOLLErO NakeTa U 0TOpacbiBaeT NOTOK, BbIXOAALLNIA 33 Nnpeaenbl
AnanasoHa (LWMpWHa 1 3Ha4YeHWe nakeTa), NpesycCMOTPEHHOIo NoAUMTUKOM QOS B nakeTe.

6.16.2. QoS Remark

QoS Remark uutupyet npasuno ACL ana naeHTMPMKaUMM NOTOKA M CHOBA yKasbiBaeT
npuopuTteT (3HayeHne DSCP unu COS) gns COOTBETCTBYIOLLLENO NAKeTa.

6.16.3. MpuHUMNDbI

Karkapbii MOpT KOMMYTaTOPOB 3TOW cepuu NoaaepxuBaeTt 8 ouepenei KILWNMPOBaHUA, OT
0 po 7 B nopaaKe BO3pacTaHMA npuopuTeTa. Bbl moXKeTe HacCTpOUTb COMNOCTABJ/IEHME MeXAY
npuoputeTom M oyvepeaamun. Koraa Kagp AocTvraeT nopta, KOMMyTaTop onpegenseT oyepelb
ONA Kagpa B COOTBETCTBMM C MHPOPMaLMelt B 3arosioBKe Kagpa. KommytaTtop noaaepkmBaeT ABa
pexxnuma otTobpaxeHus odyepeau ana onpegeneHua npuoputeta: CoS n DSCP.

» 3HaueHue CoS 3aBMcUT OT npuoputeta Tera 802.1Q B nakeTte. ConoctasieHne mexay
3Ha4yeHnem CoS n ovyepenbto MOXKHO HACTPOUTD.

» 3HauyeHue DSCP 3aBucKT oT YacTu naketa TOD/DSCP. ConocTaBneHne Mexay 3HadyeHnem
DSCP 1 o4yepeabto MOXKHO HAaCTPOUTb.

Mpu nepecbinke AAHHbIX MNOPT MUCMOJIb3yeT PEeXMM NAAHUPOBAHUA ONA NAAHUMPOBAHMUA
AaHHbIX B 8 ouepesax U NPONYCKHOM CNOCOBHOCTU Kaxaon ouepeaun. KommyTtaTopbl 3STOW cepum
noaZlepKMBaloT ABa pexuma naaHuposaHua: WRR (B3BeLUEHHbIN LMKANYECKUIA anroputm) m
oyepeab C NPUOPUTETOM.

» WRR nnaHMpyeT NOTOKM AaHHbIX HAa OCHOBe KoadduumeHTa Beca. Ouepeam nonyyatoT
CBOKO MPOMYCKHYO CMOCOOHOCTb Ha OCHOBe cooTHoweHuAa BecoB. WRR otgaer
npuopuUTeET oO4YepeasM C BbICOKMM COOTHOLIEHMEM Beca. bosblwe nponyckHow
CNOCcObHOCTM BblaenseTca ovyepeanam ¢ bonee BbICOKUM KoadpduumeHTom Beca.

> PeXum nnaHUpoBaHWA ouyepean C MPUOPUTETOM MOMKET CTPOro rapaHTMpOBaTb
HaMBbICWINI MPUOPUTET NEPECHIJIKM ANA NaKeTa C HAaUBbLICLIMM NMPUOPUTETOM, KOTOPbIN
B OCHOBHOM MCMNONb3yeTcA Npu nepegayve KOHPUAEHUMANbHOrO curHana. Kak TonbKo
Kagp nonagaet B o4yepeab C BbICOKMM MPUOPUTETOM, CUCTEMA OCTaHaBAMBAET
NAaHUPOBaHME AAHHbIX OYepear C HU3KMM MpUopuTeTOM M 06pabaTbiBaeT faHHble B
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oyepeam C BbICOKMM MPUOPUTETOM. TONBKO KOraa ovepefib C BbICOKMM MPUOPUTETOM
nycTa, OHa MOXeT HauyaTb 06paboTKy AaHHbIX B ouepeau ¢ 6o1ee HU3KMM NPUOPUTETOM.

6.16.4. Beb6 KoHdpUrypupoBaHue

BkntoueHue QoS pyHKYuU

LLenkHyTe [Device Basic Configuration] - [QoS configuration] - [Enable QoS] ->
[Enable/Disable QoS] ana skntoseHnsa QOS, Kak NOKa3aHO Ha PUCYHKE HUXKe.

QoS status

Open

e Class-map name
Onana3oH: 1716 cumsonoB
dyHKUMA: HacTpolika MMeHM KapTbl KnaccoB. Haxmute <Add> / <Del>, uT06bI
co3aatb/yaanvTb Tabamuy Kaaccos.

Hacmpolika delicmeauli conocmasaeHus Kapmel KAaccos
LWenkHyte [Device Basic Configuration] - [QoS configuration] - [Class-map

configuration] —> [Class-map configuration] ana BxoAa Ha CTpaHULYy KOHOUIypaLMm KapTbl
K/1acCOB, KaK NOKAa3aHO Ha PUCYHKE HUKeE.

Class-map configuration

class1 v]

access-group 1st v|
1024 (961-1024)
Set v|

e Class-map name
MapameTpsbl: Bce co3gaHHble KapTbl KNaccoB
e Match action
Mo ymonyaHuto: rpynna goctyna 1st
®PyHKLMA: HACTPOUTb AENCTBME CONOCTABAEHUA KapTbl K1accoB.
e Match value 1
OnanasoH: 961~1024
PyHKLUMA: COOTBETCTBYET YKasaHHoOM 3anuncn ACL. [na conoctaBneHHon Tabanuybl ACL
OencTBMe A0MIKHO BbITb paspeLLeHo.
e Operation type
Onuwuu: Set / Del
®yHKUMA: YCTaHOBUTL / YAANUTb AENCTBUE CONOCTaBAEHUA KapTbl KAacCoB.
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Jlo6asume / ydanumes policy-map

LWenkHyTb [Device Basic Configuration] - [QoS configuration] -> [Policy-map
configuration] —> [Add/Remove policy-map] uto6 aobasutb / yaanutb police-map, Kak
MOKa3aHO Ha PUCYHKE HUKe.

Add/Remove policy-map
lpolicy1 | |

0

e Policy-map name
Onana3oH: 1716 cumsonoB
dyHKUMA: HacTpoiiKa WMeHW KapTbl NoAUTUK. HaxmuTe <Add>/<Del>, u4T0b6bI
co34atb/yaannuTb Tabamuy NoOANTUK.

KoHghueypupoesaHue nponyckHol cnocobHocmu policy-map
LenkHyte [Device Basic Configuration] - [QoS configuration] -> [Policy-map

configuration] —> [Policy-map bandwidth configuration] ana Bxoaa Ha cTpaHULYy HacTPOIKK
NPOMNYCcKHOM cnocobHocTM policy-map, Kak NOKa3aHO Ha PUCYHKe HUMKe.

Policy-map bandwidth configuration

iyt ]
class1 |
[100 |
[110001 |
g
[set ]

e Policy-map name
Onuymu: Bece co3gaHHble KapTbl NOAUTUK.
e Class-map name
MapameTpbl: Bce co3aaHHble KapTbl KNAccoB
e Rate
[nanasoH: 1-10000000 k6uT/cC
dyHKUMA: HacTpolika 3HaYeHUs CKOPOCTU.
e Normal burst
[OunanasoH: 11000-1000000 6aiT
dyHKUMA: HacTpolika HOpMaibHOrO 3HaYeHUs NakeTa.
e Exceed action
BapwuaHTbI: NageHue
dyHKUMA: BbinONHEHME NOMUTUKM OTOPACbIBaHMA MAKETOB A5 YacTu, NpeBbllatowen
npeaenbHOe 3HaYeHME CKOPOCTU B AENCTBMU CONOCTaB/EHMA BCTPEYN NAKETOB B KapTe
KNaccoB.
e Operation type
Onuwuu: Set / Del
dyHKuMA: ycTaHoBKa / yganeHue KOHGUrypaumu MpPONycKHOM cnocobHOCTU KapTbl
NONUTHUK.
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Hacmpolika npuopumemHoli nepemapKuposKu policy-map
LenkHyte [Device Basic Configuration] - [QoS configuration] -> [Policy-map
configuration] —> [Policy-map priority configuration] ana Bxoaa Ha CTpaHMLYy HACTPOMKK

npuoputeTa policy-map, Kak NoKa3aHo Ha PUCYHKE HUKE.

DSCP and 802.1P(or COS) configuration

[ pilicy1 v |
\ class1 |
[ DSCP value v|
20 |
| Set v]

e Policy-map name
Onuymu: Bece co3gaHHble KapTbl MOAUTUK.
e (Class-map name
Onuwnu: Bce co3gaHHbIe KapTbl KNAccoB.
e Priority type
Onuuu: 3HayeHmne DSCP / 3HauyeHmne COS
DyHKUMA: BbIBEPUTE TUN NPUOPUTETA, KOTOPLIN HEOBXOAUMO OTMETUT.
e  Priority value
Onumun: 0-63 (3HaueHne DSCP) / 0—7 (3HayeHue COS)
DyHKuMA: HacTpolika 3HaYeHns nepeMapKUpPOBKU NpuopuTeTa.
OnucaHue: BbINOAHEHME MOMINTUKM MEPEMAPKUPOBKM AN 3HAYEHUA NpuoputeTa B
OEeNCTBUMN COMOCTaB/IEHMA NAaKeTOB Ha KapTe K/1acCoB.
e Operation type
Onuuu: YctaHoBUTL/YAanuTb
dyHKUMA: YyCTaHOBKa/yaaneHme npumedaHus npuopuTeTa KapTbl MOUTHUK.

lMpumeHeHue policy-map 0as nopma

LenkHyTb [Device Basic Configuration] = [QoS configuration] = [Apply QoS to the port]
—> [Apply policy-map to port] 4Tob6bl NpUMeHUTb policy-map Ha NOpPT, KaK NMOKasaHOo Ha
PUCYHKE HUXKe.

Apply policy-map to port

n v
£ v
‘Input V‘
|Set 'v'|

[ovly

e Policy-map name
Onuuu: Bce co3gaHHble KapTbl MOJUTUK.
e Port direction
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Onuun: Beopg,
®dyHKumA: MpumeHuTe 3Ty Tabanuy NOAUTUK BO BXOAHOM HamnpaBAeHUM NopTa, YTobbl
peann3oBaTb OrpaHUYEHUE CKOPOCTU UAW NepemapKMPOBKY NpuopuTeTa ANs NaKeTa,
No/sly4eHHOro Yepes nopr.

e Operation type
Onumu: Set / Del
DYHKUMA: YCTAaHOBUTb/YAaNUTb KapTy NOAUTUK MPUIOKEHMA Ha NOPT.

MpumeHuUmMe K nopmy mosbKo 00HY Kapmy noaumuk.
KoHghueypayus pexcuma 0ogepus nopma u cornocmasaeHue noaumuUKU npusaoXeHus ¢ nopmom
ABAAOMCA 83AUMOUCKAYAIOWUMU.

KoHghuzypupoeaHue trust mode Ha nopmy

LenkHyTb [Device Basic Configuration] - [QoS configuration] - [Apply QoS to port] —>
[Port trust mode configurationion] gna Bxoga Ha CTpaHUULY KOHPUIypauuu pexmma
O0BepuA MOPTa, KaK MOKa3aHOo Ha PUCYHKe HUKe.

Port trust mode configuration
11/3 v|

| dscp v |

[Reset JI Aoply I Deiauit |

e Port
Onuuu: Bce NOPTbl KOMMYyTaTOpa

e Port trust status
BapwuaHTbl: cos / cos u pass through dscp / dscp / dscp u pass through cos / port
Mo ymonyaHuMio: ecmn Nosly4eHHbI NOPTOM NakeT ABnAeTca IP-nakeTom, No ymonyaHuio
ncnonbsyetca dscp; ecnm 3To He IP-nakeT, a TErMPOBAHHbIN MAKeT, MO YMOIYAHWUIO
ncnonb3yeTtca 3HayeHue cos. Ecam aTo He IP-nakeT, a HeTerMpoBaHHbIM MaKeT, NOPT He
MMeeT peXxnma 0Bepua No YMOAYAHUIO U COXPaHUT nakeT B ovepeam 0.
PyHKUMA: HACTPOUTL CTATYC AOBEPMA NOPTOB KOMMYTaTOpPA.
OnucaHue: cos u cos u pass through dscp o3HauatoT 3HaueHne CoS posepuaA nopra.
Ouepegb ANA COXpaHEHMA NOJIyYEeHHOro NOPTOM NaKeTa onpegenseTca 3HavYeHnem CoS
n oTobpaxkeHmem ovepegm. Ecam naket He nmeet 3HavyeHuA CoS, OH conocTasaseTca ¢
o4yepenbto B COOTBETCTBUM €O 3HavyeHMem CoS, paBHbim 0. Pasnnuma mexay cos 1 cos 1
pass through dscp 3akntoyatotca B TOM, YTO €OS M3MeHUT 3Ha4YeHne DSCP nakeTta Ha
3HayeHWe, yKasaHHoe B conoctasBiaeHun mexgy CoS. n DSCP Bo BpemAa nepecbiiku
nakeTos, HO cos u pass through dscp He nameHAloT 3HaueHne DSCP nakeTa BO Bpems
nepecbliKK NaKeToB..
dscp v dscp u pass through cos o3HauyatoT 3HaueHue DSCP gosepusa nopta. Ouepeab AN
COXpaHeHMA MNakeTa, NOJlydeHHOro nopTom, onpegensercAa 3HadyeHunem DSCP wu
oTobpaxkeHuem ovepean. Ecnm naketr He umeet 3HayeHma DSCP, oH conocTaBasieTcs ¢
o4yepenbto B COOTBETCTBMM CO 3HaYeHnem DSCP, paBHbim 0. Paznununa mexxay dscp u dscp
n pass through cos 3akntoyatotca B Tom, 4To dscp M3MeHUT 3HaYeHne CoS nakeTa Ha
3HayeHuWe, yKasaHHoe B conocrtasiaeHun mexgy DSCP. n CoS BO BpemA nepecbiiku
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naketoB, HO dscp un pass through cos He u3meHsaloT 3HavyeHne CoS nakeTa BO Bpems
nepecblIKK NaKeToB.

Port priority

BapuaHTbl: 0~7

Mo ymonyaHuto: 0

PyHKUMA: Ha3HauYNTb NpuopuTeT Ppusnyeckomy nopty. MaKeTbl, NOAYYEHHbIE OT NOPTA,
CTaBATCA B oO4yepenb B COOTBETCTBMM C Ha3HAYeHHbIM MPUOPUTETOM, HO He B
COOTBETCTBMM C MPUOPUTETOM, NEPEHOCUMBIM NaKkeTamu. MNaKeTbl, NOy4eHHbIe OT NopTa
¢ npuoputetom 0, nomewatoTca B odepedb O, a NakeTbl, NOJy4YEeHHble OT NopTa C
npuoputetom 1, nomewatotca B ovepeab 1. OcTasbHOE MOXKHO cAenaTb TaKUM Ke
obpasom.

Hacmpolime 3Ha4yeHue CoS nopma rno ymosn4aHuro

LWenkHyTb [Device Basic Configuration] = [QoS configuration] - [Apply QoS to port] —>

[Port default CoS configuration] ana Bxoga Ha cTpaHuuy KoHourypaumm CoS nopTta no
YMO/IYaHMIO, KaK MOKa3aHO Ha PUCYHKE HUKe.

Port default Co$ configuration
1/3 b

s

Port

Onumu: BCe NOPTbI KOMMYyTATOPA

3Ha4yeHune CoS no ymonyaHuo

BapuaHTbl: 0~7

Mo ymonuanuio: 0

PyHKuMA: HacTpolika 3Ha4YeHna CoS No ymon4vaHuio And nopTa.

ObbacHeHune: Korga nakeT He MomeyeH, NPUOPUTET B Tere, A06ABAEHHOM K NaKeTy,
paBeH 3HayeHuto CoS No ymonyaHuio ania nopra.

Hacmpolime pexcum naaHuposaHus oyepedu Mopmos Ha NPUopuUMemHyo o4epeodsb

LWenkHyte [Device Basic Configuration] - [QoS configuration] - [Egress-queue

configuration] —> [Port Egress-queue work mode configuration] ana Bxoaa Ha CTpaHuUy
KOHUIypaLmm pexrMma NpuopuUTETHOM oYepeam, Kak MOKa3aHO Ha PUCYHKE HUXKe.

21 v WRR b

Egress-queue Work Mode

Onuuun: PQ./ WRR

Mo ymonyaHuio: PQ

PYHKLMA: HACTPOUTD PEXKMM UCXOLALLEN oYepean ANA BbIbpaHHOro nopTa.
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Hacmpolika eeca WRR oyepedu nopma

LWenkHyTb [Device Basic Configuration] - [QoS configuration] - [Egress-queue
configuration] —> [Port Egress-queue wrr weight configuration] ana Bxoaa Ha cTpaHuuy
KoHurypaumm seca WRR, Kak NOKa3aHO Ha PUCYHKe HUKeE.

Port Egress-queue wrr weight configuration
2 |

Reset Apply

e Profileindex
BapuaHTbl: 176
Mo ymonyaHutio: 1
dyHKuMA: HacTpoiKa rpynnbl 3HaYeHWI Beca.

ObbAcHeHMe: KommyTaTop nogaep*KnBaeT He bonee 6 rpynn 3Ha4YeHul Beca.

o {Weight for queue0, Weight for queuel, Weight for queue2, Weight for queue3,
Weight for queued, Weight for queue5, Weight for queue6, Weight for queue7}
BapwuanTbl: {0~15, 0~15, 0~15, 0~15, 0~15, 0~15, 0~15}

Mo ymonuanuio: {1, 2,3,4,5,6, 7, 8}

®yHKUMA: HacTpolika 3HauyeHul Beca. ABCONOTHOE 3HaYeHMe Beca He MMEET CMbICAa.
WRR pacnpezenseTt nonocy NponycKkaHUs B COOTBETCTBMM C 8 COOTHOLLEHUAMMW BECOBbIX
3HAYEeHU.

OnucaHue: Ecan 3HayeHWe Beca OAHOW ouyepegu paBHo 0, 3Ta ouyepedb MmeeT
HaMBbICLUWI MPUOPUTET, U ee NaKeTbl byayT NepecbiNaTbCa C HAUBLICLLIMM MPUOPUTETOM.
Ec/v 3HaueHWe BeCa HECKO/IbKMX o4epesei paBHO 0, HaUBLICLLWI NPUOPUTET NEPECHINKK
oTAaeTCs AaHHbIM CO 3HaYeHnem Beca O 1 B odepeam C BbICOKMM MPUOPUTETOM, @ BTOPOI
NpUoOpUTET OTAAETCA AaHHbIM CO 3HayeHMem Beca O M B o4vepesu C BbICOKUM
NPMOPUTETOM. OYepeab C HU3KMM npuopuTeTom. Korga nepecbiiatotca Bce AaHHble €O
3HayeHMem Beca 0, KOMMYTaTOpP Ha4YMHAET MepecblaTb AaHHble B Apyrne ovyepean B
COOTBETCTBUM C KO3PPULMEHTOM Beca.

YecmaHosume pexcum naaHuposaHus o4epedu nopmos Ha WRR u npusaxcume secosoli
Ko3aghghuyueHm K nopmy, KaK noKAa3aHoO HA PUCYHKE
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Portld Profileindex Configuration
211 v

1 ol

e Port name
Onumun: Bce NOpTbl KOMMYTATOpPA
PyHKUMA: BblbepUTe NOPT, YTOOLI YCTAHOBUTL A/ HEro pexmMm nnaHuposaHma WRR.
Profileindex
BapuaHTbl: 176
dyHKUMA: BoibepuTe KoadpdpuumenT seca WRR noprTa.

Hacmpolika conocmasneHus mexcdy 3HayeHuem CoS u oyepeodsbio.
WenkHyTb [Device Basic Configuration] - [QoS configuration] - [Egress-queue

configuration] —> [Mapping CoS values to egress queue] Ans Bxoda Ha CTpPaHULy
KoHourypaumm CoS 1 conoctaBneHns odepenein, Kak NoOKasaHo Ha PUCYHKE HUKe.

Mapping CoS values to egress queue

o O

e {COS value, Queue-ID}
BapwuaHTbl: {0~7, 0~7}
Mo ymonyaHuto: 3HayeHne CoS O conoctasneHo c oyepegbto 0; 3HayeHme CoS 1
conocTasnaeTca ¢ odepeabto 1; 3HavyeHne CoS 2 conocTaBasAeTcA C o4yepenbio 2;
3HauyeHue CoS 3 conocTaBasetca ¢ ovyepenbto 3; 3HayeHue CoS 4 conocTtaBaseTca C
oyepegbto 4; 3HayeHme CoS 5 conoctasnaetrca ¢ oyepegbto 5; 3HayveHme CoS 6
conocTasaaeTca ¢ oyepeabto 6; 3HayeHme CoS 7 conocTtaBndaeTca c ovyepeabio 7.
DYHKUMA: HACTPOUTbL CONOCTaBAEHME MeXayY 3HavyeHnem CoS n ovepeablto.
ObbAcHeHMe: Kaxaoe 3HavyeHMe CoS MOXKHO COMOCTaBUTb TOJIbKO C OAHOM oYyepeapto.
HeckosnbKo 3Ha4YeHmi CoS moryT BbITb CONOCTaB/AEHbI C O4HOW OYepesbHo.

Hacmpoliku conocmasneHusa mexcdy 3Ha4eHuem DSCP u oyepedsio.
LWenkHyTb [Device Basic Configuration] - [QoS configuration] - [Egress-queue

configuration] —> [Mapping DSCP values to egress queue] gns BxoAa Ha CTpaHuULy
KoHdurypaumm DSCP 1 conocTaBneHUs oyepesent, Kak NoKa3aHo Ha PUCYHKE HUKeE.
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Mapping DSCP values to egress gueue
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4 [0 ~| 42 | 50 |0 ~| 58
5 | v| &

1 ]
2 0 2% |0 v 0 v 0 v
3 [0~ o] 19 [0~ 27 [0~ 33 [0 ~| 43 [0 ~| 51 [0 ~| 9 [0 ~|
4 [0 v 12 [0 v] 20 [0 ~| 28 [0 ~| 36 [0 w| 42 [0 ~]| 52 ‘c v| 80 [0 v
5 [0 | 13 [0 v| 21 Jo «| 29 |0 ~v| 37 [0 ~| 45 [0 ~| 53 [0 ~| &1 [0 ~
6 [0 ] 1 Jo v] 2 [0 ~| 3 v| 38 [0 v| 46 [0 ~| 54 |0 ~| 82 [0 ~|
7 Jo ~] 15 J0 v 23 JO ~| A v| 39 JO ~| 47 |0 ~[ 55 |0 ~| 63 |0 ~|

e {DSCP, Queue value}
Onuun: {0~63, 0~7}
Mo ymonyanuio:
3HauyeHune DSCP 0-7 oTobparkaetcs B ovyepeap 0; 3HaueHmne DSCP 8~15 conocTasaseTcs
c oyepeabto 1;
3HayeHne DSCP 16~23 conoctaBneHo c o4depeabto 2; 3HaveHne DSCP 24~31
conoctasndaerca ¢ odepeapto 3; 3HavyeHne DSCP 32~39 conocTtaBneHo ¢ ovepeabto 4;
3HayeHne DSCP 40~47 conoctaBneHo c odepeabto 5; 3HaveHne DSCP 48~55
conocTtasneHo ¢ ovyepeabto 6; 3HadeHne DSCP 56™~63 conocTtaBaseTca c ovepeabito 7.
®yHKuMA: HacTpolika conoctaBneHna mexay 3HauyeHnem DSCP u ouepegplo.
ObbAcHeHMe: Kaxaoe 3HayeHne DSCP MOXKHO cONOCTaBUTb TO/IbKO C OA4HOM o4yepeapto.
HeckonibKo 3HayeHui DSCP moryT 6bITb cOnocTaB/ieHbl C O4HOM oYepeablo.
HaxkmuTe <Set>, yTobbl YCTaHOBUTb HOBOE COMNOCTaB/EHUE MeXay 3HaYeHnem DSCP u
oyepegbto, <Del>, 4TObObl BOCCTAHOBUTb COMOCTaB/EHME MO YMOJYAHUIO MEXAy
3HayeHnem DSCP u oyepessbto.

Hacmpolika conocmasneHue mexcdy 3HayeHuem CoS u 3HayeHuem DSCP.

LenkHyTe [Device Basic Configuration] - [QoS configuration] - [QoS mapping
configuration] —> [CoS-to-DSCP mapping] ans Bxoga Ha CTpaHMUy KOHdUrypauum
conoctaneHmna CoS n DSCP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

CoS-to-DSCP mapping
0 1 2 3 4

o
I=2)
-

0 1 22 33 44 55 63 0

 5ct [0l

e DSCP value

BapuaHTbl: 0763

Mo ymonyanuio:

3HayeHue CoS 0 oTobparkaeTtcs Ha 3HayeHue 0 DSCP; 3HaueHue CoS 1 oTobparkaeTcs Ha
3HayeHue 8 DSCP; 3HaueHune CoS 2 oTobparkaeTcs Ha 3Ha4YeHue 16 DSCP; 3HayeHune CoS
3 oTobpaxkaeTtcsa Ha 3HayeHue DSCP 24; 3HauyeHue CoS 4 oTobparkaeTcs Ha 3HayeHue
DSCP 32; 3HaueHue CoS 5 otobpaxkaetcA Ha 3HadeHue DSCP 40; 3HauyeHune CoS 6
oTobpaxkaeTtcs Ha 3HadyeHue 48 DSCP; 3HadyeHue CoS 7 conocTaBAsETCca CO 3HaYeHUem
DSCP 56.

dyHKUMA: HacTpouTb oTobparxkeHue mexxay CoS n DSCP. Korga pexkum gosepua nopTta
— CoS, 3HayeHne DSCP naketa MoXKeT OblTb M3MEHEHO B COOTBETCTBUM C 3TUM
oTobpaxkeHnem.

O6bAcHeHMe: OgHoMy 3HaYeHUto DSCP MOXHO CONOCTaBUTb HECKO/IbKO 3HayeHni CoS.
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Haxkmute <Set>, yTobbl YyCTaHOBUTL HOBOE conocTassieHne mexay CoS n DSCP, <Del>,
YTO6bI BOCCTAHOBMTL COMOCTaB/IEHNE NO yMonyaHuio mexay CoS n DSCP.

Hacmpolika conocmasneHue mexoy 3Ha4yeHuem DSCP u 3HayeHuem CoS.

LWenkHyTb [Device Basic Configuration] - [QoS configuration] - [QoS mapping
configuration] —> [DSCP-to-CoS mapping] Ans BxoAa Ha CTpaHWUUy KoHbMrypaumm
conoctasneHna DSCP c CoS, Kak NoOKa3aHO Ha PUCYHKe HUXKe.

DSCP-to-CoS maiiini

8 16 24 32 40 48 56
9 17 25 33 41 49 57
10 18 26 34 42 50 58
1 19 27 35 43 51 59
12 20 28 36 £ 52 60
13 21 29 37 45 53 61
14 22 30 38 45 54 62
15 23 k1l 39 47 55 63

[ Sct [l Defaut |

ololele|ele]le|e
Sl <)<
ofelelelelelo|e
Sl <)<«
ol|e|elelele|e|e
L€ €€y«
olo|el|e|ele|e|e
A R4 R4 KSR RIS ES
olelele|elelo|e
Sl <)<«
ole|ele|ele|e|e
Clelc||<)e]e|<¢
olo|ele|eleo|e|e
A R4 R4 KA RS E1 RS K
ofeleleleleleo|e
Sl <)<

~No|lo(slw sl

e {DSCP value, COS value}
Onuun: {0~63, 0~7}
Mo ymonyaHuio: 3HayeHne DSCP 0~7 oTtobparkaeTca Ha 3HayeHue CoS 0;
3HayeHne DSCP 8~15 otobparkaetca Ha 3HayeHue CoS 1; 3HauyeHme DSCP 16~23
oTobparkaeTcs Ha 3HadeHue CoS 2; 3HaueHme DSCP 24~31 oTobparkaeTca Ha 3HaYeHue
CoS 3; 3HaueHune DSCP 32~39 oTobparkaeTcs Ha 3HadyeHue CoS 4; 3HayeHune DSCP 40~47
oTobparkaeTtcs Ha 3HayeHue CoS 5; 3HaueHme DSCP 48~55 oTobparkaeTcs Ha 3HaYeHue
CoS 6; 3HaueHne DSCP 56~63 oTobparkaeTcs Ha 3Ha4veHue CoS 7.
DYHKUMA: HACTpouTb conocTtassieHne mexay DSCP n CoS. Korga pexxum gosepus nopra
— DSCP, 3HayeHue CoS nakeTa moxKeT 6biTb M3MEHEHO B COOTBETCTBUM C 3TUM
oTobpaxeHnem.
O6bsicHeHMe: OgHoMy 3HaYeHUto CoS MOXKHO conocTaBuUTb He Bonee 8 3HaYeHni DSCP.
HaxkmuTe <Set>, uTobbl yCTaHOBUTL HOBOE conocTaBneHne mexgy DSCP u CoS, <Del>,
YyTOObl BOCCTAHOBUTbL CONOCTaB/IEHUE MO ymondaHuio mexkay DSCP mn CoS.

Hacmpolika conocmasneHue mexdy 3HaveHuem DSCP u 3HayeHuem DSCP.
LWenkHyTb [Device Basic Configuration] - [QoS configuration] - [QoS mapping

configuration] —> [DSCP-to-DSCP mutation mapping] a4ns Bxoaa Ha CTpaHuLYy KoHbUrypaumm
conocTasneHna DSCP n DSCP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

DSCP-to-DSCP mutation mappin
_ L v

8 |8 1% |16 24 |24 32 |32 40 (40 48 |48 56 |56
9 |9 17 |17 25 |25 33 |33 41 |41 49 |49 57 |57
10 |10 1% |18 26 |26 34 |34 42 |42 50 |50 58 |58
1 on 19 |19 27 |27 35 |35 43 |43 51 |51 59 |59

12 20 |20 28 |28 36 |36 44 |44 52 |52 60 |60
13 |13 21 |21 29 |29 37 |37 45 |45 53 |53 61 |61
14 |14 22 |22 30 (30 38 |38 45 |46 54 |54 62 |62
15 |15 23 |23 31 3 39 |39 47 |47 55 |55 63 |63

~Nlolo|a|lwlnl=|o
~lololalwln]a]o
™)
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DSCP mutation name

Onana3oH: 1716 cumsosoB

dyHKumMA: YcTaHOBUTL UMA ana myTtauum DSCP.

{In, Out}

Onuun: {0~63, 0~63}

PyHKUMA: HacTPOUTb conocTaBaeHne mexay DSCP n DSCP. YTobbl MU3MEHUTb 3HaYeHMEe
DSCP nakeTa, UCNOAb3yWTE 3TO CONOCTaBAEHME, KOTAa BbIXOZ NepecblnaeT naker.
Ob6bscHeHMe: OgHoMY 3HaUYeHUto DSCP MoKHO conocTaBuTb He 6oee 8 3HaueHni DSCP.
Haxkmute <Set>, ytobbl ycTaHOBUTL conocTaBaeHne mexxay DSCP n DSCP, <Del>, 4yTobbl
yOanutb conoctaBneHne mexgy DSCP wn  DSCP. KommyTaTopbl 3TOM cepuu
noaaepXmeatoT Ao 28 conoctasneHmn mytaumin DSCP.

Oyepedb 014 COXPAHEHUA raKemos ornpeodensemcsa UCXOOHbIM COMoOCMassaeHUem memoy
3HayeHuem DSCP u oyepedsio.

6.17.

lpumeHums conocmasneHue mutation DSCP Ha nopmy.

LLlenkHyTb [Device Basic Configuration] - [QoS configuration] - [Apply QoS to port] —>

[Apply DSCP mutation mapping] ana Bxoga Ha CTpaHULYy KOHOUIypaLMm, Kak NOKasaHo Ha
PUCYHKE HUXKe.

Apply DSCP mutation mapping (Port should trust DSCP)
212 v|
aaa ‘
Set VI

Port name

Onumun: Bce NOpTbl KOMMYTaTOpPA

®yHKLMA: BbIOEPUTE NOPT A41A UCNOAb30BAHUA KapTUPOBaHUA MyTaumii DSCP.

DSCP mutation name

MapameTtpbl: Uma DSCP ana conoctasnenna DSCP.

®dyHKumA: HacTpolika otobpaxkeHns mutation DSCP, ncnonb3yemoro noptom.
Operation

Onuwuu: Set/Del

dyHKuMA: pobasneHue/yaaneHue conoctasieHua mytaumii DSCP, ucnonbsyemoro
nopToOM.

KoHdurypauuma IEC61850

B HacTosAwee Bpems KOMMYTaTOPbl NPO3PayHbl AN ApYrux GYHKLMOHANbHbIX 06bEKTOB

B CeTax noAcTaHuui. Ins MOHUTOPMHIA KOMMYTAaTOPOB HEOOXOANUMbI MHCTPYMEHTbI, OT/INYHbIE
ot IEC61850, Takune Kak EMS, Web, CLI n OPC, 4To NpuBOANT K HECOT/IACOBAHHOCTUN U HeyA06CTBY
HACTPOMKM CeTU M ynpasaeHus eto. YTobbl pelwmnTtb 3Tn nNpobiemsl, Mbl CO34aemM MOAENn ANs
KOMMYTaTOpPOB B COOTBETCTBUM cO cTaHgapTom |IEC61850 1 BBOAUM KOMMYTATOpPbl B CUCTEMDI

aBTOMaTM3aUMM NOACTAHUMI B KadyecTBe MHTENNEKTyaNbHbIX 3NEKTPOHHbIX ycTpoicTts (IED),
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obecrneunBas eguHoe npeacTaBjieHMe MOHUTOPWHIa aBToMaTu3auuy noacTaHuumu, obneryas
NAaHUPOBaHME WHTErpaLun U ynpaBieHMA, a TaKKe 3KOHOMA CTPOUTENbCTBO. M 3aTpaThl Ha
TexHuyecKoe obcnyKnsaHue.

®alin modenuposaHus no ymoa4aHuto switch.cid, npedocmasneHHsbili KomnaHuel, yice

UMIMopMupPoB8aH 8 Kommymamop. Ecau 3aKa34yuk xoyem umropmuposames Opyeue ¢halinsi
modenuposaHus, obpamumecs K pazdeny «Cayxba nepedayu galinos».

6.17.1. Beb6 KoHpUrypupoBaHue

BKknroyeHue IEC61850

LenkHyTb [Device Basic Configuration] - [IEC61850 Configuration] - [IEC61850

Configuration] gns Bxoaa Ha cTpaHuLy KoHdurypaummn IEC61850, Kak NOKa3aHO Ha PUCYHKe
HUXe.

IEC 61850 Configuration
Enable v

IEC61850 Function

Onumu: Enable / Disable

Mo ymonyaHuto: Disable

dyHKUMA: BKAOYEHME / BbiKaoveHue IEC61850 pyHKumm

KoHghueypuposaHue IEC61850

[s1

[TEMPLATE
(100

|
|switch cid |
|
|

Access Point

OnanasoH: 1~25 cumsonos

Mo ymonyaHuio: S1

dyHKUMA: HacTpolika UMeHM TOYKM AocTyna, cooTBeTcTeytowen IED, B daiine CID.

CID File

Onana3oH: 1~25 cumeonos

Mo ymonyaHuto: switch.cid

®PyHKUMA: HacTpolika MeHun aeicTeutenbHoro panna mogennposanua CID npu 3anycke
¢yHKLMK IEC61850.

IED Name

Onana3soH: 1~25 cumsonos

Mo ymonyaHuto: TEMPLATE

DyHKuMA: HacTpolika MMeHM I0TMYECKOro yCTPOMCTBa, cooTeeTcTBytowero IED, B daline
CID.
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e Report Scan Rate
OnanasoH: 10~2000 mc
Mo ymonyanumto: 100 mc
®PyHKUMA: HACTPOIKa MHTEpPBaNa CKAHMPOBaHMA MHPOpPMaLMK 06 y3ne yCTPOMCTBa.

KoHepueypayuu umeHu moyku docmyna u ycmpolicmea |ED 00axHbl cOOmeemcmeosame UMeEHU
moyku docmyna u ycmpolicmea IED 8 ykazaHHom ¢paline modenuposaHus. B npomusHom cay4ae
¢yHryus IEC61850 He moxem 6bimb GKMUBUPOBAHA.

6.18. KoHdurypauua GOOSE Trigger

GOOSE-Trigger onpepenset, cnegyeTr AnuM  nognucbiBaTtbca Ha GOOSE-naker, B
cooTtBeTcTBUMM ¢ MAC-agpecom nonyyatens u ngeHtupukatopom npunoxeHma GOOSE-naKeTa.
Ecnn ycTpoiictBo noanucanocb Ha naket GOOSE, GOOSE-Trigger nosy4yaeT TeKyllee Bpemsa U
MHOOPMALMIO O COCTOAHUM KOMMYTATOpPA, cogepKallytocs B nakete (IEC61850 nepuogunyeckum
3anpalmBaeT 3Ha4YeHMe COCTOAHNA KOMMYyTaTopa B pexume onpoca. Ecam ctatyc KommyTaTopa
nepekaoyaeTca, oH coobuiaer MMS REPORT).

LenkHuTte [Device Advanced Configuration] - [Goose configuration] - [Goose
configuration] ana BxoAa Ha cTpaHuLy KOHPUrypaunm Goose, Kak MOKa3aHO Ha PUCYHKE HUXKe.

Goose Configuration

Enable v ‘

(10FF
01-0c-¢d-01-00-01

e Goose Function
Onuun: BKNoUMTL/BbIKNHOUNTD
Mo ymonyaHuio: OTKAIOUYNTD
®OYHKUMA: BKAOYEHWE/BbIKAOYeHMe GyHKUuMKM Tpurrepa GOOSE. YCTPOMCTBO MOXeT
noAnucbiBaTbcs Ha NakeTbl GOOSE nocne BrkAtoueHnsa GyHKunm Goose.

e APPID
MapameTpsbl: 0x0000~0xffff
Mo ymonyaHuto: 0x10ff
®dyHKumA: HactpoiKa maeHTudumkatopa npunoxkeHns GOOSE-nakeToB, Ha KoTopble
HeobxogmMmo noanucatbca. [locne BkAwouveHua Tpurrepa GOOSE  ycTpolicTBo
nognuwetca Ha naketTbl GOOSE ¢ naeHTUHMKATOPOM MPUIONKEHNA, COOTBETCTBYHOLLMM
KOHUrypaumu.

e Multicast Address
Onuun: 01-0C-CD-01-00-00~01-0C-CD-01-01-FF
Mo ymonyanumio: 01-0C-CD-01-00-01
®PyHKUMA: HacTpouTb MAC-agpec GOOSE-nakeToB, Ha KOTOpble caegyeT NoAnucaTbea.
MNocne BrkAtouyeHus Tpurrepa GOOSE ycTponcTBo noanuiieTtcs Ha naketbl GOOSE ¢ MAC-
aJpecom, COOTBETCTBYIOLLMM KOHPUTypauuu.
Iunana3oH: 64~1000000K6uT/c
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6.19. IGMP Snooping

OTcnexmBaHuMe MNPOTOKOMA rpynnoBoro ynpasneHua WHTepHeTom (Internet Group
Management Protocol Snooping — IGMP Snooping) — 3To NpOTOKO/1 MHOroaApPEeCcHOM PacChi/iKn
Ha KaHa/NbHOM ypoBHe. OH UCNOAb3yeTcA AR YNPaBAEHUA U KOHTPOA Fpynn MHOroagpecHom
paccblikn. KommyTaTopbl ¢ nogaepkon IGMP Snooping aHanM3MpyloT NosyvyeHHble NakeTbl
IGMP, ycTaHaBAMBAlOT COMOCTaBiAeHMe mexay nopTamu u MAC-agpecamm MHOroaZpecHom
PacCbINKM U NepecbinaoT MHOroaapecHble NakeTbl B COOTBETCTBMW C CONOCTaBNEHUEM.

Querier: nepuoanyeckm oTnpasafeT nakeTbl obuwero 3anpoca IGMP anAa 3anpoca craTyca
Y/IeHOB B rpynmne MHOroaApPeCcHOM PacCbl/IKK, COXPaHAA MHPOPMALLMIO O Fpynne MHOrOaApPecHoM
paccblnkn. Koraa B ceTM CylecTByeT HECKONbKO 3anpallivBatolnX, OHU aABTOMATUYECKMU
BbIOMPAOT TOT, Y KOTOPOro HammeHblMi IP-agpec, B KauyecTBe 3anpalwlmsatowero. Tonbko
BblIOPaHHbIA 3aNpPOCYMK MepuoaMYecKkM OTnpaBaseT nakeTbl obuwero 3anpoca IGMP. [pyrue
3anpalumBaloLme TO/IbKO NOMYYAoT M NepecbinatoT nakeTbl 3anpocos IGMP.

Router port: nosyyaeT nakeTbl 06lLero 3anpoca (Ha KommyTaTope ¢ noaaep»kon IGMP)
OT 3anpawwusawowero. [locne nonyyeHna otyeta IGMP KommyTaTop YycTaHasausaet
MHOToapecHyto 3anncb U fobasaAeT NopT, KOTopbl noayyaeT otyeT IGMP, B cnncok nopTtos-
yneHoBs. Ecnv nNopT maplpyTUsaTopa CylwecTByeT, OH TakKe A06aBAAeTcA B CMWUCOK MOPTOB-
yneHoB. 3atem KomMmyTaTop nepecbinaet otyer IGMP pgpyrum yctpolicTBam Yepes3 nopT
MapLipyTM3aTopa, 4Tobbl ApyryMe YCTPOWCTBA YCTAaHOBWAW Ty Ke 3anucb MHOroagpecHom
paccblNKu.

IGMP Snooping ynpasaseT u noaaepXMBaeT Y1eHOB rpynnbl MHOTOaApecHOM Paccbl/iKm
nytem obmeHa CBA3aHHbIMM NAKETAMU MeXAY YCTPONCTBaMU ¢ noanepkon IGMP. CBasaHHble
nakeTbl ciegyowme: MakeT obwero 3anpoca: 3anpallivBalolLMin NEPUOANYECKU OTNpaBaseT
nakeTbl obuwero 3anpoca (IP-agpec HasHayeHus: 224.0.0.1), yTobbl NoaTBEPAMUTb, €CTb NN B
rpynne MHOroafpecHon paccblIKM MNopTbi-YaeHbl. [locne noayvyeHWA nakeTa 3anpoca
YCTPOMCTBO, He ABNAOLLEECA 3aNPOCYMKOM, Nepechl/laeT NakeT Ha BCe NOAKAOYEHHbIE K HEMY
nopTbl.

Specific query packet: ecnn ycTpolcTBO XOYET BbLINTU W3 TPYMMbl MHOroaApecHom
paccbliIKKM, OHO OTNpaBaseT nakeT Bbixoga IGMP. Tocne nonyyeHua naketa leave
3anpallMBaloLLMA OTNPABAAET oNpeaesieHHbl nakeT 3anpoca (IP-agpec HasHayeHua: IP-aapec
rpynnbl MHOrO3APECHOM PACCbINKM), YTOObI NOATBEPAUTL, COAEPKUT N FPYNna Apyrue nopTbl-
Y/leHbI.

Membership report packet: ecnn ycTpOWCTBO XO4eT MNOAYYMTb [JaHHble Tpynnbl
MHOroaipecHOM PacCblIKK, OHO HemeAdjieHHO oTnpasadeT naket otdyeta IGMP (IP-agpec
Ha3HayeHuA: IP-agpec rpynnbl MHOrOaZAPECHOM Paccbi/ikK), YTOObl OTBETUTL Ha MaKeT 3anpoca
IGMP rpynnbl. [akeT BbiIxoAa: eCAn YCTPOMCTBO XOYEeT MOKMHYTb Tpynny MHOroaapecHom
paccbI/IKK, OHO OTNPaBUT NaKeT Bbixoaa IGMP (IP-agpec HasHaueHus: 224.0.0.2).

6.19.1. Beb KoHdUrypaumsa

BknrouyeHue IGMP Snooping

LWLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [IGMP
Snooping configuration] —> [Enable IGMP Snooping] ansa Bxofa Ha cTpaHuuy riobaibHomn
KOHPUrypaumnm IGMP Snooping, Kak NOKa3aHO Ha PUCYHKE HUXKe.
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Enable IGMP Snooping

e IGMP Snooping
Onuuu: Open / Close
Mo ymonyaHuio: Close
PyHKUMA: BKAOUYUTL UAM OTKAOUYUTL rnobanbHbiM npotokon IGMP Snooping. IGMP
Snooping 1 GMRP Henb3a BKAOYNTL O4HOBPEMEHHO.

KoHghueypuposaHue IGMP Snooping napamempos
LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP
Snooping configuration] —> [IGMP Snooping configuration] ana Bxoga Ha CTpaHuuy

KoHourypaumm IGMP Snooping, Kak MOKa3aHO Ha PUCYHKE HUKe.

IGMP Snooping Configuration

vian | v Open v/ 192, 168.0.2

e VLANID
Onumun: Bce co3gaHHble naeHtTudpuKkaTopol VLAN.
e Snooping state
Onuuu: Open / Close
Mo ymonyaHuto: Close
DyHKUMA: BKAOYEHUE WAM  BbIKAOYEHWE JYHKUMK oTcaexunsaHma IGMP  VLAN.
Mpeanocbl/IKo 3TOro
®YHKLMA COCTOUT B TOM, YTOBbI BKAOUNTD rnobanbHyto yHKuUMo IGMP Snooping.
e StaticIP
dopmar: A.B.C.D.
Mo ymonyanuio: 192.168.0.2
®PyHKUMA: HACTPOUTb UCXOZHBIN IP-aapec OTNpaBKKM NaKeToB.

Hacmpolime napamempel 3anpoca IGMP, KaK NOKA3GHO HA PUCYHKE HUM(E.

IGMP query Configuration
[vian 1 || [Close v| | [192.168.0.2 2 125 10 |

e VLANID

Onuuu: Bece co3gaHHble naeHTudmkaTopol VLAN.

®yHKumA: BbibepuTe naeHTUdMkaTop VLAN, uTo6bl BKAKOUNTL DYHKLUMIO 3anpoca IGMP.
e Query State

Onumun: Open / Close

Mo ymonyaHuio: Close

PyHKUMA: BKAKOYEHME UK OTKAoYeHUe dyHKUMK 3anpoca IGMP ans BbibpaHHol VLAN.
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npeaBapuTe/ibHbIM  yCNOBMEM 3TOM GYHKUMM ABAsETCcA BKAOYeHue rnobanbHom
$yHKuMmM IGMP Snooping.

OnucaHue: Eciv B ceTU eCTb HECKO/IbKO 3aMpallnBatoLMX, OHM aBTOMATUYECKN BblbepyT
TOT, Y KOTOPOro HauMeHbLni IP-agpec, B KauecTse 3anpalumeatoLLero. Ecam ectb TonbKo
O4HO YCTPOWMCTBO, KOTOPOE No3BoAAeT GyHKUMIo 3anpoca IGMP, sTo 6yaet querier.

®dyHkyuu Query u Snooping ssaaomca e3aumouckardaruwumu 8 VLAN. 3mo o3Hayaem, ymo
ecsu 3anpoc omkpelm, snooping 0osnxceH 6bims 3aKkpoim 8 o0Hom VLAN; ecnu omcnexcusaHue
OMKpPbLIMO, 3ar1poc 00xceH 6bImb 30KpbIM.

e StaticlIP
dopmaT: A.B.C.D.
Mo ymonyanuio: 192.168.0.2
®PyHKUMA: HACTPOUTb UCXOLHbIN IP-agpec oTNPaBKKW NaKeTa 3anpoca.
e Robustness
OnanasoH: 2~10
Mo ymonyanuio: 2
PyHKUMSA: YKaXKMTe NnapaMeTp HageXHoCTn GyHKLMK 3anpoca IGMP.
OnucaHue: Yem 6onblie mapameTp, TEM Xy)Ke CeTeBoe OKpy)KeHue. [lonb3oBaTesb
MOXKEeT YCTAaHOBUTb
noAxo4ALWmMM napameTp HaAeKHOCTU B COOTBETCTBUU C PeasibHOM CeTbto.
e Query Interval
AnanasoH: 1765535 ¢
Mo ymonyanuio: 125 ¢
dPyHKUMA: HacTpoiKa MHTepBana OTNPABKKM NakeTa 3anpoca.
e Max Response
OnanasoH: 10~ 25 ¢
Mo ymonyanumio: 10 ¢
®DYHKLMA: HACTPOUTb MaKCUMAJIbHOE BPeMA OTBETA Ha 3aMpoC NaKeTa.
Onumun: Bece co3gaHHble ngeHtueumkatopsl VLAN.

Mocne 3aBeplueHWA HaCTPOMKM B pasgene «KoHdurypaums IGMP» oTobpaxkaercs
nHpopmauma o KoHourypaumm IGMP, nokasaHoO Ha PUCYHKE HUMKE.

IGMP Configuration

VLAN ID ing State State  Static P Robustness s) Max s)
1 Close Open | 192.168.0.2 | 2 | 125 | 10
2 Open Close 192.168.0.2 0 0 0

Hacmpolika cmamuyeckuckux napamempos MHo2oadpecHol pacceinku IGMP
Snooping.

LenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP
Snooping configuration] —> [IGMP Snooping static multicast configuration] ana Bxoaa Ha
CTpaHWLy cTaTU4ecKom KoHpurypaumnm IGMP Snooping, Kak NOKa3aHO Ha PUCYHKE HUXKe.
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IGMP Snooping static multicast configuration
1 v

Add v
21 v
225.0.0.0 |

e VLANID
Onumun: Bce co3gaHHble naeHtTudukaTopol VLAN.

e Operation type
Onuuu: Add / Del
Mo ymonyanutio: Add
®yHKUMA: J06aBuTb / yaanuTb NOPT yYacTHUKA rpynnbl MHOrOaApecHOM PacChblKu.

e Multicast group member port
Onumun: BCce NOPTbl KOMMYTATOpPA
®dyHKuMA: BbIbepUTEe MOPT-YieH, KOTOPbIM HeobxogmMmo A06aBUTL MAW yOaAUTb K3
rpynnbl MHOrOAApPeCcHOM paccbinku. Ecam
NopT NOAKAIOYEH K XOCTY M XOCT NOAYYaeT AaHHble onpeaeneHHON MyabTUKACT-rpynnbl,
3TOT NOpT
MOXKeT ObITb HAaCTPOeH ANA NPUCOeAUHEHMA K CTaTUYECKOW rpynne MHOroaapecHom
PacCbIIKM M CTAHOBUTCA CTaTUYECKMM MOPTOM-YHACTHUKOM.

e Multicast address
OunanasoH: 224.0.1.0~239.255.255.255
dyHKUMA: BBeanTe agpec rpynnbl MHOToaApecHOM pPacCbiiku.
OnucaHue: Npu AMHAMUYECKOM U3YyYEeHUM BHOBb A00aBAEHHOrO CTaTUYECKOro agpeca
MHOroaApecHOM PacCbl/IKM 3TOT CTaTUYECKMIA aZpec MHOroafApecHoOM pacchinku byaet
0XBaTbIBaTb AMHAMMUYECKUIM aapec MHOIroaapeCcHOM PacCbiKu.

Mpocmomp mHo2oadpecHbix 3anucel.

LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP
Snooping configuration] —> [Show IGMP Snooping information] ana oTtobparkeHus
MHOrOagpecHbIX 3anucei, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Show IGMP Snooping information
[ 1 v

6.20. GMRP

O6wmMin NpoToKoN perucTpaumm atpubytoB (Generic Attribute Registration Protocol -
GARP) wucnonb3yetcs ANnA  pPacnpoCTPaHEHMA, pPernctpaumMm M OTMeHa onpeaeneHHow
nHbopmaumm (VLAN, MHOroaapecHbIi aapec) cpeam KOMMYTaTOPOB Ha O4HOM U TOM e CeTb.

Mpu wucnonb3oBaHnunm GARP wuHdopmauua o KoHourypaumm uneHa GARP 6Gyget
pPacnpoCTpaHATLCA Ha BCIO KOMMYTALUMOHHYIO ceTb. YneH GARP MHCTpYKTUpPYET APYrUX YNeHoB
GARP 3aperncTpmpoBaTbCs UM OTMEHUTL CBOO COBCTBEHHYO MHPOPMaLMIO O KOHPUIypaLmum ¢
NOMOLLBIO COOBLEHNA O MPUCOESUHEHUU/OTKNIOYEHNN COOTBETCTBEHHO. YUYACTHUK TaKKe
pPerncTpupyeT UamM oTMeHAEeT MHPOPMaLMIO O KOHPUTYpaLMM APYTUX Y4aCTHUKOB Ha OCHOBE B
Co0bLLEHUNAX O NPUCOeaMHEHMM / BbIXOAE, OTNPABAEHHbIX APYTMMU YYaCTHUKaMMU.
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GARP BK/to4MaeT Tpy TMNa coobuieHunii: Join, Leave u LeaveAll».
> Korga o6beKkT npuaoxeHna GARP xoueT 3aperMcTpupoBaTb CBOH COBCTBEHHYIO
MHbOPMALUMIO Ha ApyrMx KOMMyTaTopax, ObOBbEeKT oTnpasBnseT coobluieHne o
npucoegnHeHmn. CoobLieHNs 0 NPUCOEANHEHUN [EenATcA Ha ABa Tuna: JoinEmpty u
Joinln. CoobuweHne Joinln oTnpasnsetrca Ans o06baABNEHMA 3aperncTpupoBaHHOIo
aTpubyTa, a coobuieHme JoinEmpty oTnpasaseTca Ana o6vaBaeHns aTpmbyTta, KOTOpPbIN
eLle He 3aperncTpmpoBaH.
> Korga o06bekT npuaoxeHns GARP  xo4yeT aHHyAMpoBaTb CBOK COBCTBEHHYIO
nHpopmaumio 0 APYrMx KOMMYTaTOpax, OObEKT oTnpaBaseT cooblieHne O Bbixode.
CoobueHns o Bbixoge AensaTca Ha ABa Tuna: LeaveEmpty n Leaveln. CoobueHue Leaveln
OTNpPaBAAETCA A1 OTMEHbI 3aperncTPUpPoBaHHOro aTpnbyTa, a coobueHne LeaveEmpty
oTnpaBaAeTcs cooblieHme g5 OTMEHbI eLLe He 3aperMcTpUpoBaHHOro aTpubyTa.
» T[ocne 3anycka o6bekTa GARP oH 3anycKaeT Talimep LeaveAll. Koraa Taimep uctekaer,
06beKT oTnpassaeT coobuieHme LeaveAll.

CywHOCMb NpusoxceHUs yKaseieaem Ha rnopm c noddepickoli GARP.

Tanmepbl GARP BkatouvatoT Hold timer, Join timer, Leave timer n LeaveAll timer.
Hold timer: npu nonyyeHun perncrpaumoHHoro coobueHma obbekt GARP He oTnpasnsaet
coobuieHne o0 NpucoegmMHeHUN. cooblieHne HemMea/IeHHO, HO 3anMyCKaeT TaiMep yaepKaHuA.
Korga Taiimep McTeKaeT, 06beKT OTMNpaBAsfeT BCE COOOLWEHUN O perncTpaumm, noayyeHHbIX B
TeYEeHWe npeLlecTByOWEero nepnoga, B 0o4HOM COOBLLEHUM O MPUCOEANHEHWUM, OTMpPaBKa
naKeToB AN Nydllen CTabuabHOCTH ceTu.
Join time: yTO6blI ybeanTbCA, YTO COOOLLEHMA O NPUCOEAUMHEHUM MPUHUMAIOTCA APYrMMuU
obbeKkTamu npunoxenus, CywHocTb npunoxeHns GARP 3anyckaeT Talimep npucoegmHeHus
nocne OTMNPaBKM coobuweHns npucoegmHeHus. Ecam He nosydeHo Joinln coobuweHus po
NUCTeYeHUA BPeMeHW Talimepa npucoeamHeHMa OObEeKT CHOBa OTnpaBaseT coobluieHne o
npucoeanHeHmun. Ecnm Bbl nonyyaete CooblieHue Joinln Ao MCTeYeHUs BPeMeHW Talimepa
06bEKT He oTNpaBAAET BTopoe coobuieHme Join.
Leave timer: Korga o6beKkT npuaoxkeHma GARP xoueT oTMeHUTb MHPOPMaALLMIO O aTPUBYT, 06 bEKT
oTnpasaseT coobuweHne o Bbixoge. CyLHOCTb, NOAYYMBLLAA COODOLLEHNE, HAYMHAET OCTAaBUTb
Tanmep. Ecnm coobuieHrne o NpUcCoeanHEHUN He MOJIyYeHO A0 UCTeYeHUs Talimepa, OObeKT,
Nosy4MBLLMI coobLieHne, oTMmeHseT MHpopmaumio 06 aTpubyTe.
LeaveAll timer: Korga o6beKT npunoxkenns GARP 3anyckaeTca, OH 3anyckaeT Talimep LeaveAll.
Koroa Talimep uctekaeT, o6beKT oTnpasBaser coobuieHue LeaveAll, yTobbl apyrve ob6bEKTbI
npunoxerHna GARP nepepervctpmpoBaTtb Bce aTpMbyTbl. 3aTeM 06bEKT CHOBA 3anycKaeT Taimep
LeaveAll ans HoBoro unKna.

6.20.1. GMRP npoTtokon

MpoToKon perucTpaumMm mHoroagpecHol paccbinikm GARP (GARP Multicast Registration
Protocol - GMRP) — 3T0 NpoTOKOAN perucTpaLmm MHOroaapecHoi paccbl/IKM, OCHOBAHHbIN Ha Ha
FAPM. OH wucnonb3yetca ANA NOAAEPKKM PErUCTPALMOHHON WMHPOpMALUKM MHOroagpecHom
paccblnkKn  KommyTaTtopoB. Bce Kommytatopbl ¢ nogaep:kkoh GMRP  moryT nosydatb
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nHpopmaumio 0 perncTpaumMm MHOroaZpPecHor paccbiIKM OT  APYrMX KOMMYTaTOpPOB.
AVNHAMMYECKM 06HOBAATL MHOOPMALMIO O PEFUCTPALLIUN JIOKA/IbHOM MHOroaApPecHON PacCbiKK
M pPacnpocTpaHATb JIOKa/NbHY0 MHOFOaApEecHY PacCbiNKy PErncTpaumoHHY0 MHPOopMaumio
OPYrMM  KOMMyTaTopam. ITOT  MexaHu3am obmeHa wuHbopmaumen  obecneuymsaer
HEeNnPOTUBOPEYMBOCTb MHOroaapecHom nHpopmauum, noagepXmBaemomn BCEMM
KOMMyTaTopamu ¢ nogaepxko GMRP Ha ceTb.

EcnM KOMMYTaATOp MM TEPMMHAN XOYeT MPUCOEAMHUTBCS K Tpynne MHOroagpecHo
PacCbINKN UK BbIATU U3 Hee, NOPT ¢ nogaepkot GMRP nepeaaet nHdopmaLmio Ha BCce NOPThI
B TOM ke VLAN.

Agent port: yKasbIiBaeT NopT, Ha KOTOPOM BKAtoYeHbl GMRP 1 ¢pyHKLMA areHTa.

Propagation port: ykasbiBaeT nopT, Ha KOTOPOM BKAtOUYEH ToIbKoO GMRP, HO He NPoKcK. pyHKUMA.
JMHamnyeckn nsydeHHas MmHoroagpecHasa 3annuce GMRP u 3anucb areHTa nepecbiaatoTca NopT
pacnpocTpaHeHus K NopTaM pacnpocTpPaHeHUA YCTPOMCTB 6osiee HU3KOro ypPoBHA.

Bce Talimepbl GMRP B 0AHOWM ceTu O0/IXKHbI NOAAEPKUBATL COMNIaCOBAHHOCTb BO M3bexKaHue
B3aMMHbIX Momex. Talimepbl A01KHbI COOTBETCTBOBATL C/eaytowmm npasuaam: Hold timer <Join
timer, 2*Join timer < Leave timer, and Leave timer < LeaveAll timer.

6.20.2. Beb6 KoHdUrypuposaHue

InobanvHoe eknyeHue GMRP npomokona

LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [GMRP
configuration] —> [GMRP configuration] ana Bxoga Ha cTpaHuLy KoHourypaumm GMRP, KaK
MOKa3aHO Ha PUCYHKE HUKe.

Protocol Config
Enable v |

e  GMRP function
Onuuu: Enable / Disable
Mo ymonyaHutio: Disable
OyHKUMA: BKAOUYEHUE / BbiKaoYeHue rnobanbHoi GyHKUMM GMRP. OyHKLMIO Henb3A
ncnonb3oBaTb BMecTe ¢ pyHKUmMelt IGMP Snooping.

e Leave-All timer
OnanasoH: 600 mc~327600 mc
Mo ymonyanumio: 10000 mc
®PyHKUMA: BPEMEHHOM MHTepBan ANnA OTnpaBKM nakeToB LeaveAll. 3HayeHne gonXKHO
6b1Tb KpaTHO 100.
ObbAcHeHMe: ecan Tamepbl LeaveAll Ha pasHbIX  yCTpPOWCTBax WCTEKaloT
OAHOBpPEMEHHO, OHM byayT OTNpPaBAATb  HECKONbKO coobuieHuit  LeaveAll
OAHOBPEMEHHO, 4YTO YBE/IMYMBAET KO/IMYECTBO coobuweHun. Bo wusbexaHue
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OJHOBPEMEHHOIO WCTeYeHUA CpoKa Jenctema TamepoB LeaveAll Ha pasHbix
YCTpOICTBax, ¢paKTMyeckoe Bpems paboTbl TanMmepa LeaveAll npeacrasnsetr cobow
CNly4aliHoe 3HaYyeHue, NpeBblWatoLLee Bpems 04HOro Taimepa LeaveAll u meHee yem B
1,5 pasa npesbiliatoLiee Bpems Talimepa LeaveAll.

Hacmpolika ¢pyHKyuu GMPR Ha nopmy, KGK NOKA3aHO HA PUCYHKe.

Port Confi

[11 <] Enable v| |Enable v| [100 500 || 3000
NOTE:Hold Timer < Join Timer;2*Join Timer = Leave Timer,Leave Timer < Leave-All Timer,step is 100ms!
Port name
Onuuun: BCce NOPTbl KOMMYTATOPA
GMRP Function

Onuuu: Enable / Disable

Mo ymonyaHuto: Disable

PyHKUMA: BKAOYNTL GYHKUMIO GMRP Ha NOpTy UM OTKAOYUTD

GMRP Agent Function

Onuuu: Enable / Disable

Mo ymonyaHuto: Disable

®OyHKUMA: BKAOUNTb GyHKLMIO areHTa GMRP Ha nopTy uan Hert.

Hold Timer

OnanasoH: 100-163600 mc

Mo ymonyanuio: 100 mc

OnucaHue: 3To 3HaYeHne AOJIKHO 6biTb KpaTHO 100. Jlyylie ycTaHOBUTb OAMHAKOBOE
Bpems Tamepos Hold Ha Bcex nopTax ¢ nogaepxkon GMRP.

Join Timer

AnanasoHn: 200-163700 mc

Mo ymonyanumto: 500 mc

3T0 3HayeHue AO0MKHO ObiTb KpaTHo 100. Jlydywe ycTaHOBWUTL OAMHAKOBOE Bpems
TalMepoB NpUcoegMHEHUA Ha BCeX NOPTax ¢ noaaepxkoin GMRP.

Leave Timer

OnanasoH: 500 mc~327500 mc

Mo ymonyaHuto: 3000 mc

3To 3HayeHWe A0MKHO ObiTb KpaTHO 100. Jlyywe ycTaHOBUTb OAMHAKOBOE Bpems
TalMepoB BbIXOAa Ha BCex NopTax ¢ noaaepkkon GMRP.

Lobasnerue 3anucu GMRP Ha nopmy

LLlenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [GMRP

configuration] —> [GMRP agent configuration] ans Bxoaa Ha cTpaHWUy KoHbUrypaumm
areHTa GMRP, Kak NnOKa3aHO Ha PUCYHKe HUXKe.

GMRP agent configuration

Add  +[1N1 ~ |01-00-00-00-00-02 1

Operation
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Onuuu: Add / Del
Mo ymonyaHuto: Del
dyHKUMA: 406aBUTb MU YAANUTb 3aMNUCH.
e Port name
MapameTpsbl: BC€ HACTPOEHHbIE NOPTbl areHTa
e MAC address
®opmat: HH-HH-HH-HH-HH-HH (H — wecTHaauaTepuyHoe uncno)
dyHKuma: Hactpolika MAC-agpeca rpynnbl MHOroagpecHom paccbinku. Mnaagwnin 6uT
nepsoro 6ainTa paseH 1.
e VLAN
Onumu: Bce co3gaHHble Homepa VLAN
®dyHKuMA: HacTpoiTe naeHtndmkatop VLAN gna 3anucu areHta GMRP.
OnucaHue: 3anucb areHTa GMRP moxeT ObiTb NepeHanpaBieHa TO/IbKO M3 nopTa
pacnpocTpaHeHus ¢ mnaeHtudmratopom VLAN, coBmagamowmm c naeHTUdPUKaTopom
VLAN sT0¥ 3anucw.

Mpocmomp GMRP KoHgu2ypayuu
LLlenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [GMRP

configuration] —> [Show GMRP configuration] ana oTtobparkeHua WHPopmauum o
KoHourypaumm GMRP, Kak NOKa3aHO Ha PUCYHKE HUXKe.

lpocmomp GMRP 3anucu azeHma
LLlenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [GMRP

configuration] —> [Show GMRP agent configuration] gna otobparkeHuAa 3anucei areHTa
GMRP, Kak NOKa3aHO Ha pUCYHKe HUXKe.

FLREN ort(s)

1 Ethernetl/1

YneHbl MHO20a0pecHoU paccblsaku 3moli 3anucu azeHma HA NoOKAYEHHOM COCeOHeM
ycmpolicmee omobpaxaromcsa, KaK NMoKa3aHo HA PUCYHKe Huxe.
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OH [0/’KEeH COOTBETCTBOBATb C/1EAYHOLLUM YCOBUAM:
» ®yHKuMa GMRP BK/toYeHa Ha B3aMMOCBA3aHHbIX YCTPOMCTBAX.
» [Ba nopTa, KOTOpble COEAMHAIOT YCTPOWCTBA, AOO/XHbI b6biTb MOpPTamM
pacnpocTpaHeHua, a NOPT PACNPOCTPAaHEHUA HA JIOKANIbHOM YCTPOMCTBE AOJKEH
6bI1Tb B aeHTMdMKaTope VLAN ID 3anucu areHTa.

GMRP Dynamic Multicast List

Index Multicast MAC YLAN ID [Member Port
1 01-00-00-00-00-02 1 2

e  GMRP dynamic multicast
MNoptdonmno: {nHgekc, MAC-agpec MHOroafpecHon paccblikun, naeHtnoumkatop VLAN,
Y/IEHCKMI NopT}
PyHKUMA: NPOCMOTP 3anncen AMHAMMUYECKOM MHOroaapecHoi paccblikm GMRP.

6.21. IGMP KoHdurypadus

MpoTokon ynpasneHus rpynnamm UHTepHeTa (Internet Group Management Protocol -
IGMP) — 3TO NPOTOKO/ A/1A YNpaB/NeHUs YIeHCTBOM B pynnax MHOroaApecHomn paccbinku. OH
paboTaeT B KOHLE CETU YCTaHABAMBAET U NOALEPKMBAET YIEHCTBO B rpynne MHOroagapecHom
paccbIIKK mexay Xoctom IP 1 coceaHMMM mapLLpyTU3aTOPaMU MHOTOALPECHOM PACChIIKMU.

Cywectsyetr Tpu Bepcum IGMP: IGMPv1, IGMPv2 n IGMPv3. 3To yCTpOMCTBO He
nogaepxmsaet IGMPv3.

OcHoBHble pasnnuna mexay IGMPv1 n IGMPv2 3akntovatoTca B caeayowem:

(1) IGMPv2 wucnonb3yeT ¢opmasbHbIii MexaHM3M Bblbopa 3anpalluMBatoLLEro, KOTOPbIN
BblIOMpaeT mapLupyTnsaTop ¢ bonee HM3KUM IP-agpecom B KayecTse 3anpalwmsatouiero. IGMPv1
He MMmeeT MexaHu3ma Bblbopa 3anpalimBatowero. PasfnyHble NPOTOKO/bI MapLIpyTM3aLMK
MCMNONb3YHOT pasHble MexaHM3Mbl Bbibopa.

(2) IGMPv2 pobasnseT cooblieHne o Bbixoae u3 rpynnbl. Korga XocT nokugaeT rpynny, Xoct
aKTMBHO oTnpasnseT nakeT Leave Group. IGMPv1 He oTnpaBnaeT aKTUMBHO NaKeT Bbixoda U3
rpynnol.

(3) Max Resp Time: HoBoe none AobaeBneHo B MakeTbl 3anpocoB. OH yKa3biBaeT AonycTUmoe
MaKCUMabHOe Bpems OTBeTa, YCTaHOB/IEHHOEe 3anpalunBatoWwmMm. 3Ha4YeHne No YMONYaHU —
10 cekyHA.

(4) CoobuieHne Group-Specific Query: 3anpalumBalolleMy paspeLleHo BbINONAHATL onepaLumio
3anpoca ANA YKa3aHHOWM rpynnbl, @ He A/1A BCex rpynmn, oTnpasuB coobuieHne Group-Specific
Query.

Janee wucnonbsyetrca IGMPv2 B KayecTtBe npumepa AAA OMNUCAHUA MexaHWU3ma
peanusaunm IGMP.

(1) MexaHu3m BblbOpa, 3anpalunBatoLero: Bce Mmaplipytmsatopbl IGMPV2 M3HayanbHO cunTaoT
cebs 3anpalnBalOWMMKN U OTNPABAAIOT NaKeT 3anpoca. Koraa maplpyTmMsaTop noayyaeT naket
3anpoca OT MapLlipyTu3aTopa, Yein IP-agpec meHble, Yyem ero IP-agpec, OH OTKasbiBaeTcA OT
pONn 3anpalnBaloLero U CTaHOBUTCA He 3anpawunsalowmm. MaplpytmsaTop ¢ HAMMEHbLLNM
IP-afpecom B KOHEYHOM UTOTE BbIBUPAETCA B KaYeCTBe 3anpaLllnBatoLLErO.

MakeT obuwero 3anpoca: 3anpalMBatoWmMA NEePUOLNYECKM OTNPABAAET NakeT obLiero 3anpoca,
yTobbl MPOBEPUTb, €CTb /1N MOPTbI-Y/eHbl B TFpymnne MHOroagpecHon paccbliku. IP-agpec
Ha3Ha4vyeHMs NakeTa Bceraa 224.0.0.1.
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MakeT oTyeTa O YUNEHCTBE: KOrAa XOCT B rpynmne noJsiydyaeT NakeT 3anpoca, OH BO3BpaLLaeT NakeT
OTBeTa YneHa. Korga XocT KenaeT NnpuMcoeanHUTLCA K rpynne, OH aKTUBHO OTMpPaBAAeT naket
otyeTa IGMP 3anpalumBatoLLemy, YToOObl NPUCOEANHUTLCA K Fpynne MHOToaApPecHOM PacCblIKK,
B KOTOPOW 3aMHTEPECOBAH XOCT.

(2) MexaHn3m NofaBneHMA YY4aCTHMKOB: KOrga XOCT NOJy4aeT maKeT 3amnpoca, OH 3anycKaeT
Talimep 3aZepKKU OTBETa CO 3HayeHuem B guanasoHe oT 0 go D (MaKcMmanbHoe 3HayeHue).
Korga Talimep xocTa UCTEKAeT paHblle APpYrMx TAaMMepoB XOCTOB B TOM e CErMeHTe CeTH, XOCT
OTNpaBAAeT NakeT OT4eTa O YneHcTee. [pU NoNyYeHMM NaKeTa OTYETa O YEHCTBe ApYyrue XocThbl
OCTaAHAB/IMBAIOT CBOM TallMepbl U He FeHepUpPYOT MaKeT OTYeTa O YNeHCTBe. ITOT MpoLecc
Ha3blBaeTCA MeXaHU3MOM NoAaBAEHUA YNEHOB.

(3) MexaHn3m BbIxoAa: Korga XocT HaMepeBaeTCs NMOKUMHYTb rpynmny MHOroaApecHOW PacCblIKu,
OH OTNpaBAAeT NaKeT BbIxo4a U3 rpynnsl ¢ IP-agpecom HasHayeHua 224.0.0.2.

Maketr Group-Specific Query: XocT oTnpasnser nakeT Leave Group npu Bbixode Wu3
MHoroagpecHon rpynnbl. MNocne nonyyeHma oT xocTa MakeTa Leave Group 3anpalumBatoLLmi
oTnpasnaseT naket Group-Specific Query, 4Tobbl NPOBEPUTb, ABAAETCA N XOCT MOCAEAHUM
Y/IEHOM Fpynnbl MHOFOAAPECHOM PaccblKK. Ecam 3anpalimBatowmin noayyaeT nakeTbl OTYETOB
OT A4PYrMX YNEHOB rPynMbl, OH NPOAO/IKAET NOAAEPHKMBATL FPYNMNYy MHOrOa4PECHOM paccbinku. B
NPOTMBHOM CJly4ae 3anpoOCYMK MNpPeKpawaeT MepecbiIKy AaHHbIX B Fpynny MHOroaapecHomn
paccbinKu.

Querier

WHTepBan 3anpoca: 125 ¢, yKasbiBaloWMii MHTEPBAN A1a OTNPaBKM NaKeTa obLuero 3anpoca.
WHTepBan nocnenHero 3anpoca NpOCAyWMBATENA: MaKCMMaJibHOE BpemMs OTBETa B MaKeTe
rpynnoBoro 3anpoca, To ecTb MHTEpPBaN Nepegayvn. 3HavyeHne no ymonyaHuio — 1 c.

WHTepBan oTBETA Ha 3aMpOoC: MaKCMManbHOe BpeMA OTBETA B MaKeTe 06Lero 3anpoca. 3HayeHue
no ymon4daHuio — 10 c. XocT, nonyunslimin naket General Query, 40/I)KEH AaTb OTBET B TEYEHUE
3TOro MHTepBasa. 3HAYeHME AOKHO ObITb MeHbLULE MHTEPBAa 3anpoca.

6.21.1. Beb6 KoHdUrypuposaHue

BknrouyeHue IGMP npomokona
IGMP 3anyckaeTcs BMecTe C 3arnyCKOM He3aBMCMMOM OT MPOTOKO/Aa MHOroaapecHom
paccbliku (Protocol Independent Multicast - PIM). Ero Henb3a 3anycTuTb OTAE/bHO.
Mo ymonyaHuto: Disable

Hacmpolika napamempa epynnsi IGMP

LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [IGMP
configuration] —> [IGMP group parameter configuration], Kak NOKa3aHO Ha PUCYHKe HUXKe.

224.10.10.20
225.10.10.10|

I ETTEE @

e VianID



CT=3

PyKoBoACTBO Nonb3oBatens

Onumsa: co3pgaH nHtepdeiic VLAN ypoBHA 3.
Mo ymonyaHuto: VLAN 1
®yHKLMA: BbIbEpUTE UHTepdelic ypOoBHSA 3 gns AobaBAeHUS B rpynny MHOroaapecHon
paccbiaKu.

e Add interface to IGMP group
®opmarT: A.B.C.D.
®yHKLMA: YKaxKuTe IP-agpec rpynnbl MHOrOaAPECHON PACCbIIKU, B KOTOPYHO O0/MKEH
6bITb A06aB/IEH KOMMYTaTOp, U A0b6aBbTe UHTEepdElic KomMmyTaTopa YPOBHA 3 B rpynny
MHOrOaApPeCcHOM pPacCbIIKM € YKa3aHHbIM afpecoM MHOroagpecHol paccbinku. Mo
YMOMYAHUIO ANA TPYnnbl MHOrOAAPECHOM PacCbIKM He onpegeneH HW OAMH YneH
MHOrOaapecHOM pPaccbiKu.

e Add IGMP static group to VLAN (A.B.C.D)
dopmarT: A.B.C.D.
®OyHKLMA:  yKaxuTe |IP-agpec rpynnbl MHOTOaApPEecHOW pPacCbliKM, K KOTOPOW
Heobxo4MMO cTaTUYecKn 406aBUTb MHTEPdENC KOMMYTaTopa YPOBHA 3.

Hacmpoume napamemp 3anpoca IGMP

LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP
configuration] —> [IGMP query parameter configuration], Kak MOKa3aHO Ha PUCYHKE HUXKe.

IGMP query parameter configuration

Vlan1 v|
125 |
10 |

[265 |

| Resct Il Apply Jil Default

e VLANID
Onuuu: Co3gaH nHtepodeic VLAN yposHA 3.
Mo ymonyaHutio: VLAN 1
®dyHKuMA: BbIbepute nHTepdeiic VLAN ypoBHSA 3, KOTOPbI HEOBX0AMMO HAaCTPOUTb.

e Configure the query interval for the IGMP querier to periodically send Query messages

(1-65535s).

OnanasoH : 1c~65535¢c
Mo ymonyaHuto: 125 ¢
®dyHKumA: Hactpowte wuHTepBan 3anpoca gna IGMP-3anpoca gna nepuoanyeckon
oTnpaBKu coobueHnin Query.

e Configure the maximum time of interface response to IGMP query packets (1-25s).
OnanasoH: 1-25 c.
Mo ymonyanuio: 10 ¢
®YHKLMA: HACTPOUTb MaKCMManbHOE Bpems OTBeTa MHTepdelica Ha NaKeTbl 3aNpocoB
IGMP. OnucaHue : Korga y3snbl KenawT NpUcoeamuHUTbCA K rpynne MHOroagpecHom
paccbliKK, y3en, KOTOPbIA NepBbiM OTBEYAET Ha NAKET 3aNpoca OT 3anpallMBatoLLEroO U
Kenaetr NpUCcOeaMHUTLCA K Fpynne MHOroagpecHoi PacCbiikW, AOJIKEH OTNPaBUTb
3anpalmBatoLLleMy MNaKeT oT4eTa O 4Y/EHCTBE B TeyeHWe MAKCMManbHOro BpemeHu
oTBeTa. ITO MaKCMMasibHOEe BPEeMs OTBeTa ABMAETCA MaKCMMANbHbIM BpPeMEHEM
3anpoca. Ecnm xocTy He yaaetcA OTNpaBuTb MaKeT OTYeTa O YIEHCTBE B TeYeHue
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MaKCMManbHOro BpeMeHM 3anpoca, 3anpalluBatloluii cCUMTaeT, UYTO BETBb, B KOTOPOM
HaxoAMTCA XOCT, He MMEEeT YNeHa, U 3Ta BeTBb byaeT yaaneHa.

Configure the timeout time of IGMP query packets for an interface (60-300s).
OnanasoH: 60-300 c.

Mo ymonyaHuio: 265 ¢

PyHKUMA: HACTPOUTL BpeMA OXKUOaHUA NnakeTos 3anpocos IGMP gns nHtepdelica.
OnucaHue: Ecnn He 3anpaluvBalollemMy He ygaeTca NOAyuyuTb nakeT Query ot
3anpaluMBatoOLLEr0 B TeYEeHMe OnpeneseHHOro  WHTepBana, WHTepdeinc He
3anpalluMBaloLLEr0 aBTOMATUYECKM CTAHOBUTCS 3anpallvBatlowMm. ITOT MHTepBan
Ha3blBaeTCsa BpeMeHeM oxKuaaHus. Kak npaBuno, Bpemsa 0XKMaaHuA paBHO yaBOEHHOMY
WMHTEepBasy 3anpoca NaC MakCMMabHOe BPeEMS OTBETa.

KoHgpueypuposaHue IGMP npomokona

LWenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [IGMP

configuration] —> [IGMP version configuration], Kak NOKa3aHO Ha PUCYHKE HUMKeE.

IGMP version configuration

= E3 I

VLAN ID

Onuma: co3gaH uHTepoeiic VLAN ypoBHA 3.

Mo ymonyanuio: BnaH 1

®yHKLMA: BbIbEpUTE HTEPdENC YPOBHA 3 ANA HACTPOMKM.

IGMP version configuration(1 or 2)

BapuaHT: 1~2

Mo ymonyanuio: sepcma 2

®yHKLMA: HAacTpoUTb MHTepPdEIC YypoBHA 3 A1A 3anycKa Bepcumn 1 uam sepcun 2.

lpocmomp ip igmp epynn

LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP

configuration] —> [show ip igmp groups], Kak NOKa3aHO Ha PUCYHKE HUKE.

Expires
stopped
stopped
00:03:37
00:04:20
stopped
stopped
stopped
stopped

239.20.20.20 Vlanl
239.10.10.10 Vlanl
239.255.255.250 Vlanl

( Vlanl
Vlan2
Vlan2
Vlan2
Vlan3

B Tabauue HMKe onncaHbl NOA BbIXOAHbIX COODLLEHWIA.
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Group Address IP address of a multicast group

Interface Layer-3 VLAN interface on the switch that a packet destined for a multicast

group passes through

Uptime Elapsed keepalive time of a multicast group, represented in the hh:mm:ss
format
Expires Remaining keepalive time of a multicast group, represented in the hh:mm:ss

format. "Stopped" indicates that a multicast group never times out.

Last Reporter IP address of the host that joins a multicast group last.

show ip igmp interface

LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [IGMP
configuration] —> [show ip igmp interface], Kak NOKa3aHO Ha PUCYHKE HUKeE.

show ip igmp interface

BT T E— |

Wlanl is up, line protocol is up
Internet address is 192.168.0.10, subnet mask is 255.255.255.0
IGMP is enabled, I am gquerier
IGMF current wversion is V2
IGMP query interval is 125s
IGMP querier timeout is 265s
IGMF max query response time is 10s
Multicast routing is enable on interface
Multicast TTL threshold is 1
Multicast designed router (DR) is 192.1&8.0.
Multicast groups Joined: 224.10.20.20 224,

e VLANID
Onumsa: cosgaH nHtepdeiic VLAN yposHa 3. Mo ymonyaHuto: Vian 1.
®dyHKumA: BbibepuTe nHTepdelic Layer-3 a4na npocmotpa.
e Information Display
nHbopmaums 06 nHtepdeliice IP IGMP moxkeT oTobparkaTbcs nocae Haxkatma [Apply].

6.22. PIM KoHdurypmuposaHue

MHoroagpecHas paccbl/ika, HesaBucumas ot npoTtoKosa (Protocol Independent Multicast
- PIM), BbINnONHAET NpoOBepKy nepeagpecaumm no obpatHomy nytn (RPF) ans mHoroaapecHbIx
MakeToB C WCMNO/b30BaHMEM cyllecTByloleld Tabauubl maplwpytvsaumMmM oOAHOAAPECHOM
paccbiakK, 4Tobbl CO34aTh 3aMMCUM MApLIPYTU3aLMM MHOTOaAPECHON PacCbiIKM U YCTAaHOBUTb
AepeBo nepeagpecaumm MHOroagapecHol paccbiiku. PIM noggep»uBaet asa pexkuma: PIM —
NAOTHbIN peXxum (PIM-DM) n PIM — pa3spexeHHbli pexum (PIM-SM).
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6.22.1. PIM-DM KoHourypaumsa

PIM-DM (PIM Dense Mode) ncnonbsyet pexxmum Push gns nepegauym mHoroagpecHbIx
OAHHbIX U 0ObIYHO MPUMEHAETC K HEDO/bLUMM CETAM C OTHOCUTENIbHO NAOTHBIMW YaeHaMU
rpynnbl MHOTOaAPECHOW PACChINIKK.

OcHoBHble npuHUMnol PIM-DM cneaytowme:

PIM-DM npegnonaraet, Y4To B KaXK40M NoACeTM CETU CYLLEeCTBYET MO KpaitHelt mepe oauH
YsieH rpynnbl MHOTOAAPECHOM PACCbIIKM, NMOSTOMY AaHHble MHOTOaApPECcHOW paccbiku byayT
paccblnaTbcs Ha Bee y3/1bl B ceTu. 3atem PIM-DM yaansert BeTBb 6€3 nepecblIkM MHOroagpecHbIX
OAHHbIX, OCTaBNAA TO/MIbKO BETBb, COAEpPKallylo nonyyatena. 3TO ABJEHUE «3aTOMJeHUA-
OTCEeYEHMA» NPOUCXOAUT Nepuoamyeckn, U obpesaHHble BETKM TaKKe MOryT nepuoamyecku
BOCCTAHABAMBATLCA 4,0 COCTOAHUA NEPECHIIKN.

Korpa uyneH mHoroagpecHol rpynnbl MOABAAETCA Ha y3/1e, NoAsiexalwem yaaneHuio, PIM-
DM ucnonb3yeT mexaHuam Graft ona akTMBHOro BO306HOBAEHMA MEPECHIIKU MHOFOAAPECHbIX
AaHHbIX, 4TObbl COKPATUTL Bpems, Heobxoanmoe y3/1y A1A BO3BPaTa B COCTOAHUE NEPECHINKM.

KaK npaBuio, NyTb Nepecbl/IKM NakeTa AaHHbIX B NJOTHOM pexume npeacrasnset coboi
OEPeBO WCTOYHUKOB (AepeBO MepecbliKK, B KOTOPOM MCTOYHMK MHOTOaZpecHOW PacCbl/iKu
ABNAETCA «root», a YaeH rpynnbl MHOroaapecHoi paccbinkm — «leaf»). MNMockonbKy ncxoaHoe
[EepeBo UCMO/b3yeT KpaTyaliLWnii NyTb OT UCTOYHMKA MHOTOQAPECHOM PacCbIIKU K NOAYyYaTeNto,
OHO TaKXe Ha3blBaeTcA AepeBom KpaTyaiwero nytu (SPT).

6.22.2. Beb6 KoH}puUrypuposaHue

BknroueHue PIM-DM

LLenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [PIM-DM
configurationn] —> [Enable PIM-DM)], ans Bxoga Ha cTpaHuLy KoHourypaumm PIM-DM, Kak
NOKa3aHO Ha PUCYHKe HUXKe.

Enable PIM-DM

Vian1 v

e VianID
MapameTpsbl: co3gaH nHtTepoeic VLAN ypoBHa 3.
Mo ymonyaHuio: BiaH 1
e Enable PIM-DM
Onummn: BKIOYNTL/3aKPbITb
Mo ymonyaHuio : 3akpbITb
dyHKUMA: cneayeT M BKAKUNTL PyHKUMIO PIM-DM mnHTepdeica yposHa 3.
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6.22.3. PIM-SM koHdurypauusa

PIM-SM mncnonb3yeT pexKUM «BbITATMBAHUAY A4 YCTAHOBAEHUA AepeBa MHOroaApecHoi
NepecblIKN MeXay NPUeMHUKaMN AaHHbIX U NepesaTyMKkom B COOTBETCTBMM € TpeboBaHUAMM
nosnyyatenemn AaHHbIX.

Lepeso nepeagpecaumm PIM-SM yctaHasnmBaeTtca B gBa sTana: LLar 1. Co3gaHune gepesa
nepeagpecawmmu, cocTosLwero U3 gepesa Todek Bctpeun (RPT) n aepesa KpaTyanwmx Touek (SPT)
C ueHTpom B TouKe BcTpeun (RP). War 2: Mepekntountecb Ha SPT, ycTaHOBAEHHbIA mexAay
NPUEMHUKAMM JAHHbIX U NepesaTYNKOM.

[Jepeso nepecblikn PIM-SM yctaHaBamBaeTca ¢ LeHTpom RP. CTOYHMK MHOroagpecHom
paccblnku nepegaet gaHHble Ha RP no SPT, a RP nepecbinaeT gaHHble MHOroaApecHOM Paccblku
nony4vatenam no RPT.

RP — o04eHb BaKHbIi MapwpyTusatop B Aepese nepecbinkn PIM-SM. OH obbeanHsaeT
coobuweHna Prune/Join nonyyateneit, a TaKKe MHOroagpecHble JAaHHble WCTOYHUKA
MHOToapPeCcHOM PaCCbIKK.

RPT: yctaHaBnuBaeT AepeBO NepecbiikM mexay nonydatenamm u RP, koTopoe Takke
Ha3blBaeTcA AepeBom nepecbliku RPT.

MaplupyT13aTop HayanbHoOM 3arpy3ku (BSR) B ocHOBHOM pacnpocTpaHaeT nosunuuio RP u
COOTBETCTBYIOWY MHOOPMALMIO Ha MaplipyTM3atopbl B ceTu. KaHaupatel BSR (C-BSR) wu
KaHanaatel RP (C-PR) HacTpamBatoTcA ceTeBbIMM aAMUHUCTPATOPAMM, U MOXKHO HAaCTPOUTb OAUH
nnun Heckosibko C-BSR u C-PR. C-BSR c 6o/s1ee BbICOKMM NPUOPUTETOM, HaKOHEL, BblbMpaeTca B
KauecTtBe nog/imHHoro BSR.

MexaHu3m perucrpaumu:

BSR otnpasnser uHpopmauuio o mectononoxeHmm RP no Bcen cetn PIM-SM B
MHoroagpecHom pexume. CnenoBaTefibHO, WCTOMHWUK MHOFO3ApPEcHOM pPacCbiIKM  3HaeT
nonoxeHue RP. Korga MCTOUYHWMK MHOFOaApecHOM PacCbliKM MMeeT MHOroagpecHble AaHHble
ONA Nepecbl/IK1, OH WHKANCY/NPyeT AaHHble B PErucTpauyoHHbIA MaKeT W OTnpaBaseT ero
cooTeeTcTBytowemy RP B ogHoagpecHom pexxunme. RP aekancyanmpyetr MHoroaapecHble AaHHble
U3 perncTpaLMoHHOro NakeTa 1 HanpasasaeT UX NOJyvyaTeNnam.

MexaHn3M OCTaHOBKM perncTpauunmn:

Mpn nony4YeHUn pPerncTpPaLMoHHOro NakeTa OT UCTOYHMKA MHOIoaApPecHOM paccblikn RP
3HaeT IP-agpec nctoyHMKa mHoroagpecHoi paccbiniku. CnegosatensHo, RP otnpasnseTt naket
coeanHeHua (S,G) MCTOYHMKY MHOroagpecHoi paccbiikM S. Koraa nakeT nepecbinaerca Ha
Ha3HayeHHbIn mapwpytusaTop (DR) MCTOYHMKA MHOrOaApPecHO PacCbiNKM LWar 3a Larom,
3anucb (S,G) ycTaHaBnMBaEeTCA Ha BCEX 3Tanax. MapLIPyTM3aTopbl, Yepe3 KOTOpble MPOXOAUT
MaKeT, U yCTaHaBAMBaeTCA AepeBo nepecbisiki SPT oT RP K UCTOYHUKY MHOFOQ4peCcHOM pPaccbinKku
S. VICTOYHUK MHOroagpecHor paccbiiKM Ucnosb3yeT AepeBo nepecbikM SPT ana oTnpaBku
[AAHHbIX MHOTOaApPeCcHOM paccbiikn Ha RP.

Mpu NoAyYeHUU AaHHbIX MHOFOAZPECHOM PaCCbIIKM OT MCTOMHMKA MHOFOagpecHoi
paccblikn RP oTnpasaseT nakeT OCTaHOBKM PerncTpaLLMn MCTOYHMKY MHOFOApEeCHOM PacChl/iKu,
yTo6bl YBEAOMUTb WCTOYHMK MHOFOAZAPECHOM pPaCCbIIKM He WHKANCYy/IMpoBaTb AaHHble
MHOrOaApecHOM PaccbiIKM B MaKeTbl PerucTpaumm, a nepefasatb AaHHble MHOroaZpecHow
PaccbINKM HaNpAMYHo. ITOT NPOLLECC Ha3bIBAeTCA MEXaHU3MOM OCTaHOBKM perncrpaumu.

MepekntoueHune SPT:

Korga MCTOYHMK MHOrOaApecHOM PacCblKM HaxoauTtca Aaneko oT RP, Ho 6au3ko K
nosy4yaTtenam, ecanm WMCTOYHUMK MHOroafpecHOM paccbiikM Bce elwe wucnonbsyet RP gns
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nepecbl/IKK AaHHbIX, 3a4epXKKa nonyyatensa byaer yBenmyeHa. MexaHu3m nepekntodeHma SPT
AB/IAETCA peLleHnem 3Ton Nnpobaemol.

Korga DR npuemHuKa nony4vyaet gaHHble MHOTOaApecHOW PacCbiIKM, OH CYMUTAET, YTO
JaHHble nepecblialoTca No NyTM OT UCTOYHWMKA MHOFOaZpecHOlM paccbinkmM K DR, a 3atem K
nonyyatento. CneposaTenbHo, DR oTnpaBnser nakeT coeguHeHusa (S,G)  WUCTOYHMKY
MHOroagpecHol paccblikn S, 1 3anuchb (S,G) ycTaHaBAMBaETCA HA BCEX MapLIpyTM3aTopax, Yepes
KOTOpble NpoxoauT nakeT. Koraa naket coegnHeHusa (S,G) 4ocTMraeT UCTOMHWKA MHOTOaApecHoM
paccbIIKK S War 3a Warom, Mexay npuemMmHMKamu n DR UCTOYHWKA MHOroagpecHom paccbiiku
yCTaHaB/IMBAETCA AepeBo nepecbinku SPT.

Koraa nonyyatenb nonyyaeT MHoOroagpecHble AaHHble, nepecblaemble MO Aepesy
nepeagpecaumm SPT, oH oTnpasnseT nakeT Prune Ha RP, utobbl yBegomutb RP 0 Tom, 4TO
MHOroagpecHble AaHHble OblM NepeHanpaB/eHbl OT UCTOYHMKA MHOFOaApPEeCHOM PacChbiIKK K
nosnydyatento no gepesy nepeagpecaumm SPT n gepesBy nepecblikn RPT. He Tpebyertcs.
MapLlpyT13aTopbl, Yepe3 KOTopble NPOXOAUT NAKeT Prune, yAansatoT UCXOAALLMI UHTepdeNc,
COOTBETCTBYHOLWMNI 3anucK (S,G), n obHoBAAOT 3anuch (*,G).

MepekntoyeHne SPT He saBnsetca o6s3atenbHbiIM. TO eCTb  MHOroaapecHbli
MapLLPYTM3aTOP MOKET BblbpaTb, ncnosb3oBatb M SPT nan RPT ans nepecbiikv AaHHbIX.

6.22.4. Beb6 KoHpUrypmupoBaHue

BknroueHue PIM-SM

LenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [PIM-SM
configuration] —> [Enable PIM-SM], Kak NOKa3aHO Ha PUCYHKE HMXKe.

Enable PIM-SM
| Vlan1 v

| Close v

e VLANID
MapameTpsbl: co3gaH nHtepdeic VLAN yposHs 3.
Mo ymonyaHwuto: BnaH 1
Start PIM-SM
Onuuu: Enable / Disable
Mo ymonyaHutio: Disable
®dyHKumA: BkatounTb n dyHKLUMo PIM-SM nHTepdeica Layer-3.

HazHauume uHmepgpelic kak PIM-SM BSR border
LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [PIM-SM

configuration] —> [Set interface as PIM-SM BSR border], ans Bxoga Ha cTpaHuMLYy HAacTPOMKMK
rpaHumubl PIM-SM BSR, KaK NOKa3aHO Ha pPUCYHKe HuXKe.
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Set interface as PIM-SM BSR border

Configuration m

Vian1 No
e VLANID

Onuuu: cosgaH nHtepdeic VLAN ypoBHs 3.

Mo ymonyanuio: VLAN 1

®dyHKUMA: cneayeT M HacTpamBaTb MHTepdENC ypoBHA 3, NPUCOEANHUBLLMIACA K CETH
PIM-SM, B KauvecTBe rpaHuubl PIM-SM BSR.

YecmaHosume mapuwpymuzamop Kak KaHoudama BSR

LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [PIM-SM
configuration] —> [Set router as BSR candidate], Kak MoKa3aHO Ha PUCYHKE HUXKeE.

Set router as BSR candidate
Vian1 A

0
0
Configuration m

Vlan1 0 0

e VLANID
MapameTpsbl: co3gaH nHtTepoeic VLAN ypoBsHA 3.
Mo ymonyaHuio: BiaH 1
dyHKumA: HactpoiiTe IP-agpec nHtepdeica VLAN yposHa 3 B KauecTtse IP-aapeca C-BSR,
yTo6bI OTNPaBNATL coobuleHna BSR Bcem coceaam PIM nnHtepodeiica.
e hash mask length(0-32)
OnanasoH : 0~32
Mo ymonyaHwuto: 0
DYHKLUMA: HACTPOUTD OJINHY Xell-MacKu. JMHa X3LW-Macku — 3TO YMCo bbiBLlLIMX BUTOB
B X3LWI-MacKe, KoTopble OyayT mMcnonb3oBaTbCA B onepauum U ¢ mMHOroagpecHbim
aapecom.
e priority(0-255):
OnanasoH: 0~255
Mo ymonyaHuto: 0
DyYHKUMA: HACTPOUTbL NpUOpPUTET KaHangaTa BSR

Bce mHo20adpecHsie epyrnbl ¢ 00UHAKOB0U 0UHOU XaW-MacKu 8zaumodelicmayom ¢ 0OHUM U
mem xe RP. Hanpumep, ecau O0auHA Xew-macku ycmaHoeneHa pasHol 20, epynmsi
MH020a0pecHol paccoulaku ¢ 0OUHAKO8bIMU rpexcHuUmu 20 bumamu 8 ce8ouxX MHO20a0pPECHbIX
adpecax ucnone3yom o0uH u mom xe RP.
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bonbwee 3Ha4vyeHue npuopumema yKassieaem Ha 6osnee Hu3kuli npuopumem. C-BSR ¢
HausbICWUM npuopumemom aeaaemcsa aymeHmu4Hsim BSR. Ecau C-BSR umerom o0uHaKosebili
npuopumem, C-BSR ¢ Hausbicwum IP-adpecom asndaemca aymeHmu4vHsim BSR.

YcmaHosume mapwpymuszamop Kak kKaHouoama RP

LLlenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [PIM-SM
configuration] —> [Set router as RP candidate], Kak NoKa3aHO Ha PUCYHKe HUKe.

Set router as RP candidate
| Vian1 -

I 60]

Freso Q" CorigvaionJlOG!

e VLANID
MapameTpsbl: co3aaH nHtepdenc VLAN yposHa 3.
Mo ymonyaHuio: BiaH 1
dyHKUMA: HacTpouTb IP-agpec nHTepdeica VLAN yposHa 3 B KavecTse IP-agpeca C-RP.
3707 IP-agpec 6yaeT MCNoNb30BaTbCA A1A NOYyYEeHUA NAKETOB PErncTpaLmmn U NakeTos
Join/Prune, a TakKe ANA CO34aHUA AepPeBLEB NEPECHIIKM.

e Interval(1-16383 second)
OnanasoH: 1¢~16383c
Mo ymonyanutio: 60 cek.
®dyHKumA: NHTepBan, B TedyeHne Kotoporo C-BSR oTnpasnfeT nakeTbl yBeAOMIEHUN B
BSR.

6.23. O6wan KoHPUrypauma MHOroaApPecHo paccbiKu

6.23.1. BsepgeHue DR

HasHaueHHbIt maplupytmsatop (Designated Router - DR) ABnsieTcA eAWHCTBEHHbIM
nepeHanpaBuTesieM MHOroaApPecHbIX AaHHbIX B obuien cetn. DR gosikeH ObiTb BblbpaH
He3aBMCMMO OT TOro, MOAKMOYEH JIM OH K WCTOYHMKY MHOFOafpecHOM pPacCbiIKU WU
npuemHukam. B pexkume PIM-SM nakeTbl npuseTcTBnA mapupyTtusatopos PIM cpasBHuBatoTcA
Ana Bblbopa mapLpyTmsatopa PIM ¢ HauBbICLIMM NPUOPUTETOM B KadecTse DR.

DR Ha CTOpOHE UCTOYHWKA MHOFOAAPECHOM PacCblIKM B OCHOBHOM OTMPaBAAET MaKeThbl
perncTpaumm u AaHHble MHOroagpecHoM paccblikn, a DR Ha npuHUMatowei cropoHe
oTnpasAaAeT nakeTbl npucoeanHeHuna IGMP K RP.

6.23.2. Be6 KoH}UrypupoBaHue

YecmaHoska npuopumema DR
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LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [Multicast
common configuration] —> [Set DR priority], ans Bxoga Ha CTpaHuUy KoHdUrypaumm
npuoputeTa DR, Kak NOKa3aHO Ha pUCYHKe HuXKe.

Set DR priority
| Vlan3 v|

L |

Vlan1 5
Vlan2 10
Vlan3 1

e VLANID
Onuwms: co3gaH nHtepodeinc VLAN yposHsA 3.
Mo ymonyaHuto: BnaH 1
PyHKUMA: BbIbepUTe MHTEPdENC YPOBHSA 3 A1° HACTPOMKM.
e Priority (0-4294967294)
Onuma: 0-4294967294
Mo ymonyanuio: 1
PyHKLMA: HACTPOUTbL NPUOPUTET BbIBpaHHOrO MHTepdelica ypoBHsA 3.
e Default
Haxmute Default, yTOobbl BOCCTaHOBWUTL 3HAYeHWE KOHOUrypauMuM NpuopuTeTa Mo
yMOJIMaHuIo.
e DR priority
OTobparkeHne npuoputeta nHTepdeiica Layer-3.

KoHgpuzypuposaHue PIM Hello Query-Interval
LenkHyTb [Device Basic Configuration] - [Multicast protocol configuration] - [Multicast

common configuration] —> [PIM Hello Query-Interval configuration], gns Bxoaa Ha cTpaHuLy
KoHourypaumm PIM Hello Query-Interval, Kak NOKa3aHO Ha PUCYHKe HUKeE.

PIM Hello Query-Interval configuration

30 |

= 3 Em

e VLANID
Onuwms: co3gaH nHtepodenc VLAN ypoBsHsA 3.
Mo ymonyaHuto: Bnan 1

¢ Query-Interval(1-18724)
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Onuma: 1c~18724c
Mo ymonyaHuto: 30 ¢

®yHKumA: HacTpoiite MHTepBan gna uHTepdeica yposHA 3 Ans nepegaum naketos Hello,
4yTO6bI OOHAPYKUTL COCEAHNE MapLIpyTU3aTopbl PIM.

lMokas IP Mroute

LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Multicast
common configuration] —> [show ip mroute], Kak NOKa3aHO Ha PUCYHKe HUKE.

To nzobpaenie]

Name : Loopback, Index:2001 , State:9 localaddr:127.0.0.1 , remote: 127.0.0.1

Name:pimreg , Index:0 , State:cc33debl localaddr:127.0.0.2 , remote: 128.0.0.2

Name :¥1lanl , Index:2003 , State:13 localaddr:192.168.0.10 , remote: 192.168.0.10

Group origin Iif Wreng Oif:TTL

6.24. lMpoBepka u oThagKa

KomaHabl NPOBEPKN U OTNagKM B OCHOBHOM MUCNONAb3YHOTCA ANA

oTobparkeHus
KoHUrypaumum PIM KommyTaTtopa.

Show ip pim interface

LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [show ip pim interface], Kak NOKa3aHO Ha PUCYHKE HUXKeE.

Interface Vlanl : 192.168.0.10
owner is pimsm, Vif is 1, Hello Interval is 303, pim sm jp interval is 60s

Neighbor-Address Interface Uptime Expires

Show ip pim neighbor

LWenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [show ip pim neighbor], Kak NOKa3aHO Ha pPUCYHKe HUKeE.

Neighbor-Address Interface ifIndex Uptime Expires DR-state
152.168.2.5 Vlian30 2005 03:13:43 00:01:33 DR

Show ip pim bsr-router

LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [show ip pim bsr-router], Kak NOKa3aHO Ha PUCYHKe HUKeE.
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PFIMv2 Bootstrap information

This system is the Bootstrap Router (BSR)
B3R address: 192.168.0.10

Priority: 0, Hash mask length: 0O
Expires : 97

Next bootstrap message in 00:00:27

Show ip pim mroute sm

LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [Show ip pim mroute sm], Kak MOKa3aHO Ha PUCYHKE HUXKeE.
~ nformation Display

BIT Proto: DVMRP 0x2, PIM 0x&, PIMSM 0x10, PIMDM 0x20;
Flags: RPT Oxl, WC Ox2, S5PT Ox4, EXPANDED 0x40, RP
0x100;

EXTERNAL 0x200, NULL_IIF 0x2000, WRONGIF
0x80000000;
Downstream: IGMP Ox1, NBR 0Ox2, WC Ox4, RP 0x&, STATIC
0x107

PIMSM Group Table, incdes 3 routes 2:

(0.0.0.0, 225.10.10.10), RP: 192.168.0.10, protos: Ox8,
flags: 0x3, 20:10:35/HOLD FOREVER
Incoming interface : pimreg, RPF Nbr 0.0.0.0, pref O,
metric 0

Cutgoing interface list:
(Vlanl), protos: Oxl, UpTime: 20:10:35, Exp:/

(0.0.0.0, 239.255.255.250), RP: 192.168.0.10, protos:
0x8, flags: 0x3, 01:10:55/HOLD_FOREVER

Incoming interface : pimreqg, RPF Nbr 0.0.0.0, pref 0,
metric 0

Outgoing interface list:

(Vlanl), protes: 0xl, UpTime: 00:00:09, Exp:/

lMpocmomp IP-adpeca RP 04 epyrnnsl MHO20a0pecHOU paccelaKku

LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [Show ip pim rp], Kak NOKa3aHO Ha PUCYHKE HUKE.

show ip pim rp

WEE o |

LXE Rddress for this group is: 192.168.0.10

IP address
Onuwma: IP agpec mynbTUKacT rpynnbl

dyHKuMA: Beegute IP-agpec rpynnbl MHOFOAAPECHOM PaccbikM K HaxkmuTe [Apply],
oTobpasutca |IP-agpec RP ans 3Toit rpynnbl MHOroagpecHom paccbiiku. Ecau

MHOroagpecHas rpynna He cyliectsyeT, oTobpaykaeTca MHPopmMauma o TOM, YTO 3Ta
rpynna HegocCTynHa.

Show ip pim rp mapping
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LLlenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] = [Inspect
and debug] —> [Show ip pim rp mapping], Kak NOKa3aHO Ha PUCYHKE HUXKeE.

Group: 224.0.0.0, C-RP: 192.168.0.10, Timeout: 00:02:55

6.25. He3aperucrpuposaHHaa KoHdurypauua multicast action

HesaperncrtpmpoBaHHble MHOTOQ4PECHbIE MaKeTbl OTHOCATCA K MHOTOaApPEeCHbIM NakeTam
6e3 COOTBETCTBYIOLWMX 3anucerm O MepecblIke Ha KommyTatope. [lpu nonyyeHuu
He3aperncTpMpoBaHHONO MHOroaApPecHOro nakera KOMMyTaTop nepegaet naket B cetu VLAN
(BCe NMopTbl, KPOME BXOAHOrO). ITO 3aliMeT 6ObLUYIO MNONOCY NPONYCKAaHUA CETU, YTO NOBAUAET
Ha CKOPOCTb NepecbiiKU. B 3TOM c/iyyae MOXKeT 6biTb BKAKOYEHA QYHKUMA OTOpacbiBaHUSA
HEe3aperncTpMpoBaHHbIX MY/bTUKACTOBbIX MNaKeToB. Ecnn aTa ¢yHKUMA BKAOYEHa, nocne
Nnosly4eHus He3aperncTPUPOBaHHOrO MHOr0aAPECHOro NakeTa KOMMYTATOp OTHpackIBaET ero, a
He nepecblnaer.

6.25.1. Beb6 KoHpUrypupoBaHue

Hacmpolika He3apeaucmpuposaHHo20 MHO20a0pecHo20 delicmaus

LWenkHyTe [Device Basic Configuration] - [Multicast protocol configuration] -
[Unregistered multicast action configuration], Kak NoKa3aHO Ha PUCYHKE HUXKE.

Unregistered multicast action configuration
g | s

=3

e Unregistered multicast action
Onuuu: Forward / Discard
Mo ymonyaHuto: Forward
dyHKUMA: HacTpolika He3aperncTpMpoBaHHOIro MHOroaApPecHoro A4encTeums.

Hacmpoﬁme nopm MoHUmMopa MHOZOGOPECHOZO nomokKa, KakK NnokKasaHo Ha pucyHKe
HUX3e

Configure Multicast Stream Monitor Port
EZ v|

{ Enahle V‘
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e Multicast Stream Monitor Port
Onuwuu: Disable / Enable
Mo ymonyaHuto: Disable
®PYHKUMA: HACTPOUTb NOPT MOHUTOPA MHOrOa4PEcHOro NOToKa. ITOT NOPT MOHMTOpPA
nepeHanpasafeT  MNOTOKM  CAYKO6bl  MHOroagpecHolW  paccbinkM  (BKAKoYas
3aPEermcTpPUPOBaHHbIM NMoTOK CNyKObl MHOTroaapecHoM PaccbIIKK 7
He3aperncTpMpoBaHHbIA MOTOK CAYK6bl MHOroagpecHoi paccbiKK), MONYYEHHbIe
Apyrumu noptamu B Toi ke cetn VLAN. 3Ta PpyHKUMA B OCHOBHOM MCMNOb3yeTcsa ANA
MHOT0aApPecHOro MOHUTOPUHTA.

Koeda 0ns HesapeaucmpuposaHHoz20 Oelicmeus MHo20a0pecHOl pPaccuiAKU HACMPOEHO
omb6pacbisaHue, NOpmM MOHUMOPA MHO20a0PeCcHO20 MOMOKA HACMPOUMb HEsb3A.

Ecau nopm moHUMopa MHo20a0pecHOl pacceianKku 8ocmyreH, He3apeaucmpupo8aHHbIli oMok
MHO020a0pecHOl pacculaKu nepeHanpasaaemcsa MmosasKo Ha Nopm MOHUMOPa MHo20a0pecHol
paccolaku.

Ecnu nopm mMoHUMOPA MHO020a0pecHol paccelakKu HedocmyreH, He3ape2ucmpupo8aHHbIli
oMok MHo20a0pecHoli paccelnku nepeHanpasademca Ha ece nopmel 8 VLAN. lMopm moHuUmopa
MHO20a0pecHOl paccelnku He noddepxcusaem POMOKOaA MHO20a0pecHOlU pPaccobiaKu;
cnedosamesibHO, €20 Hesb3A HACMPOUMb KaK MHO20a0peCHbIl nopm-4seH.

6.26. KoHdurypauyus static multicast

Tabnnua MHoroagpecHblx agpecoB MOMeT ObiTb HAacTpoeHa CTaTUyYecku. B Tabauuy
MHoOroaapecHbix agpecos aobasnsetca 3anuce B Buae {VLAN ID, MAC-agpec mHoroagpecHoi
PacCbIJIKK, MOPT-Y4ACTHUK MHOTOaA4peCcHOM Paccbisikn}, 1 coobLieHne MHOTroaapPecHOM PacChi/IKK
6yaeT nepeHanpas/ieHO Ha COOTBETCTBYIOLLMIM MOPT-Y4aCTHMK B COOTBETCTBUM C 3aMUCHIO.

6.26.1. Beb6 KoHdUrypuposaHue

JlobasneHue static multicast 3anucu

LLenkHyTb [Device Basic Configuration] = [Multicast protocol configuration] - [Static
Multicast Configuration], ana Bxoga Ha cTpaHuUy KoHdUrypauum CcTaTUYECKoW
MHOrOaApecHO’ Paccbi/IK1, KaK MOKa3aHO Ha PUCYHKE HUKe.

Static Multicast Configuration

! \

01-01-01-01-01-01 |

#1112 F1s O
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e VLAN
Onumun: Bece cywecTayowme naeHtudmnrkatopnol VLAN.
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dyHKUMA: ycTaHOBUTL naeHTuduKaTop VLAN ans ctaTMyecko MHOroaZapecHom sanucu.
Tonbko nopTbl-dneHbl VLAN moryT nepecbiaiaTb 3TO MHOFoaapecHoe coobLyeHue.

e MAC Address
®opmat: HH-HH-HH-HH-HH-HH (H — wecTHaauaTepuyHoe uncno)
®PyHKUMA: HAcTpOMKa rpynnoBoro agpeca MHOroaapecHoin paccblikn. Mnagwwmin 6ut
cTaplero 6aiTa paseH 1.

e Port
®yHKLMA:  BblbepuUTe  MOPTbl-Y4eHbl  MHOroagpecHoro agpeca. Ecam  xocr,
MOAKMIOYEHHBIM K MOPTY, XO4YeT MNoAyyaTb OnpefeneHHble JAaHHble pynnbl
MHOrOaApecHO’ PaccblIKK1, CTaTUYECKN AobaBbTe 3TOT MNOPT B rPynny MHOroaapecHom
PacCbIZIKW U CTaHbTE CTAaTUYECKMM NOPTOM-YYaCTHUKOM.
Haxkmute KHonKy <Add>, 4To6bl A06aBUTL CTAaTMYECKYHD MHOrOaZpPecHyH 3arnuchb;
HaxkmuTe KHonKy <Delete>, 4TOGbl yAanuTb CTAaTMYECKYH 3anMCb MHOTOaApPecHow
PaccbIKK.

lMpocmomp static multicast 3anucu

2 03-01-01-01-01-01 1M1 14
1 01-01-01-01-01-01 111 12 173
1 01-00-00-00-00-01 11 142

6.27. LLDP

MpoTokon obHapy:KeHus KaHanbHoro ypoBHsa (Link Layer Discovery Protocol - LLDP)
npefocTaBAsfeT CTAaHAAPTHbIN MexaHU3M 0BHapYKeHMA KaHaNbHOTo ypoBHA. OH MHKancyampyeT
nHpopmauuio 0b yCTpoMCTBE, TaKyld KaK BO3MOMKHOCTU, aApec ynpassieHus, naeHtudukaTop
ycTponcTBa M uaeHTMdUKaTop uHTepdeica, B 6J0K AaHHbIX MNPOTOKONAA OOHapy»KeHus
KaHanbHoro yposHa (LLDPDU) 1 o6bsasnset LLDPDU cBoMm HenocpeACcTBEHHO NOAKAOYEHHbIM
cocegam. Monyums LLDPDU, cocegm coxpaHAT 3Ty MHPopmaumio B MIB ana 3anpoca u
NPOBEPKM COCTOAHUA KaHana NMS.

6.27.1. Beb6 KoH}pUrynposaHue

BknwouyeHue LLDP

LLenkHyTb [Device Basic Configuration] = [LLDP configuration] - [LLDP configuration]
ONA BXOAa Ha CTpaHULy KoHourypaumm LLDP, Kak NoKa3aHO Ha PUCYHKe HUXKe.

L e

e LLDP configuration
Onuwuu: Enable / Disable
Mo ymonyaHuio: Disable
®PyHKUMA: BkatoyeHue LLDP
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Bkatoyume gpyHKYUIo adpeca ynpasaeHus TLV MOXHO, KOK MOKA3aHO HA PUCYHKe HUXe.

e TLV Management Address

Onuuu: Enable / Disable

Mo ymonyaHuto: Disable

®yHKLMA: oTnpaBka IP-agpeca uHTepdeica (To ectb ocHoBHoro IP-agpeca nepsoro
uHtepderica VLAN, B KOTOPOM HaxoAMTCA 3TOT MOPT) Ha MOAKNOYEHHOE YCTPOWCTBO,
Korza ata GyHKLMA oTKAoYeHa. Ecnum IP-agpec He HacTpoeH ana uHtepdeliica VLAN, roe
Haxoautca 3ToT nopT, IP-agpec uHTepdeirica — 127.0.0.1. OtnpasbTe IP-agpec
uHTepdelica u Bce IP-agpeca, HaCTpOeHHble [ANA TeKyLero YCTPOMCTBA, Ha
NOAK/OYEHHOE YCTPOWMCTBO, KOraa 3Ta OyHKUMA BKAOYeHa. MOXHO OThpaBuTb
MaKcMmym 64 agpeca ynpasnenuma TLV.

Ko2da Ha snokanbHOM ycmpolicmee 6KA4eHa HyHKYUA ynpasneHua adpecom TLV u
ModKnoYaoueecs cocedHee ycmpolicmeo MoXem aHaAU3uposameo yHKyuwo TLV, oHo moxcem
MpasusnbHO oMobpaxams ece HacmpoeHHsble IP-adpeca A0KAAbHO20 KOMMymamopa.

lMpocmomp LLDP uHghopmayuu

LWenkHyTb [Device Basic Configuration] - [LLDP configuration] - [Show lldp] ana
oTobpaxeHua nHpopmaumnm LLDP, KaK NOKa3aHO Ha PUCYHKaX HUXKe.

Local Port : Port_3-2

Remote Port : Port_3/4

Remote IP :127.0.0.1
192.168.0.225

Remote MAC : 00:1E:CD:14:26:F0

Remote System Name ;. SICOM3028GFT

Remote System Description . SWITCH

Ha npeapiaywem pucyHKe NOKasaHo ycaoBue, Npu KoTopom IP-agpec He HacTpoeH AanA
nepsoro nHtepdelrica VLAN, rae Haxoautca nopt 3/4.

Local Port - Port_3-2
Remote Port Port_3-4
Remote IP © 192.168.1.225

192 168 .0.225
192 .168.2.225

Remote MAC : 00:1E:CD:14:26:F0
Renote System Name SICOM3028GPT
Remote System Description . SWITCH

Ha npegblaylwem pUCYHKE MOKa3aHO YC/I0BME, MpM KOTOPOM MepBMUHbIN IP-agpec
nepsoro nHtepdeliica VLAN, B KoTopom HaxoguTca nopt 3/4, paseH 192.168.1.225. Korga agpec
ynpasneHua TLV BKAtoueH, oTobparkaeman nHdopmauma LLDP BkntoyaeT B cebs noaKNOUYEHHbIN
NIOKaNbHbIA MOPT KOMMYTATOpa W YAaNeHHbI MNOPT cocefHero YCTpolcTea, |IP-agpec
uHTepdelica, Bce HacTpoeHHble IP-agpeca, MAC-agpec n cuctemHyto nHdpopmaLmio cocegHero
yCTpOMCTBa.
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Local Port : Port_3-2

Remote Port . Port_3-4

Remote IP :127.0.0.1

Remote MAC : 00:1E:CD:14:26:F0
Remote System Name . SICOM3028GPT
Remote System Description : SWITCH

Ha npeapiayliem puUcyHKe NoKasaHo yc/i0BMe, Npu KOTopom IP-agpec He HacTpoeH ans
nepsoro nHtepderica VLAN, rae Haxoautcs nopt 3/4.

Local Port . Port_3-2

Remote Port . Port_3-4

Remote IP - 192.168.1.225
Remote MAC : 00:1E:CD:14:26:F0
Remote System Name © SICOM3028GPT
Remote System Description . SWITCH

Ha npepgblgylwiem pUCYHKe NOKas3aHO YCnoBMe, MPW KOTOPOM nepBuYHbIA IP-aapec
nepsoro nHtepdeliica VLAN, B KoTopom HaxoguTca nopt 3/4, paseH 192.168.1.225. Koraa agpec
ynpasneHma TLV oTKaoueH, oTtobpaxkaemaa uHbopmauua LLDP Bkawouyaet B cebn
NOAKOYEHHDBI NOKANbHbBIMA NOPT KOMMYTATOPa M YAaNeHHbI NOPT coceaHero ycTpoicTaa, IP-
appec nHtepderica, MAC-agpec 1 cuctemHyto MHGOPMaLMIO cocegHero yCTpomncTaa.

lpednoceinkoli 0149 omobpaxeHua uHgpopmayuu LLDP sensemca mo, ymo ycmpolicmea ¢
nododepickoli LLDP nodknroyeHsl Opye K opyey.

6.28. RMON

OcHoOBaHHbIN Ha apxuTekType SNMP, yaaneHHbln MOHUTOPUHT ceTu (Remote Network
Monitoring - RMON) no3BonAeT ycTPoCTBam ynpaBaeHUs CETbIO OCYLLLECTBAATL YNPEXKAAOLUA
MOHWUTOPUHT U yrnpaBneHne ynpasasembimu ycTporicteamu. Cetb RMON 06bl4HO BK/OYaeT B
cebsa cTaHUMIO ynpaBieHMA ceTbto M areHTol. NMS ynpaBnseT areHTamu, a areHTbl MOryT
cobuMpaTb CTAaTUCTUKY MO Pas/MYHbIM TUNam Tpadumka Ha 3TMx noptax. RMON B OoCHOBHOM
obecneynBaeT CTaTUCTURY U GYHKLMK curHanmsaumm. C nomoLLbio GYHKLUKM CTaTUCTUKKN AreHTbl
MOTyT nepuoanyeckn cobupatb CTAaTUCTUKY MO Pa3MYHbIM TUMam TpaduKa Ha 3TUMX NopTax,
Hanpumep, KOAMYECTBO MAKETOB, MONYYEHHbIX M3 ONpeAeneHHOro CcermeHTa ceTu 3a
onpegeneHHbl nepuoa. PyHKUUA TPEBOMN 3aKN0MAETCA B TOM, YTO areHTbl MOTYT OTCNEXNBATb
3Ha4YeHUs yKasaHHbIX nepemeHHbix MIB. Koraa 3HaueHue gocTuraet nopora Tpesoru (Hanpumep,
KO/IMYECTBO MAKETOB AOCTUraeT YKa3aHHOro 3HA4YeHWA), areHT MOXeT aBTOMaTUYeCKu
3anucbiBaTb cobbITUA TpeBorM B KypHan RMON wuam oTnpasnsTb coobuieHne Trap Ha
ynpasnsatolLee yCTPOMCTBO.

6.28.1. Fpynnbl RMON

RMON (RFC2819) onpepenser Heckonbko rpynn RMON. YcTtpoiictBa cepuu
noaAep KMBatoOT rPynny CTaTUCTUKMK, TPYMNy UCTOPWUM, TPynny coBbITUM W rpynmny CUrHaioB
Tpesoru B obueaoctynHon MIB. Kaxkaaa rpynna noaaep»kusaet go 32 3anucei.
> Statistics group
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C NOMOLLbIO FPYRMbl CTAaTUCTUKM CUCTEMA COBUPaET CTaTUCTMKY Mo BCeM TMNam TpadumKa Ha
nopTax M coXxpaHAeT CTAaTUCTMKY B Tabanue cTatucTukm Ethernet gna ganbHelwero 3anpoca
YNPaBAAOLWMM YCTPOMCTBOM. CTaTUCTMKA BK/OYAET B ceba KOMYECTBO CETEBbIX KOMU3NNA,
naketoB ¢ owwnbkamm CRC, naKeToB MeHblWeEro wanm bHonblwero pasmepa,
LUMPOKOBELLATENbHBIX M MHOrOaZpPECHbIX MaKeToB, NOAYYeHHbIX GaNTOB M NOYYEHHbIX
nakeToB. ocse ycnewHoro co3faHusa 3anucu CTaTUCTMKM Ha yKasaHHOM MOpPTy rpynna
CTAaTUCTUKM NOACYMTBIBAET KOJIMYECTBO NAKETOB Ha NMOPTY, U CTAaTUCTUKA NpeacTaBaseT coboi
NMOCTOAHHO HaKan/JnBaemoe 3Ha4yeHue.

> History group
lpynna History Tpebyet, 4tobbl cMCTEeMa nepuoamyeckm oTbupana Bce BUAbl TpaduKa Ha
nopTax WU COXpaHANa 3Ha4yeHWA BbIOOPKKM B Tabauue 3anncert UCTOPUM ONA [ANIbHENLLErO
3anpoca YCTPOWMCTBOM ynpasfeHusa. [pynna WUCTOPUM NOACYMTLIBAET CTAaTUCTUYECKME
3HaYeHMA BCEX BUA0B AAHHbIX B UHTEPBasie BbIOOPKU.

» Event group
lpynna cobbiTMii ucnonb3yeTca ANA onpeneneHus WHOEKCoB CcobbITMM M MeToaoB
06paboTkn cobbitnit. CobbiTnA, onpeaesieHHble B rpynne cobbITU, MCNOAb3YHOTCA B
anemeHTe KoHourypaumm rpynnbl Tpesor. CobbiTMe 3anycKaeTcs, Korga KOHTpoaupyemoe
YCTPOWCTBO COOTBETCTBYET YC/0BUIO TpeBOrn. CobbITMA pPaccMaTPMBAOTCA CleaytoWwmmm
cnocobamu:
Log: peructpupyet cobbiTme 1 CBA3AHHYIO C HUM MHbOPMaLUIo B Tabanue *KypHana cobbITUiA.
Trap: otTnpasnaet coobueHme Trap B NMS 1 nudopmumpyet NMS o cobbiTmu.
Log-Trap: peructpupyet cobbiTne n otnpasnaset coobueHne Trap 8 NMS.
None: yKa3blBaeT Ha OTCYTCTBUE AENCTBUNA.

» Alarm group
YnpasneHue aBapuitHbiMu curHasiamm RMON moXKeT oTc/iexMBaTb YKa3aHHble MepeMeHHble
aBapWHbIX curHanos. Mlocne TOro, Kak 3anMcyM CUrHaNOB TPEBOIM OnpefesieHbl, cucTema
NONYYUT 3HAYEHMA KOHTPOJIMPYEMbBIX NEPEMEHHbIX CUFHAN0B TPEBOMU 33 ONpeseNneHHbIN
nepuoa. Koraa 3HauyeHMe nepemMeHHOM TpPeBOrn 60Jblle UKW PaBHO BEPXHEMY Npeaeny,
MHULUMUPYETCA HapacTatolee cobbiTve TpeBoru. Korga 3HaueHne TPEBOXKHOM NepPeMeHHOM
MeHbLUE WKW PaBHO HWXKHEMY npeaeny, 3amnycKaeTca nagatolee TPEBOXKHOe cobbiTue.
ABapwuiMHble curHanbl byayt obpabaTbiBaTbCsA B COOTBETCTBMM C ONpeaeneHnem cobbiTus.

Ecnu ebi6paHHOE 3HaYEeHUE nepemeHHOoU mpesoau rpeessiuiaem nopo20680e 3HAYEHUE HECKOTbKO
pa3 8 0OHOM U MOM Xe HAnMpasaeHuU, mo cobbimue mpesoau 3arycKaemcs mosibKo 8 rnepsbili
pas. Takum o6pa3om, nonepemMeHHo 2eHepuUpPyomMcs CU2HAsIbI NOBbILEHUS U CHUMEHUS.

6.28.2. Beb6 KoHdUrypuposaHue

LLlenkHyTb [Device Basic Configuration] - [RMON configuration] - [RMON Statistics] ann
BXOA4a Ha cTpaHuLy cTatTUcTMKM RMON, Kak NoKa3aHo Ha PUCYHKE HUXKe.

Set Statistics Information

Index [ Owner | DataSource |
1 a Ethemet1/1 +

Index
OnanasoH: 1765535
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PyHKuMA: HacTpolika Homepa 3anmMcy CTaTUCTUKN.
e Ower
OnanasoH: 1732 cumsona
dyHKUMA: HacTpolika UMEHM 3anunCcK CTaTUCTUKMU.
e DataSource
DyHKUMA: BbibepuTe NOPT, CTaTUCTUKA KOTOPOTo A0NKHA bbITb cObpaHa.

LLenkHyTb [Device Basic Configuration] - [RMON configuration] - [RMON History] ans
BXo4a Ha cTpaHmuy RMON History, Kak NOKa3aHO Ha PUCYHKE HUXKe.

Set History Control
2
|Ethemet1/1 v

|
|
b |
|
|

10
20

e Index

OnanasoH: 1765535

PyHKUMA: HacTpolika Homepa 3anucu NCTopUK.
e DataSource

dyHKuMA: BbibepuTe NopT, MHGOPMaLMA KOTOPOro A0/XKHA ObITb 3aNpoLleHa.
e Owner

OunanasoH: 1~32 cumBona

®PyHKUMA: HacTpoiKka UMeHM 3anncu UCTOPUMN.
e Sampling Number

OnanasoH: 1~65535

DyHKLUMA: HACTPOUTL Bpems BbIBOPKM nopTa.
e Sampling Space

dnanasoH: 1~3600 c

®dyHKuMA: HacTpoiKa neproaa BbI6OpKM nopTa.

LLenkHyTb [Device Basic Configuration] > [RMON configuration] - [RMON Event] gns
BXxoAa Ha cTpaHmuy RMON Event, Kak NOKa3aHO Ha PUCYHKe HUMKe.

Set RMON Event
3 |

E |

| LogandTrap V|

Ialarm |

|public |

Index

dnana3soH: 1~65535

PyHKUMA: HacTpolika nopsaAKOBOro Homepa 3anmcu cobbITUA.
Owner
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OunanaszoH: 1~30 cumBonos
®PyHKUMA: HacTpoKka MeHU 3anuncu cobbiTus.
e Event Type
BapuaHTtbl: NONE / LOG / Snmp-Trap/ Log and Trap
Mo ymonuanumio: NONE
PyHKUMA: HacTpouTb TMN cobbITUA A5 aBapPUIAHBIX CUTHANOB, TO eCTb PeXUM 06paboTKn
ABAPUIMHbBIX CUFHANOB.
e Event Description
Anana3oH: 17126 cumBonoB
®PyHKUMA: OnuwnTe cobbiTUE.
e Event Community
OnanasoH: 17126 cumBosoB
@DYHKUMA: HACTPOUTL MMA coobLiecTBa A/1A OTMPABKM COOLITUS NOBYLWKKU. 3HAYeHUe
[O/IKHO BbITb TAaKUM Ke, Kak B SNMP.

LLlenkHyTb [Device Basic Configuration] - [RMON configuration] - [RMON Alarm] ans
BXx0Z4a Ha cTpaHuuy RMON Alarm, Kak NoKasaHO Ha PUCYHKE HUXKe.
Set RMON Alarm

4 |
1213 Counter v
‘ ifinOctets VI
nDropEvents
d |
Ethemnet1/1 v
‘Absolute V|
lRisingAIarm v]
20 |
100 |
20 |
3 |
3 |

Index

OnanasoH: 1765535

PyHKUMA: HacTpolika Homepa 3anucu Tpesoru.

Counter Type

Onuuu: Cuetumnk 1213/ Cyetunk RMON

PyHKUMA: BoibepuTe TMN y3na MIB.

1213 Counter/RMON Counter

DyHKuMA: YctaHoBuTe Tmn Tpesor RMON.

Owner

OnanasoH: 1731 cumBon

PyHKUMA: HacTpolika UMeHM 3anncu TpeBoru.

1213 DataSource

PyHKUMA: BoibepuTe NopT, MHGOPMALMA O KOTOPOM L0NKHA OTC/IEXKMBATLCA.
RMON DataSource

MapameTpbl: NaoeHTUPUKATOp MHAOEKCA 3anucu CTaTUCTUKM B Tabauue CTaTUCTUKM
RMON.
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PyYHKUMA: KOHTPOANPOBATb MHPOPMaLMIO O NopTe B Tabanue ctatuctukn RMON.
e Sampling Type
Onuuun: A6contot/Oenbta
Mo ymonyaHuto: AGCONOTHbIN
®dyHKuMa: Absolute ykasbiBaeT Ha BbIOOPKY Ha OCHOBe abCO/IIOTHOTO 3HAyYeHus.
3HayeHWe nepeMeHHOM U3BAEKAETCA HANPAMYHO, KOrga NpUbAnXKaeTca KoHel, nepnoaa
BblIOOPKN. [enbTa yKasbliBaeT BblOOPKY Ha OCHOBE W3MEHEHMA 3HayeHWs. 3HayeHue
M3MEHEHUA NepemeHHOl B nepuose BblOOPKM M3BAEKaeTcA, Korga npubnukaercs
KOHeL, nepuosa.
e Alarm Type
Onumu: RisingAlarm / FallingAlarm / RisOrFallAlarm
Mo ymonyaHuto: RisingAlarm
®yHKLMA: BbibepuTe TMN TPEBOIM, BKAOYAA TPEBOTY NO HapacTalowemMy GpoHTy, Tpesory
no 3agHeMy GPOHTY, a TaK}Ke TPEBOTY NO HapacTalowemy U 3agHemy GpPOoHTY.
e Sampling Space
Onana3soH: 1765535
®yHKLMA: HacTpolika nepnosga BbIGOpKMU.
e Rising Threshold
AnanasoH: 065535
®dyHKumMA: HacTpolika nopora HapacTaHuAa ¢poHTa. Korga 3HayeHwe BbIGOPKM
NpeBbILLAeT NOPOroBoe 3Ha4YeHWe, a TMN CUTHaNa TPEeBOrM ycTaHoBAeH Ha RisingAlarm
nnn RisOrFallAlarm, reHepupyeTca CUrHan TPeBOrM M 3anycKaeTca MHAEKC cobbituA
HapacTaHus.
e Falling Threshold
OnanasoH: 065535
®dyHKuMA: HacTpoika nopora 3agHero ¢poHTa. Korgaa 3HavyeHWe BbIOOPKU HUXKe
NMOPOroBOro 3HayeHuA, a TUM CUrHAfa TPEBOrM ycTaHoBAeH Ha FallingAlarm wau
RisOrFallAlarm, reHepupyeTcs CMrHan TPEBOIM 1 3aMnycKaeTcs MHAEKC COObITUA NageHus.
e Rising Eventindex
OnanasoH: 065535
®dyHKuMA: HacTponTe MHAEKC HapacTatowero cobbiTua, T. . pexXnum obpaboTkM cMrHanos
TpeBOru HapacTatoulero GppoHTa.
e Falling Eventindex
OnanasoH: 065535
®dyHKumA: CKoHOUTYpUpPYHTE MHAEKC Majalroliero cobbitus, T. €. permm ob6paboTku
aBapuIiHbIX CUTHaN0B 3aaHero GpoHTa.

6.29. VRRP

MpoToKon pe3epBMpPOBaHUA  BUPTYyanbHbIX  Mmaplipytusatopos (Virtual Router
Redundancy Protocol - VRRP) pobaBnsieT HECKONbKO MapLupyTM3aToOpOB, KOTOpble MOryT
OeNCcTBOBaTb KAk ceTesble wWwito3bl, B rpynny VRRP, KoTopas o6pasyeT BUPTYyasibHbI
MapLupyTM3aTop. MapuwpyTtm3satopsl B rpynne VRRP BbI6BUpatoT rnaBHOro ¢ NoOMOLLb0 MeXaHU3Ma
Bblbopa VRRP, a ApyrMe mapLupyTvM3aTopbl B rpynne CTaHOBATCA pe3epBHbiMU. Koraa mactep
BbIXOAUT U3 CTPOA, pe3epBHble KOMUK BbiBMpPalOT HOBOrO MacTepa, KOTopbii bepeT Ha cebs
OTBETCTBEHHOCTb BblLIEALIEro U3 CTPOA MacTepa. 9To obecneunsaeT becnepeboiHyto nepegady
OaHHbIX 6e3 n3meHeHna KoHdUrypaumu.
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Virtual IP address:
10.1.1.1

Device A
Master
10.1.1.2 ST

Host A

Device B

?

Host B

. -

Host C

Device C
Backup
2

KaK noKasaHo Ha puCyHKe Bbllle, YCTPOMCTBO A, ycTpoicTeo B 1 yctpoictso C 06pasytoT
BMPTYa/ibHbIM MappyTmsaTop ¢ IP-agpecom. XocTbl MOryT B3aMMOAENCTBOBATb C BHELWHUMU
CeTAMM Yepes BUPTYabHbIM MapLLPYTM3aTOP TOSIbKO B TOM C/lydae, ecau IP-aapec BupTyanbHoro
MapLIpyTM3aTOpa HACTPOEH KaK CAeAyloWnii nepexos mapLlipyta no yMOAYaHWUIO Ha XOCTax.
BMpTyanbHbIA MapLIpyTU3aTOpP COCTOMT W3 OAHOFO [/N1aBHOTO W HECKONbKUX Pe3epBHbIX
KoMmyTaTopoB. Mactep pgelctByeT Kak wWwnto3. B cnyvae cboa oguH M3 pe3epBHbIX
MapLipyTM3aTOPOB BO3bMeT Ha ceba OTBETCTBEHHOCTb BblWEAWEro M3 CTPOA [/1aBHOMO
MapLLpyTM3aTopa 1 byaeT BbICTynaTb B KayecTse L/to3a.

IP-adpec supmyasabHO20 Mapuwipymu3samopa moxem 6bime nubo Heucrnosnsdyemosim IP-adpecom
8 ceameHme, 20e Haxooumcs epynna VRRP, aubo IP-adpecom uHmepgpelica mapwpymuzamopa
e epynrne VRRP.

Mapwpymuzamop, IP-adpec uHmepgelica Komopozo cosnadaem ¢ a0pecom 8uUpmMyasnbHO20
mapwpymusamopa, feasemca esnadensyem IP-adpeca.

Kaxcdas epynna VRRP codepxcum mosbko 00Ho20 8aadesnbya IP-adpeca.

6.29.1. Bbibop mactepa

Bbibop mactepa VRRP npouncxoaut:

1. Mapuwpytnsatop ¢ Hausbiclwum npuoputetom B rpynne VRRP BbibupaeTca Beaylimm.
MacTtep nepuoguuyeckm otnpasnfeTr obbasneHma VRRP, utobbl MHboOpmMUpoBaTbL Apyrue
mapLupyTmsaTopsl B rpynne VRRP o Tom, 4To OH paboTaeT npaBu/bHO.

Mpuopumem VRRP Haxodumcs 6 ouanasoHe om 0 0o 255. Yem 6onblwie 4ucno, mem ebilie
npuopumem. lpuopumemsl om 1 8o 254 Hacmpausaromcs. lNpuopumem 0 3ape3epsuposaH
0417 crneyuanbHO20 UCMOb308AHUA, a Npuopumem 255 — 0na enadenvuya IP-adpeca.

2. PesepBHble maplpyTM3aTOpPbl NOAYYAOT NPUOPUTETLI APYrMX MapLUPYTM3aTOPOB B rpynne
nytem obmeHa naketamu VRRP.

» Ecau npuoputer mactepa B 06bABAEHWUM Bbllle ero co6CTBEHHOro MpuopuTeTa,
MapLLPYTMU3aTOP OCTAETCA Pe3epPBHbIM.

» Ecau npuopuTeT Beaylwero B 06bABNAEHUN HUKE, YEM COBCTBEHHbIN NMpUoOpUTET
MapLupyTM3aTopa, MaplpyTm3atop bOepeT Ha ceba Beayllee YCTPOWCTBO B
BbITECHAIOLLEM PEXUME N OCTAeTCA pe3ePBHbIM B HEBbITECHAIOLLEM PEXKUME.

» Ecanm B TeyeHue onpefeneHHoro nepuoga BspemeHun obbasneHna VRRP He
NOCTYNaloT, MapLIPYyTU3ATOP CYMTAET, YTO MacTep BbIXOAUT U3 CTPOA, U OTNpasasaeT
06bABneHus VRRP, yTobbl HauaTb HOBbINM BbIGOP MacTepa.



CT=3

PyKoBoACTBO Nonb3oBatens

HesbimecHaowuli pexcum: Koeda mapwpymusamop e epynne VRRP cmaHosumcs eedyu,um, oH
ocmaemcsa sedyuwjum 00 mex nop, noka pabomaem HOPMAAbHO, 0axe ecau pe3epeHoOMy
mapwpymusamopy no3xce bydem npuceoeH 6osee 8bicOKuli npuopumem. Ynpexcoarouwjuli
pPeXuUM: Ko20a pe3epsHas Kornusa obHapyxusaem, 4mo ee rnpuopumem ebiule, Yem y gedywiel,
pesepsHas kKonus omnpassasem obvasneHus VRRP, umobsl Hayame Ho8bil 8b160p 8edyuje2o 8
epynne VRRP.

6.29.2. MOHUTOPUHI YKa3aHHOro uHTepdeiica

Ecnun nHtepdeiic Bocxogaiein IMHUK CBS3M MapLupyTu3aTopa B rpynne VRRP BbixoauTt us
cTpos, obbiyHO rpynna VRRP He moxeT 3HaTb 06 0TKase MHTepdeica BOCXoAALEen TMHUM CBA3M.
Ecnm maplpyTm3aTop ABAAETCA BEAYLLMM, y3/bl B NOKAJIbHOM CETM HE MOTYT NOYYNTb AOCTYN K
BHEWHUM ceTaAM. 3Ty npobaemy MONKHO PeLWnTb, OTCAEKMBAA YKasaHHbIM MHTepdeic
BOCXOAALLEN NMHUKM cBA3K. B cnyyae cbosa Bocxoasalero uHtepdelica NpMopuTeT BeayLLEro
YCTPOWCTBA aBTOMATMUYECKM CHUMKAETCA Ha YKa3aHHOe 3HayeHue, U Maplupytusatop ¢ bonee
BbICOKMM npuoputeTom B rpynne VRRP cTaHOBUTCA BeAyLWMM.

6.29.3. Beb6 KoHdUrypuposaHue

Co3zdaHue / ydaneHue VRRP apynnsi

LlenkHyTb [Device Basic Configuration] - [VRRP Configuration] = [Create/Remove
VRRPs] ana Bxoda Ha cTpaHuuy KoHourypauum VRRP group, Kak NOKasaHO Ha PUCYHKe
HUXKe.

Create/Remove VRRP
E

Create Remowve

e Virtual Router Identifier
AnanasoHn: 1~255
®dyHKUMA: YcTaHoBUTE naeHTuduKaTop rpynnbl VRRP.
MpumeyaHune. KommyTaTopbl 3ToM cepun noagep:kusatoT He 6onee 10 rpynn VRRP.

YcmaHoska IP-adpeca supmyasnibHO20 mapuwipymu3amopa.

LLenkHyTb [Device Basic Configuration] = [VRRP Configuration] = [VRRP Initialization]
ONA BXOAa Ha CTpaHuLy MHuumnanmsaumm VRRP, Kak NOKa3aHO Ha PUCYHKe HUMKe.

Set Virtual IP
E v/
\192.153. 0.3 |
‘ Backup v‘
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Set Virtual IP

dopmat: A.B.C.D.

DyHKUMA: YcTaHoBUTE IP-aapec BUPTyaaAbHOrO MapLipyTusaTtopa.

MpumeyaHue. IP-aapec BUPTYanbHOro MapLUpyTM3aTopa AO/MKEH HAXOAUTLCSA B TOM XKe
cermeHTe cetu, Yto u IP-agpec nHtepdeica.

Set virtual router type

BapuaHTbl: OcHOBHOW/Pe3epBHbiii

OnucaHue: Master yKasblBaeT, YTO TeKyllee YCTPOWCTBO sBAAeTcA BAagenbuem IP-
ajpeca BUPTyaNbHOIro MapLipyTm3aTopa. Backup ykasbiBaeT, UTo TeKyLLEE YCTPONCTBO He
ABnAeTcA Bnagenbuem IP-agpeca BUpTyabHOro MapLipyTmsaTopa.

Hacmpolime uimepdgbelic yposHs 3 015 VRRP, KaK NOKA3AHO HA pUCYHKe HUM(e.

Set L3 interface for VRRP
[ ]

|v1an1 v|

PyHKLUMA: HAaCcTPOUTb UHTepdelic ypoBHA 3 AnA yKasaHHoM rpynnbl VRRP.

Hacmpolime pexcum pabomel epynnsl VRRP.

LLlenkHyTb [Device Basic Configuration] - [VRRP Configuration] - [Set preempt mode]

AN19 BXOAA Ha CTPaHULYy KoHdurypaumm paboyero pexunma VRRP, Kak MOKa3aHO Ha pUCYHKe
HUKe.

Set preempt mode

]

254

true

I

Set router priority

OnanasoH: 1~254

Mo ymonyaHuio: 100 (ans Bnagensues He-IP-agpecos)

DyHKUMA: YCTAHOBUTb NPUOPUTET MapLupyTusaTtopa B rpynne VRRP.

Set preempt mode

BapuaHTbl: Nnpasaa/noxb

Mo ymonyaHuio: npasaa

PyHKUMA: YCTaHOBUTE pexXum paboTbl BUPTYabHOrO MapLLpyTM3aTopa.

OnucaHue: True yKa3blBaeT Ha BbITeCHALOWMA pexunm, a false ykasbiBaeT Ha
HEBbITECHAIOLWMIA PEXKUM.

YemaHoska uHmepsan ornogeuw,eHus.
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LLlenkHyTb [Device Basic Configuration] - [VRRP Configuration] - [Set advertisement
interval, monitor interface and connectivity check] gns Bxoga Ha cTpaHuuUy KOHOUrypaumm,
KaK MOKa3aHO Ha PUCYHKE HUKe.

Set advertisement interval

=

e Set advertisement interval
OunanasoH: 1~50 (eauHuua nsmeperHua: 200 mc)
Mo ymonyanumio: 5x200 mc
PyHKUMA: YCTAaHOBUTE WHTEPBaN, Yepe3 KOTOPbIM TNaBHbIM MaplpytusaTop byaer
oTnpaBnaTb o6basneHma VRRP.

Hacmpoliime koHmponaupyemoili uHmepdgelic, KK MOKA3aHO HA PUCYHKE HUME.

Set monitor interface

[ 4

‘Vlant v

B0 |
Default

e Monitor Interface
dyHKumMA: BbIbepute nHTepdeic VLAN ana MOHUTOPUHTA.
e Priority decrement
Onanason: 17253
PyHKUMA: YCTaHOBUTE 3HaYEHME YMEHbLLEHUA NpUopuTeTa.

YemaHosume rnposepkKy I'lOdKfHO"IEHUﬂ, KAOK MNOKA3aHO HA PUCYHKe HUxX3ce.

Set connectivity check
[ v

[192.168.0.10
2
3

e Destination IP address
dopmart: A.B.C.D.
PyHKUMA: BOCXOOALWMIM  KaHan MOMHO KOHTPO/AMpOBaTb, YycTaHoBuB |IP-agpec
Ha3HayeHuA. Korga nponcxoauT cboi BocxoaALLe IMHUM CBA3M U XOCT B JIOKA/IbHOM
CETU He MOXKET MONYYUTb AOCTYN K BHELIHEN CeTU Yyepes MaplupyTu3aTop, yBeaoMuUTe
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VRRP 0 CcHMXeHUn npuopuTeTa MapLipyTM3aTtopa A0 YKA3aHHOro 3HayeHwuA.
CnepoBaTenbHO, MPUOPUTET APYIMX MAPLLIPYTU3ATOPOB B PE3EPBHON rpynmne Bbille, Yem
NPUOPUTET 3TOrO MapLUPYTM3aTOPa, U OH CTAHOBUTCA FIABHbIM MApLUPYTU3aTOPOM,
rapaHTUpya, 4YTO CBA3b MEXAY XOCTOM W BHELWHEN CeTblo B JIOKaJNbHOW CeTu He
npepoiBaetcsa. locne BOCCTAHOBAEHMA BOCXogAwero KaHana ysegomuTte VRRP o
npuopuTeTe BOCCTaHOBAEHNA MapLLPyTU3aTOPa.

e Continuous lost count for switch
[unana3soH: 2-100 (c)
®YHKLMA: HACTPOUTb BPEMS HEMPEPLIBHOTO NPepbIBaHWUA Mepes NepeKkNtoUYeHneMm.
CyeTymK HenpepbIBHOIO NPUEMA A1 BOCCTAHOB/EHUS
OwnanasoH: 2-100 (c)
®YHKLMA: AMana3oH BpeEMEHM BOCCTAHOB/IEHUS BOCXOASALLErO KaHana.
®yHKumA: BbibepuTe nHTepdelic VLAN gna MOHUTOPUHTA.

Bnadeney IP-adpeca supmyanbHO20 Mapwipymu3amopa He Moxem b6bimb HACMPoeH 8
Kayecmee omcaexcusaemozo uHmepgelica. lpuopumem 21a8H020 Mapwpymu3amopa nocse
yMeHblUeHUA A0sxeH Bbimb MeHblUe, YeM y pe3epeHo20 Mapuipymu3amopa.

YcmaHosume napamempsl aymeHmuguKkauyuu VRRP

LLenkHyTb [Device Basic Configuration] = [VRRP Configuration] - [VRRP Authentication]
ONA BXO4a Ha CTpaHuuy KoHourypaumm ayteHTMduKaumm VRRP, Kak NOKa3aHO Ha pUCYHKe
HUXKe.

Authentication text mode
| Vlanl v ‘

Authentication string
| Vlanl v/

| aaaa |

e Authentication text mode
PyHKUMA:  BKAOYUTL  WHTepdeic, Tpebywowmin  NpocTon  ayTeHTUPUKaLUK.
MapuwpyTtmzaTtop, oTnpasaswowmii  naketr VRRP, pobaBnser B nakeTr Kiawod
ayTeHTUGUKaumn.  MapwpyTmsaTop, MNONYYMBLUMIA  MaKeT, CPaBHWMBAET  K/tou
ayTeEHTUPUKALMM B NAKETE C JIOKaNbHbIM KAOYOM ayTeHTMdMKauuun. Ecam aBa Kntoua
ayTeHTUPUKALUMM MAEHTUYHBI, MAKET CYNTAETCA 3aKOHHbIM U UCTUHHbLIM. B NpoTMBHOM
CNlyyae NaKeT ABNAETCA HENETUTUMHBIM.

e Authentication string
OnanasoH: 1~8 cumsonoB
®YHKLMA: HACTPOUTb CTPOKY ayTEHTUDMKaLUM.

BkntoyeHue epynnsl VRRP.
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LLenkHyTb [Device Basic Configuration] - [VRRP Configuration] = [VRRP Initialization]
ANA BXo4a Ha cTpaHuuy KoHourypaumm VRRP initialization, Kak noka3aHo Ha pUCYHKe HUMKe.

Enable/Disable VRRP
E v

| Enable vl

®PyHKUMA: BkatounTe dyHKumto rpynnel VRRP.

VRRP uHpopmayus.

LWLenkHyTb [Device Basic Configuration] - [VRRP Configuration] - [VRRP information]
ONA BXo4a Ha cTpaHuuy KoHourypaumm VRRP information, Kak NnoKa3aHo Ha pUCYHKE HUXKE.

8.0.10 (Not IP owner)

is 254, Current priority is 254
rtisement interval is 42200 ms

mpt mode is TRUE

Monitor interface Vlanl, Priority decrement 30, Status UP
rId <2>

Initialize

2 rtisement interval is unset
Preempt mode is TRUE

6.30. SNTP kKoHdurypauyusa

Mpoctolii npoTtokon ceTtesoro BpemeHu (Simple Network Time Protocol - SNTP)
CUHXPOHU3UPYET BPEMA MENKAY CEPBEPOM U KAMEHTOM C MOMOLLbIO 3aMpocoB U OoTBeTOB. Kak
KAMEHT KOMMYTATOP CUHXPOHM3UPYET BPEMSA C CEPBEPOM MO MakeTam cepsepa. s oaHoro
KOMMYTaTOpa MOXHO HacTPOUTb HECKONbKO cepBepoB SNTP, HO TONIbKO OAMH M3 HUX MOMKET
6bITb aKTUBEH oaHOBpemeHHO. KaneHT SNTP oTnpaBaseT 3anpoc Ha KaxKAabli cepBep OAMH 33
APYTMM Yepe3 oaHOaLPEeCcHY0 paccbliky. CepBep, KOTOPbIM NepBbIM AAeT OTBET, HAXOAUTCA B
aKTUBHOM COCTOAAHMW. OCTanbHble cepBepbl HAXOAATCA B HEAKTUBHOM COCTOAHUM.

Lns cuHxpoHusayuu spemeHu no SNTP donxceH 6bimob akmueHsili SNTP-cepesep.
Bcs uHgpopmayus o spemMeHu, nepedasaemas 8 npomokosae SNTP, asasemca cmaHOapmHol
UHgopmayueti o pemeHu 014 Yyacogoeo nosca 0.

6.30.1. Beb KoHdUrypaumsa

BknroueHue SNTP npomokKona
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LLenkHyTb [Device Basic Configuration] - [SNTP configuration] - [SNTP server
configuration] ana sxoma Ha cTpaHuuy KoHdurypauum SNTP, Kak nMoka3aHO Ha pUCYHKe
HUXe.

SNTP State configuration

e SNTP State
MapameTpsbl: Enable / Disable
Mo ymonyaHuto: Disable
DYHKUMA: BKAOUYNTL / OTKMOUUTL SNTP

lpomokonesl SNTP u NTP Asnaromca e83aumouckarovdarowumu. [lockoneky NTP u SNTP
ucnons3ytom o0uH U mom xce Homep nopma UDP, ux Hesb3A ucrnons308ams 00HO8PEMEHHO.

lpocmomp uHgopmayuu o KoHgpuaypauuu SNTP.

LLlenkHyTb [Device Basic Configuration] - [SNTP configuration] = [SNTP information] gns
BX0O4a Ha CTpaHuLy KoHourypaumm SNTP, Kak NOKa3aHO Ha PUCYHKE HUMKeE.

server address | version | last receive
192 .168.0.23
192.168.0.32 2 Not active

6.31. NTP KoHdurypauua

Mpotokon ceteBoro BpemeHn (Network Time Protocol - NTP) cuHXpoHU3MpyeT Bpems
meXay pacnpeaeneHHbIMU cepBepamu U KaneHTamu. NTP CMHXPOHU3UPYET Yackl BCeX ceTeBblX
ycTpoiicte, obecneumBas COrnacoBaHHOCTb BPEMEHU MeEXKAY BCEMM YCTPOMCTBAMWU. ITO
No3BOAIAET YCTPOMCTBAM MNPEeAOCTaBAATb HECKOJIbKO MPU/IOKEHUI B OAHO U TO Xe Bpems.
JNlokanbHaa cuctema ¢ noagepkot NTP MoXKeT He TO/IbKO CMHXPOHWU3NMPOBATb CBOM 4Yachl C
OPYrMMU UCTOYHNUKAMM YaCoB, HO U CNIY*KUTb UCTOMHUKOM YacoB A/15 APYIUX YCTPOMUCTB.

KaK NOKa3aHo Ha pUCYHKeE HUKe, A,BYCTOPOHHASA 3a4epiKKa «(T4-T1)-(T3-T2)» U cmelLeHme
yacos «((T2-T1) + (T3-T4))/2» moryT 6bITb paccumTaHbl Ha ocHoBe obmeH NTP-naketamu,
6narofapa Yemy A0CTUraeTCcA BbICOKOTOUYHAA CUHXPOHM3ALLMA YaCoB MeXAY YCTPOMUCTBaMMU.
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Switch A Switch B

Tl

— |,
- /

6.31.1. PexXumbl pa6otbl NTP

NTP moxeT MCnosib30BaTb cieayowme paboume pexnumbl A8 CUHXPOHU3aL MU BPEMEHW.
Mpyn HeobXx0ANMMOCTHM Bbl MOKETe BblOPATb COOTBETCTBYIOLLNM pexum paboThbl.
Client/Server mode: B 3TOM perKMMe KNMEHT OTMNPaBAAET NaKeTbl CUHXPOHU3aLMKN YaCcoB (pexnm
KAneHTa) Ha cepsep. Mocne NoayvyeHUs NAKETOB CepBep aBTOMATMYECKM paboTaeT B pexmme
cepBepa WM OTNpaBAAeT OTBETHble MakeTbl (pexum cepsepa). lMocne MNosyyYyeHUA OTBETHbBIX
MaKeTOB KAMEHT CUHXPOHU3UPYETCA C ONTUMANbHBIMKW YacaMu cepBepa.
Peer mode: B 3TOM peXMMe aKTMBHbII OL4HOPAHTOBbIM y3e OTNpPaBAAET NaKeTbl CUHXPOHM3aLMK
YyacoB (aKTUBHbIN O4HOPAHIOBbIM PEXUM) NACCMBHOMY OAHOPAHIoBOMy y3y. [ocse nonyyeHus
MaKeTOB MACCMBHbIA OAHOPAHIOBbIA y3e/1 aBTOMATMYeckKM paboTaeT B MacCMBHOM
OLHOPAHIOBOM PEXMME W OTMPABAAET OTBETHbIE MaKeTbl (MACCUMBHbIN O4HOPAHIOBLIV PeXUM).
Ha ocHoBe obmeHa nakeTamu yCTPOMCTBA YCTAaHAB/IMBAIOT PAaBHOMPABHbLIN PEXUM. AKTUBHbIN
OLHOPAHIOBbIN Y31 M NAaCCUBHbIW OAHOPAHTOBbIM Y3€1 MOTYT CUHXPOHM3MPOBATb BpemMsa ApYr C
apyrom. Ecnn oba OAHOPAHroOBbIX Y313 CUMHXPOHWU3MPOBANU BPEMA C OPYTUX YCTPOMCTB,
O4HOPAHroBbIM y3en ¢ 6osbluel CTPaTOM YaCoB CUHXPOHU3UPYET BPeMA C 04HOPAHIOBbLIM Y3/10M
C MeHbLLUEeN CTPATOM Yacos.
Broadcast mode: B 3TOM pexuMme LWMPOKOBELLATe/IbHbIA CEPBEP NMEPUOANYECKU paccbliaeT
naKeTbl CMHXPOHW3aLMM 4YacoB (LUMPOKOBELLATENbHbIN pexum). Mocne nosyvyeHWA nakeTos
LUMPOKOBELLATE/IbHBIM K/IMEHT OTMNPABAAET Ha CcepBep MaKeTbl CMHXPOHW3ALMM YacoB (pexmnm
KnneHTa). Mocne nosnydeHuMa NakeTOB 3ampoca cepBep OTMPaBAAET MakeTbl OTBeTa (pexum
cepBepa). CepBep M KAMEHT BbIMNONAHAT CMHXPOHM3aLMIO 4YacoB, OOMEHMBasACb BOCEMbIO
naKeTamu 3anpocoB U OTBETOB.
Multicast mode: KNMeHT MHOroaApPeCcHOM PacCbl/IKK NEPUOANYECKM OTNPABAAET NaKeTbl 3aNpoca
CUHXPOHM3ALUN MHOTOaLPECHOM PacCbIIKM (PeXUM KAMEHTA) HA CepBep MHOroagpecHom
paccbliku. Mocne nonyyeHUsa NaKeToB CepBep OTNpaBAfeT OA4HOALPECHble OTBETHble MaKeTbl
(perkmm cepsepa). 3aTem cepBep M KAMEHT BbINOAHAT CUHXPOHU3ALMIO YacoB, 0OMeHMBAsACH
04HOAAPECHBIMM 3aNPOCAMM CUHXPOHM3ALLMM YAaCOB M OTBETHLIMW NAaKeTaMu.

6.31.2. Beb6 KoHpUrypupoBaHue

BknroueHue NTP

LWenkHyTb [Device Basic Configuration] = [NTP configuration] = [NTP Global
Configuration] gna Bxoga Ha cTpaHuuy KoHdurypaumm NTP, Kak NOKa3aHO Ha PUCYHKe
HUXKe.
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NTP Mode Configuration

Enable v

e Mode
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
DyHKUMA: BKAOYEHNE UAN OTKAOYEHME GYHKUMKU rnobanbHOM ciy»K6bl NTP.

NTP u SNTP He mo2ym ucrnosns308ameca 00HOBPEMEHHO, MOCKO/bKY OHU UCM0A63YH0Mm 00UH U
mom xce Homep nopma UDP.

Bbl makyce moxeme Hacmpoume cayuby NTP u coxpaHume KoHgpuaypayuro, koeda cnyxcba NTP
OMKoYeHa. BKayeHue cayxcbol NTP He enudem Ha KoHguaypayuro cayicbol NTP.

Hacmpolika o0HoadpecHol paccelaku NTP, KGK NOKA3aHO HA PUCYHKe HUXe.

NTP Unicast Configuration

Client Mode v
192.168.0.4

4 |

rors =

e NTP State
BapuaHTbl: Client Mode / Peer Mode
PyHKUMA: BblbepuTe pexxum pabotbl NTP.
OnucaHue: PexKMm KnneHTa yKasbiBaeT, YTo paboumnii pexkum NTP sBaseTcs pexnmom
KAMeHT/cepBep; 04HOPAHIOBbLIN PeXUM yKasbliBaeT, uTo pabounit pexknm NTP asnasetca
OHOPAHIOBbIM PEKUMOM.

e IP address
dopmart: A.B.C.D.
OnucaHue: [pu MCNONb30BaHUM pexuma KaneHT/cepsep IP-agpec coBnagaeT ¢
agpecom NTP-cepBepa. Koraa npvHUmaeTcs ogHOPaHroBbil pexum, IP-agpec asnaetcs
a4pecom NaccMBHOIO O4HOPAHIOBOrO y3na.

e Min-Poll
[dunanasoH: ot 4 go 16. UHTepBan=2n c («n» — 3Ha4YeHne 3Toro napameTpa)
Mo ymonyaHuio: 4. B aTom ciydae HTepBan paseH 16 c (24).
®PyHKUMA: HacTpoiKa MUHMMaNbHOIO MHTEPBaNA 3aNpocoB s obMeHa naketamu NTP
MeKAY NIOKaNbHbIM YCTPOMCTBOM U CEPBEPOM.

e Max-Poll
OnanasoH: ot 5 go 17. UHTepBan=2n ¢ («n» — 3Ha4YeHWe 3TOro napameTpa)
Mo ymonyaHuto: 10. B aaHHOM cnyyae uHTepBsan paseH 1024 c (210).
dyHKUMA: HacTpoliKa MaKCMMaIbHOrO MHTepPBana 3anpocoB Ans obmeHa naketamu NTP
MeXKAay NI0KaIbHbIM YCTPOMCTBOM U CEPBEPOM.

e Packet source interface
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DyHKUMA: YKaXKMTE NOPT 415 OTnpaBKun naketos NTP.

OnucaHue: Korga WCNoNb3yeTcs pPeXMm KAWeHT/cepBep, J/IOKalbHOEe YCTPOMCTBO
oTnpasnsaet nakeTbl NTP Ha cepsep. IP-agpec MCTOUYHMKaA B NaKeTax ABNAETCA OCHOBHbIM
IP-appecom nopTa. Koraa npuHMMaeTca 04HOPAHIOBbIW PEXKMM, NOKA/IbHOE YCTPOMUCTBO
oTnpasnsaet naketbl NTP ogHopaHrosomy y3ny. IP-agpec UCTOYHUKA B NakeTax ABNAETCA
OCHOBHbIM IP-agpecom noprTa.

Ecau npuHAmM pexwum KaueHm/cepsep, 8aM HYHHO MOAbKO 8bIM0AHUMb [pedbloywyto
Hacmpoliky Ha KnueHme.

HacmpoeHHble 4acel cepsepa NTP 0onaxcHbl 6bimb CUHXPOHU3UPOBAHbI, rnpexcde yem
obecneyusamb CUHXPOHU3AUUIO 8peMeHU 018 Opyaux ycmpolicms.

Ecau npuHAmM O0OHOPAH208bIlI pexumM, 6aM HYHHO MOMbKO BbINOAHUMbL PedbIOyWyro
HacmpolKy Ha aKmMusHOM 00HOpaH2080M ycmpolicmee.

Min-Poll < Max-Poll.

3HauyeHus Min-Poll o0HopaHzo8bix y3108 NTP 00axcHbI 6biMb 00UHAKOBbLIMU.

Hacmpolika mHozoadpecHsili cepsep NTP.
LWenkHyTb [Device Basic Configuration] - [NTP configuration] - [Multicast Server

Configuration] gna Bxoga Ha CTpaHWULY KOHPUIypaL MM cepBepa MHOrOaAPECcHOM PacCbIKu,
KaK MOKa3aHOo Ha PUCYHKE HUKe.

Muticast Server Configuration
224.0.1.1

|1r1an1 v

e Multicast IP Address
dopmar: A.B.C.D.
dyHKumA: HacTpoiika mHoroagpecHoro IP-agpeca. Eciv yKasaHHbI MHOroOaZpecHbIn |P-
aapec HegoCTyneH, NO YMOAYaHUIo ucnonbsyerca 224.0.1.1.
BKntountb  PyHKUMIO UHTepdelica MHOroagpecHor pPacCblKW:  yKaXute nopT
MHOrOaapecHOM pPaccbiKu.

Hacmpolika mHozoadpecHoz2o KnueHma NTP.

LWenkHyTb [Device Basic Configuration] - [NTP configuration] - [Multicast Client
Configuration] ana sxoAa Ha CTpaHULy KOHGUrypaLuMmM MHOrOaApecHoro KAueHTa, Kak
NMOKa3aHO Ha PUCYHKe HUXKe.
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Muticast Client Configuration

224.0.1. 1
¥lanl

IIﬂII

e Multicast IP Address
dopmat: A.B.C.D.
dyHKumA: Hactpoiika IP-agpeca, ncnonblyemoro B MHOroagpecHom pexkmme. Ecau
YKa3aHHbI MHoOroagpecHoln IP-agpec HeZoCTyneH, MO YMOYAHWUIO WCMOJIb3yeTcs
224.0.1.1.
e Enable Multicast Interface
DYHKUMA: YKAXKUTE MHOFOaApPECHbIN NOpT.
e Min-Poll
[unana3soH: ot 4 ao 16. UHTepBan=2n c («n» — 3HaYeHne 3Toro napameTpa)
Mo ymonyaHuio: 4. B aTtom cnyyae nHTepsan paseH 16 c (24).
dyHKUMA: HacTpoika MMHMMaNbHOro MHTepBana 3anpocos Ans obmeHa naketammn NTP
MeKAY SIOKaNbHbIM YCTPOMCTBOM U CEPBEPOM.
e Max-Poll
[OunanasoH: ot 5 go 17. UHTepBan=2n c («n» — 3Ha4YeHne 3Toro napameTpa)
Mo ymonyaHuto: 10. B gaHHOM ciiyyae MHTepBan paseH 1024 c (210).
OyHKuMA: HacTpolika MakCcMMaibHOro MHTepBaaa 3anpocoB A1 obmeHa naketamu NTP
MeXAy IOKaIbHbIM YCTPONCTBOM U CEPBEPOM.
e Max-TTL
OunanasoH: 1~255
Mo ymonyaHuio: 64
DyHKumMA: HacTpoiika makcumanbHoro TTL Ans 3anpocoB MHOFOaApecHOM PaccCbl/iku,
OTNpaBAAEMbIX KIMEHTOM MHOFOAZPECHOM PACChINKMU.

Hacmpolika wupoKkosew,amesnbHozo cepsepa NTP.

LWenkHyTb [Device Basic Configuration] - [NTP configuration] - [Broadcast Server
Configuration] ans BxoAa Ha CTpaHMLYy KOHGUIypaLUumM cepBepa BelllaHMA, KaK NoKasaHo Ha
PUCYHKE HUXKe.

Broadcast Server Configuration
Vlan1 v |

I @

e Enable Broadcast Interface
DyHKUMA: YKaKNTe LIMPOKOBeLLaTeNbHbIM NOpPT.

Hacmpolika wupokosewamesnbHo20 KaueHma NTP.
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LWenkHyTe [Device Basic Configuration] - [NTP configuration] - [Broadcast Client
Configuration] ana Bxoga Ha CTpaHWULY HacCTPOMKM LUMPOKOBELLATENbHOMO KAMEHTa, Kak
MOKa3aHO Ha PUCYHKe HUXKe.

Broadcast Client Configuration

st oo
sovly

e Broadcast Client Configuration
®yHKLMA: YKaXKUTE LWUIMPOKOBELLATENbHbIN NOPT.

Hacmpolika 3masnoHHbIX Yacos
LWenkHyTe [Device Basic Configuration] - [NTP configuration] - [Reference Clock
Configuration] ana Bxofa Ha cTpaHMLY KOHPUIypaLmMmM 3TaZIOHHbIX YacoB, Kak NMOKAa3aHo Ha

PUCYHKE HUKe.

Reference Clock Configuration

4 |

ooy JROS!

e Reference Clock IP Address
dopmar: 127.127.t.u.
Mo ymonyaHuto: 127.127.0.1
OnucaHune: «t» B 127.127.0.1 yKa3sbiBaeT TUN OMOPHbIX 4acoOB, a «U» YyKa3blBaeT
naeHTMdUKaTop 3K3emnaAapa. B HactosAwee Bpems NoaaepXKMBaeTcs TOJIbKO
127.127.0.1. To eCTb CUCTEMHbIE YacCbl CAYXKAT 3TaJIOHHbIMU YacaMMu.

o Reference Clock Stratum
OnanasoH: 1~15
Mo ymonuanuio: 4
®yHKLMA: HacTpoliTe ypoBEHb 3TA/IOHHbIX YACOB.
OnucaHme: Stratum 4acoB yKa3bIBAeT HAa TOYHOCTb YacoB. Yem H6onbLLe YMCNO, TEM HUXKE
TOYHOCTb. Ecnm Stratum pasHa 16, 4acbl HE CUHXPOHMU3MPOBAHbI N, CNea0BaTENbHO, HE
MOTYT CNYXUTb 3TaIOHHBIMW YacaMM.
PyHKUMA: YKaKUTE LWIMPOKOBELLATENbHbIM NOPT.

B HacmosAwee 8pema MosabKO CaM KOMMYMamop MOXEM CAYyHUMb 3MAsAOHHbIM MAKMOo8bIM
eeHepamopom. [leped Hacmpolikoli smo2o 3nemeHma Heobxooumo nodmeepoums
mpeb0o8aHUA cucmeMbl K CUHXPOHU3AUUU 8peMeHU.
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6.32.

PTP KoHduUrypuposaHue

MpoTokon ToyHoro BpemeHu (Precision Time Protocol - PTP) cuUHXpOHU3UpYeT

He3aBUCUMble YacCbl Ha pacnpeaeneHHbIX y3/1aX CUCTeMbl U3SMepeHNA U ynpasaeHna c BbICOKOM

TOYHOCTbIO. MPOTOKON CUHXPOHU3MPYET $Hasy M YaCTOTY C TOYHOCTLIO A0 +100 Hc.

6.32.1. KoHuent

» PTP domain

CeTb, B KoTOpoi npumeHsieTca PTP, agnaetca gomeHom PTP. lomeH PTP nmeeT TONbKO O4HM

rnaBHble Yacbl. Bce ocTasibHble YCTPOMUCTBA CUHXPOHU3UPYIOT BPEMA C HUM.

PTP port

MopT c noaaepKkoi PTP Ha3biBaeTca nopTom PTP.

Clock node

¥Y3nbl B gomeHe PTP asnatotca y3namum yacos. PTP onpeagenset cheaytowme y3nbl Hacos:

e Ordinary Clock(OC)
B pomeHe PTP y3en OC vmeeT TO/NIbKO OAMH MOPT, Y4aCTBYIOWMA B CUHXPOHM3ALUM
YyacoB. [TopT CUHXPOHM3MPYET BPEMA C TAKTOBLIM Y3/10M BOCXOAALLEN IMHUM CBA3M UNU
C TAKTOBbIM Y3/1IOM HUCXOAALLEN JIMHUM CBA3M.

e Boundary Clock (BC)
B pomeHe PTP y3en BC umeeT oAMH MAM HECKONbKO nopTtoB PTP, yyactBylowmx B
CUHXPOHM3aLUMKM YacoB. Ecnmn TonbKo ogmH nopT PTP yyacTesyeT B CUHXPOHM3ALLMM YACOB,
NOPT CUHXPOHU3UPYET BPEMSA OT Y313 CUHXPOHU3ALMU BOCXOAALLENA INHUMN CBA3M UK C
Y3/IOM CUHXPOHM3aUMW HUCXOZALWEN AMHUKM cBA3n. Ecan Heckonbko noptos PTP
Y4acCTBYIOT B CMHXPOHM3aLMKN YACOB, OAUH U3 3TUX MOPTOB CUHXPOHU3UpPYET Bpema C
TaKTOBbIM Y3/1OM BOCXOAALLEN NMHUM CBA3M, @ APYrMe NOPTbl CUHXPOHMU3UPYIOT BPEMSA C
TAKTOBbIMM y31aMWU  HUcxoaswen AnmHum cBasn. Korga BC cayKUT MCTOYHUKOM
CUHXPOHM3ALMU, OH MOXKET A0CTaBAATb BPEMA HA Y3/1bl CUHXPOHU3ALNM HUCXOAALLEN
JIMHUW CBA3M Yepes3 HeCKo/ibKo noptos PTP.

e Transparent Clock (TC)
Y3ny TC He HY)HO CMHXPOHM3MPOBATL BpemA C APYrMMM y3namu 4vacos. OH mmeeTt
Heckonbko noptoB PTP. 3TKM nopTbl TONLKO nepecbinatoT naketbl PTP 1 nposepsawoT
3a4EepKKy MepecblsIK1, HO He BbIMOJIHAKT CMHXPOHM3ALMIO YacoB. Yacbl Npo3pavyHom
nepefayv AenaATcA Ha cnefyroLme TUnbl:
End-to-End Transparent Clock (E2ETC): Hanpamyto nepecbinatoT He-PTP-nakeTbl U
YYacTBYIOT B pacyeTe 3a4epKKU ANA BCero KaHana.
Peer-to-Peer Transparent Clock (P2PTC): Hanpamylo nepecbinaloT nakeTbl Sync,
Follow_Up u Announce, 3aBepwatoT apyrve nakeTtobl PTP u yuyacTsyloT B pacyeTe
33ePXKKU KaXKA0ro cermeHTa KaHana.

Cesa3b mextdy napoli y3/108 CUHXPOHHbIX YACO8

Y3en, oTnpasnsaowmii MHGOPMaLMIO O Yacax CUMHXPOHMU3ALMU, HaXOAUTCA B Beayllem
pexxume, a y3nbl, nosyyaroume nHpopmaumio, ABNAKTCA NOAYMHEHHBIMU Y31aMM.

Yacbl rnaBHOro y3na ABAAKOTCA BeAyWMMM 4Yacamu, a Yacbl NOAYMHEHHOro y3fa —
NoAYMHEHHbIMM Yacamu. MNopT, oTNPaBAAKLINK MHOOPMALMIO O YacaX CUHXPOHM3ALUM,
ABNAETCA TNaBHbIM MOPTOM, a MOpTbl, noayyatowume UHGOpMaAUMIO, ABAAIOTCA
NoAgYMHEHHbIMM NOPTaMM.
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6.32.2. MpuHUMNbI CUHXPOHU3AL UM
Bbibop epoccmelicmepcKux 4acos

Bce y3/ibl 4acoB BbIGMpPaAlOT rpoccmeiicTepckme yacbl B gomeHe PTP, obmeHuBasAcb
naketamu Announce ¢ MHbopmaumein o6 ypoBHE 4YacoB U MAEHTUPUKATOpe 4acoB. 3aTem
onpeaenatoTca OTHOLEHNA BeayLMA / NOAYUHEHHBIN MeXay y3namMu U nopTamu Beaywmii /
NoAYMHEHHbIN Ha y3nax. C momolLblo 3TOro npouecca no scemy aomeHy PTP yctaHaBiunBaetca
CBA3YylOLLLEE AEepPeBO C MPOCCMENCTEPCKMMM YacaMM B KayecTBe KOPHSA. 3aTem r/1aBHble 4Yachbl
nepMoanYecKM MOCbINAKOT NakeTbl Announce nogyYMHeHHbIM Yacam. Ecnn Begomble yacbl He
NOAY4YatoT NakeTbl Announce OT MMaBHbIX YacoB B TeYeHWe nepuosa, rnasHble Yacbl CYMTAKOTCA
HeAeNCTBUTEIbHbIMW M HAUMHAETCA HOBbIN BbiBop. MaKkeTbl 06bABAEHWUI COAEPIKAT CeAyIOLLYHO
nHpopmauuto ana Bbibopa rPOCCMENCTEPCKUX YAaCOB: FPOCCMENCTEPCKNI NPUOPUTET 1, TaKTOBanA
CTpaTa, TOYHOCTb YAaCOB, FPOCCMENCTEPCKUI NpuopuTeT 2 U naeHTMduKaTop Yacos. MHPopmaLma
CpaBHMBAETCA B Cheaylower npoueaype: 4Yacbl C CamMbiM  HU3KMM TPOCCMENCTEPCKUM
npuoputetom 1 BbibMpalOTCA B KayecTBe TPOCCMENCTEPCKMX YacoB; €C/M Yacbl MMeT
OANHAKOBOE 3HAYEHME FIPOCCMENCTEPCKOro NpnopuTeTa 1, Yacbl C HAMMEHbBLUMM HYaCOBbIM C/IOEM
BbIOMPAOTCA TPOCCMENCTEPCKMMM YacaMW; aHaANOFMYHO, €CAM 4Yacbl MMEKT OAMHAKOBble
3HaAYeHUs pJNs  rpoccMencTepckoro npuoputeta 1, cTpaTbl 4acoB, TOYHOCTM Yacos,
rPOCCMEeNCTePCKOro NpuopuTeTa 2, Yacbl C HAMMEHbLUMM UAEHTUGUKATOPOM YacoB BbibUpatoTCA
B KQYecTBe rPOCCMENCTEPCKMX YaCoB.

MpUHYUN CUHXPOHU3AYUU

Beaywme n Beaomble Yacbl OOMEHMBAKOTCA NaKeTaMM CUHXPOHM3ALMKM, 3aMUCbIBAOT
BpemMA OTMPaBKU U NOJIYyYEHMA MAKETOB M BbIYUCAAIOT OOLLYIO 3a4epXKKy MeXAy BeAyWwmu 1
BEAOMbIMW YacamMM Ha OCHOBE pPasHWULbl BO BpemeHW. Ecan ceTeBOM NyTb CUMMETPUYEH,
OAHOHAMpPaB/EHHAA 334epPXKKa COCTaBAAET MOJMIOBUHY OOLLel 3a4ep’Kkn. Bepomble yachl
HACTpPaMBalOT MECTHOE BPEMS B COOTBETCTBMM C PasHMULLEN BO BPEMEHU MeXAY BeayLumun 1
BEAOMbIMM YacaMW M OLHOHANPABAEHHOMN 33[4€PKKOW, peannsya CUHXPOHU3ALMIO BPEMEHU C
BeAyLLMMM YacamMu.

PTP nopnep:xuBaeTt Aga MexaHM3Ma N3MepPeHUA 3aePHKKU:

MexaHn3m 3anpoc-oTBeT: MCMO/b3yeTca ANA CKBO3HOrO M3MEPEHUA 3aJepXKKW Bcero
KaHana.

MexaHM3M OAHOPAHFOBOW CBA3M: WCMONbL3YETCA ANA U3MEPEHUA 3aJEPXKKU MeXay
ToyKamu. o cpaBHEHUIO C MexaHUM3IMOM request_response, OAHOPAHIOBbIN MeXaHU3M
n3mepseT 3a[ePrKKY KaxKaoro CermeHTa CCbINKU.

6.32.3. Be6 KoHpUrypupoBaHue

BkntoyeHue PTP Ha nopmy

LLlenkHyTb [Device Basic Configuration] = [PTP configuration] = [PTP configuration ans
BXO/a Ha CTpaHuLy KoHdurypaumm PTP, Kak NOKa3aHO Ha PUCYHKe HUMKe.
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Port Status Configuration

Port Status Pdelay C if Mr Limit Class Limit Accuracy
| i Vl Disable v | 0 ‘(—65535*65535@.)\ Enable v || 0 ‘('0‘255) 0 |(0~255)

Status

Onuwuu: Enable / Disable

Mo ymonyaHuto: Disable

dyHKUMA: BKAOYEHME / OTKAoUYeHne GyHKUMK nopTa PTP.

Pdelay Correction

dnana3oH: -65535~65535 Hc

Mo ymonyaHuto: O HC

®PyHKUMA: HacTpolika KoMmneHcaumm 3a4epKKu KaHana PTP.

OnucaHue: MNMpu HaAMYNUU GUKCUPOBAHHOIO CMELLLEHMA MEXAY BeAYLLMMN 1 BEAOMbIMU
YacamMmun HeobxoAMMO HaCTPOUTb MapameTp Ha BeAOMbIX Yacax AN CUMHXPOHWU3aLMK
dasbl.

Master-allow

Onuun: BKAOYNTL/OTKOUNTD

Mo ymonyaHutio: BKAtounTb

®PyHKUMA: ITOT NapameTp onpesenseT, pa3peLeHo AN UCNOAb30BaTb TEKYLLMIN NOPT B
KayecTBe [/1IAaBHOrO MoOpTa AN 3anycKa CMHXPOHM3Mpylowmx Yacos. Korga BblbpaHo
Enable, y3en 4yacoB MOXeT CUHXPOHM3MPOBATb ApPYr1e ceTeBble Yacbl Yepes 3TOT NOpPT.
Koraa BbibpaHo Disable, y3en 4yacoB He MOXKeT CMHXPOHMU3UPOBaATL APYrne CeTEBbIE Yachl
yepes 3TOT NOPT. ITO NpeAoTBPaLLAET BAMAHUE y3/1a YAaCcOB Ha ApYryo nHGoOpmaumio o
ceTeBbIX Yacax.

Limit Class

AnanasoH: 0~255

Mo ymonyaHwuto: 0

®yHKLMA: YTOObI NPefoTBPaTUTL BAMAHWE BHELIHUX MCTOYHUKOB CMHXPOHM3ALMM Ha
TEKYLLYIO MHOOPMALMIO O CUCTEMHbBIX Yacax, HAcTpolhTe npepesbHOe 3HayeHue cros
Yyacos, 4TObbl OrpaHNMYMUTL C/I0M YAacoB B NakeTe Announce, NOJY4EHHOM 3TUM MOPTOM.
Ecnn ypoBeHb CUMHXpOHM3auMM B MNakeTe Announce, MNOJIY4EHHOM 3TUM MNOPTOM,
NpeBbIWaeT Npeae/bHoe 3Ha4YeHue (To ecTb 3Ha4YeHUe YPOBHA CUHXPOHU3ALUMU MeHblue
npeaesbHOro 3HAYeHWs), U3MEHUTE YPOBEHb CUHXPOHM3AUMW B NaKeTe, 4TOObl OH
COOTBETCTBOBA/ NpeAe/ibHOMY 3Ha4YeHMI0. B NpoOTMBHOM Cayvae cTpaTa YacoB B MaKeTe
He obpabatbiBaeTcs. Korga npepenbHoe 3HadeHue paBHO 0, cTpaTa 4acoB B MakeTte
Announce He orpaHuyeHa.

Limit Accuracy

AnanasoH: 0~255

Mo ymonuanuio: 0

®yHKLMA: YTOObI NPesoTBPaTUTL BAUAHWE BHELWHWX MCTOYHMKOB CUHXPOHM3AUUKU Ha
TEKYLLYH MHPOPMaALMIO O CUCTEMHbIX Yacax, HACTPOMTe NpeaebHOe 3HAYEHNE TOYHOCTU
Yyacos, YTOObI OrPaHMYMTL TOYHOCTb YAacoB B MakeTe Announce, MOAYYEHHOM 3TUM
noptom. Ecnm TOYHOCTb 4YacoB B MakeTe Announce, MOJY4EHHOM 3TUM MNOPTOM,
npesblwaeT npegenbHoe 3HayeHWe (TO ecTb 3HayeHMe TOYHOCTM YacoB MeHblue
npeAenbHOro 3Ha4YeHWA), W3MEHUTe TOYHOCTb YacoB B MaKkeTe, 4TobObl OHa
COOTBETCTBOBaNA MpeseNbHOMY 3HAYeHWUIO. B MpoTMBHOM cCnyyae TOYHOCTb YacoB B
nakete He obpabaTtbiBaeTcA. Korga npesensHoe 3HaYeHue paBHO O, TOYHOCTb YacoB B
nakete Announce He OrpaHMYnBaeTCA.

YcmaHoska napamempos PTP, KaK MOKA3aHO HA pUCYHKe HUM e



cCT

L
W

PykoBopacTBO nonb3oBarena

PTP Configuration
[None-Power-Profile v |

1970-01-02 08:02:07
sec: 115327 nsec: 119998500

|248 |128~255)
version2 v

135 i0~255)
[Boundary v|
[request-response v |

(128 (0~255)
[128 |io~258)

[ Disable v

| Disable v|

| Enable v|

PTP Profile

BapuaHTbl: Power-Profile / None-Power-Profile

Mo ymonyaHuio: None-Power-Profile

dyHKumMA: Hactpoitka npodwuna PTP. Mpodunb PTP ykasbiBaeT Habop yHKUMI
npunoxeunsa PTP. OnucaHue: Power-Profile — 3to Habop ¢yHKumit PTP, KoTopble
NO3BOJ/IAIOT MUCMO/Ib30BaTb KOMMYTATOP B 3JIEKTPO3HepreTuke. Hanpumep, «mexaHnsm
334EepPXKKM»  NPUHYAUTENIbHO  HAacTpauMBaeTCA KaK  OAHOPaHrosblh, a  «TLV»
NPUHYAUTENbHO BKAKOYAETCA.

PTP Current Time

PyHKumA: NMpocmoTp MHPOopMaLmMm o Yacax KommyTtaTtopa PTP. Bpema PTP oTobparkaeTca
B popmare TAL.

Clock Stratum

OnanasoH: 128~255

Mo ymonyaHuio: 248

®dyHKumMA: BoibepuTe stratum yacos.

OnucaHue: Korga Yacbl MMelT 0ANHAKOBOE 3Ha4YeHWe rpPOCCMENCTEPCKOro NpnopuTeTa
1, B KayecTBe rPOCCMENCTEPCKUX YaCOB BbIOMPAIOTCA Yacbl C CAMOM HU3KOW CTpaTom
yacoB. Ecnn yacbl nonydyawT Bpema M3 yacoB GPS, cnoli 4acoB MoxKeT O6bITb
aBTOMATUYECKM HACTPOEH Kak 6, 7, 52 nam 187, 4yTobbl yAy4LWUTb BO3MOXKHOCTb ObITh
M36paHHbIMM B KAYECTBE YACOB rpoccmencrepa.

Ob6bsAcHeHMe: Stratum 4YacoB MOMKHO HacTPOWUTb Kak 255, ecan TMN 4YacoB — TOJ/IbKO
nogYMHeHHble. B NpoTMBHOM ciyyae stratum 4acoB He MOXKeT BbITb HAaCTPOEH Kak 255.

Kozda GPS Haxodumcsa 8 (hUKCUPOBAHHOM COCMOAHUU, Ypo8eHb 4acos paseH 6 (movyHocms
yacoe pasHa 0x21); koeda GPS Haxodumcsa 8 cocmosAHUU 60KUPOBKU, yPOBEHb YACO8 paseH 6
(moyHocmeb yacoe cocmasasem 0x20); koeda npoucxodam cbou GPS, yposeHb Yyacoe paseH 7
(mo4yHocme vacos cocmasnsem 0x23); ko20a epemsa yoepraHuUs ucmexkaem nocne cboa GPS,
yposeHb Yacos cocmasnsem 52 uau 187 (moyHocmes yacos cocmaensem 0x30).

Version
Onuwuu: virsion2
Mo ymonyaHuio: virsion 2
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®dyHKUMA: Bbibepute Bepcuio PTP.
e UTC To TAI Offset
OnanasoH: 0~255 ¢
Mo ymonyaHuto: 35 ¢
®dyHKUMA: HacTpouTb cmeweHne UTC-TAIL. 3HayeHne MoOXKeT ObITb Mepes3anucaHo
3HayeHnem UTCOffSet, nonyyeHHbIMm 13 naketoB GPS naM Announce oCHOBHbIX YacoB.
Csasb mexay UTC, TAl u cmeweHnem cnegytowan: UTC=TAI-Offset.
e Clock Type
BapuaHTbl: Boundary / E2E / P2P / Slave-only
Mo ymonyaHuto: Boundary
dyHKUMA: BbIbepUTe TMN Yacos PTP.
OnucaHue: Slave-only ykasbiBaeT, 4to Yackl OC moryT 6biTb TONBKO MNOAYMHEHHbLIMU
Yyacamu.
e Delay Mechanism
BapuaHTbI: 3anpoc-0TBeT/0AHOpPaHroBasn cBA3b
Mo ymonyaHuio: 3anpoc-oTeeT
PyHKUMA: HACTPOIMKa MeXaHU3Ma N3MepeHus 3aaepkku PTP.

Y3en yacos, umerouwuli HECKONbKO OOMeHO08, 00axceH bbimb HacMpoeH Ha epaHu4Hbll mun
Yyacos.

MexaHu3m 3ad0epiKu makmoeozo y3saa BC/OC moxcem 6bimb yCMAHOB/AEH HA peXum 3anpoc-
omeem usu 00HOPaH208bIl.

Ecnu mun y3na cuHxpoHu3sayuu TC — E2ETC, MmexaHu3m usmepeHus 3a0epxcku 00axceH bbimb
YCMAaHoB/1eH 8 pexum 3arnpoc-omsem.

Ecau mun y3aa cuHxpoHusayuu TC — P2PTC, mexaHU3M usmepeHus 3a0epxcku 0oaxceH bbimb
yCmaHossieH 8 00HOPAH208bIl pexum.

MexaHu3m usmepeHUs 3a0epIHKU 018 8cex ycmpolicme 8 00HOM U mom xe domeHe PTP donceH
6b6Imb 00UHAKOBbLIM, MO3MOMY MUrlbl 8CeX Y3708 CUHXPOHU3ayuu TC 8 domeHe PTP 0osxcHbl
66/Mb 0OUHAKOBbLIMU.

e Grandmaster priorityl/Grandmaster priority2
AnanasoH: 0~255
Mo ymonyaHwuto: 128
dyHKuMA: HacTpoiTe Grandmaster priorityl n Grandmaster priority2.
Onwucanue: Grandmaster priorityl u Grandmaster priority2 ucnonb3ytoTtca ans sbibopa
YyacoB rpoccmeictepa. Yacbl C HaMMeEHbLWWUM TPOCCMENCTEPCKMM NPUOPUTETOM
BbIOMPaAlOTCA B Ka4eCTBE rPOCCMENCTEPCKUX YaCoB.
e Set Local Clock
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®PYHKUMA: BKAIOYEHME WKW  OTKAOYEHUE YHKLMWM  CUHXPOHM3ALMKU  NIOKAZIbHOrO
cuctemHoro BpemeHn RTC ¢ yacamm PTP. JlokanbHoe cuctemHoe Bpema RTC
oTobpaxkaetcs B popmaTe UTC.
e PTPBNTP
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®dyHKuMA: 06HOBAATL I Bpems NTP BpemeHem PTP
o TLV
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Onuwuu: Enable / Disable

Mo ymonyaHuto: Disable

dyHKuma: BrntoyeHne TLV o3HavaeT, 4Tto naketbl Announce cogepxat none TLV.
OTkAtoueHue TLV o3Ha4vaeT, 4To NakeTbl AnNnounce He cogepaT nonae TLV.

YemaHosume napamempeol TLV, KaK MOKA3GHO HA PUCYHKE HUXMCE.

TLV Configuration

(0~255)

(2~254)

(0~2147483547)

Keyfield

OnanasoH: 0~255

Mo ymonyaHwuto: 0

®PyHKUMA: HacTpouTb rpoccmenctepckne 4dacol Keyfield. Ecam tun nona TLV,
nepeHocumoro naketamm Announce, — ALTERNATE_TIME_OFFSET_INDICATOR, stoTt
napameTp HeoH6XoANMMO HaCTPOUTb.

Grandmaster ID

dnanasoHn: 3~254

Mo ymonyaHwutio: 3

®dyHKUMA: HacTpoiika uaeHTUdMKaTopa rpoccmenctepa. Ecam tun nona  TLV,
nepeHocumoro naketamu Announce, — ORGANIZATION_EXTENSION, stoT napametp
HeobXxo04MMO HacTPOUTD.

e Network Time Inaccuracy

OnanasoH: 02147483647 Hc

Mo ymonyanumio: 0 HC

®dyHKuMA: HacTpolika HeToyHOCTM ceTeBoro BpemeHu PTP. Ecam tmn nona TLV,
nepeHocumoro naketamm Announce, — ORGANIZATION_EXTENSION, napametp
HeobXO4MMO HACTPOUTb KaK HETOYHOCTb BPEMEHM, HAKOMJIEHHYHD B Hauxyalem
ceTeBOM NyTw.

KoHghueypuposaHue PTP domain
LWenkHyTb [Device Basic Configuration] - [PTP configuration] - [PTP Domain

Configuration] ana Bxoda Ha CTpaHuuUy KOHurypaumm aomeHa PTP, Kak noKasaHo Ha
PUCYHKE HUKe.
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PTP Domain Configuration

1

D
IEEE 8023

Can
O Oz Oz Owe
O2n O22 O2z 2
Oan Oez Oan Oas

PTP Domain List

0 IEEE 802.3

e Domain Number
OnanasoH: 0~255
Mo ymonyaHwuto: 0
dyHKUMA: HacTpolika naeHtudmKkaTopa gomeHa PTP.
e Log Announce interval
OnanasoH: -3~4
Mo ymonyaHuto: 0
PyHKUMA: HacTpolika nokasaTensa MHTepBsasia 06baBAeHuUA.
OnucaHue: Kaxaplii y3en otnpaBaseT nakeTbl Announce ¢ uMHTepBajsom 2n ¢ (n —
nokasaTe/lb CTEMNEHM).
e Packey Type
Onuuu: IEEES02.3 / IPv4 UDP
Mo ymonyaHuto: IEEE802.3.
dyHKUMA: BbibepuTe TMN NaKeToB, HecyLwmx MHopmauuio PTP.
e Port
PyHKUMA: BbIbEpPUTE NOPT YCTPOMCTBA B TEKYLLEM fAomeHe PTP,

JomeH 0 — amo PTP-0omeH cucmemsi 0 yMOAYAHUID, KOMOopbll Henb3a yoaaume.
KoHgpuzypauyuu munos nakemos scex ycmpolicme 8 o0Hom OomeHe PTP 0onxcHbl 6bimb
€02/10CO8AHHbIMU.

OO0uH nopm mMoxHoO 006asuMb MOLKO K 0OHOMY OOMeEHY.

6.33. SyncE KoHdurypauua

Synchronous Ethernet (SyncE) cMHXpoHU3MpPYeT du3nyeckne GyHKLMM KOMMYTaTOPOB.
3T0 MoKeT 06ecneunTb NOCTOAHHYIO YACTOTY MEXKAY NepeKktodaTeNaIMn pasHbixX ypoBHel. Ecan
SyncE BkntoyeH, PTP moxKeT ob6ecneuyntb TOYHOCTb CUHXPOHM3aUMK £50 Hc. Kak nokasaHo Ha
PUCYHKe HUXKe, KommyTatop B ucnonbsyet SyncE AnAa CUHXPOHM3aLMKM 4acTOTbl Nepepayu
OaHHbIX OT KommyTaTopa A; KommyTtatop C Take wucnonbdyet SyncE ana cuHxpoHusauumm
YacToTbl Nepesaym SaHHbIX C KOMMYTaTopa B, 4To B KOHEeYHOM uTOre obecneymBaeT NOCTOAHHYIO
YacToTy 418 BCEX KOMMYTaTOPOB BO BCEW CETM.
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Switch A

1 L 1L

The transmission frenguency of switch A

Svitch B

The transmission frenquency of switch B

Switch C

The transmission frenquency of switch C

Kommymamop ¢ noddepxkoli SyncE OosnxiceH 6bimb MNOOKAOYEH K CUHXPOHU3UPOBAHHOMY
KomMmmymamopy 8ocxo0Aawell AUHUU C8A3U UAU K 2an1asHeiM 4acam. [lockonsKy SyncE
CUHXPOHU3UpYyem mosbKo Yacmomy, e2o Heobxo0umo ucronszosams emecme ¢ PTP. Kozda PTP
ucnonszyemca emecme c SyncE, pekomeHOyemca cHavana exkawoyume SyncE, a 3amem
8KA04UMb U Hacmpoume PTP.

6.33.1. Beb6 KoHdUrypupoBaHue

LLlenkHyTb [Device Basic Configuration] = [Sync Ethernet Configuration] = [Sync Ethernet
Mode] gna Bxoga Ha cTpaHuMLy KoHbUrypaumm SynckE, Kak NOKa3aHo Ha PUCYHKe HUXKe.

Sync Ethernet Mode

e Sync Ethernet Mode Set
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
®YHKUMA: BKAOYEHME/BbIKAOYEHWE GYHKLMM CUHXPOHU3aunn Ethernet.
OnucaHue: Mocne BKAOYEHNUA GYHKLMM KOMMYTaATOp ByAeT CUHXPOHM3UPOBATb YacToTy
C NOAK/OYEHHBIM KOMMYTAaTOPOM BOCXOAALLEN IMHUN CBA3W.

6.34. GPS KoH}uUrypaumsa

FnobanbHasa cucTema nosuumoHupoBaHua (Global Positioning System - GPS) — 3Tto
nepefoBaa UM CAOXHAA CNYTHUKOBasA CUCTEMA MO3ULMOHMPOBAHUA C T106aNbHbIM U
HENPEepPbIBHbIM BbICOKOTOYHbIM TPEXMEPHbIM MO3ULUMOHUPOBAHUEM B PEXMME pPeasibHOoro
BPEMEHN M BO3MOXKHOCTbIO TOYHOW CUHXPOHM3aUMM. Moaynb CUHXPOHM3auumu 4vacos GPS
KOMMYTaTOpPOB 3TOM Cepun npeacTaBnAaeT coboil 3n1emMeHTapHbIA MNPUKAaAHOW MoAay/b
CUHXPOHM3aLMK, pa3paboTaHHbI Ha ocHoBe GPS. Moaynb nonyyaet MHGOPMALMIO CO CNYTHUKA,
BblJaeT BTOPON MMMNYAbCHbIA CUrHaA, TOYHO CUHXPOHU3IUPOBAHHbLIA C MENKAYHAPOAHbIM
CTaHAAPTHbIM BPEMEHEeM, U CUHXPOHM3IMPYeT MHPOPMALUI0O O TOYHOM BPEMEHU CO BCeW
cucTemoi ans obecneyeHmnn CUHXPOHHOIO XPOHOMETPaXKa.
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6.34.1. Beb6 KoHdUrypuposaHue

LLenkHyTb [Device Basic Configuration] = [GPS Configuration] = [GPS Configuration] ans
BXOa Ha CTpaHuLy KoHbUrypauum GPS, Kak NoOKa3aHO Ha PUCYHKE HUMKeE.

GPS Configuration

0 (-32768~32767)
200 20~255

Disable v
Enable v
Enable v
1 (0~85528

e GPS Latency Compensation
AnanasoH: -32768~32767 Hc
Mo ymon4yaHuto: O HC
PyHKUMA: HACTPOUTb KOMNEHCALUIO 3aaepXKKu GPS.

e GPS PPS Width
AnanasoH: 207255 mc
Mo ymonyaHuto: 200 mc
®yHKumA: HacTpolika wupuHbl GPS PPS.

e Set Local Clock
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
®PYHKUMA: BKAOYEHME WKW  OTKAOYEHWE OYHKLMU CUHXPOHU3ALMKU  NTIOKAZIbHOrO
cucremHoro BpemeHn RTC c yacamm GPS. MecTHoe cnuctemHoe Bpems RTC oTobparkaeTcs
B ¢popmaTte UTC.

e Set PTP Info
Onuwuu: Enable / Disable
Mo ymonyaHuto: Disable
®PYyHKUMA: BKAOYEHWE WU OTKAKOYEHME OYHKUMM CUHXPOHM3aumn BpemeHn PTP ¢
yacamu GPS. Bpema PTP otobparkaeTtcs B popmate TAIL TAIl_Time-GPS_time=19 c.

e Degrade To Slave
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
®OyHKUMA: paspellaTtb M TEKYLWMM YacaM CHMXKATbCA A0 BEeAOMbIX YacoB Mpwu
BO3HUKHOBeHUU cboeB GPS.

e Hold Over Time
OnanasoH: 0765535 4
Mo ymonyanumio: 1 yac
®yHKLMA: Koraa npoucxoaat cbom GPS, GPS no-nperkHemy 6yaeT MCNONb30BaTbCA B
KayecTBe MCTOYHMKA YacoB A/ CUMHXPOHM3auuMM BpemeHn PTP TeKyllero ycTpoicTsa,
ecnn GPS HaxoauTca B yAeprKaHUM B TeYEHUE onpeaeneHHoro spemenun. Korga spems
yaepaHua ucTekaeT nocne cboes GPS, ypoBeHb 4acoB ycTpoicTBa Oyaer
aBTOMATMYECKM HacTpoeH Ha 187, u byaeT 3anyLLeH NOBTOPHbIN BbIOOP OCHOBHbIX 4aCoB,
€CNUN BKAtOYEHA PYHKUMA NOHUMKEHUA A0 NOAYMHEHHbIX; TAKTOBAA YacToTa YCTPOMCTBA
OyaeT aBTOMaTMYECKM HACTPOeHa Ha 52, n byaeT 3anyLweH NOBTOPHbIM BbIOOP BeAyLMX
YyacoB, ec/iv GYHKLUMA NOHUMKEHMA 40 BELOMOTIO He BK/OYEHa.
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6.35. IRIG-B KOH)Urypaums

Kog Inter Range Instrumentation Group (IRIG) - 370 cTaHAapT BpeMEHU, YCTaHOB/IEHHbIM
AMEpPUKAHCKMM coBEeTOM KoMaHgupoB noauroHoB (RRC). Kog IRIG wupoKo npumeHseTca B
pasNnyHbIX 061aCTAX, BKAOYAA BOEHHbIM, KOMMEPYECKUIN U NMPOMbIWAEHHbIN cekTopbl. Kogbl
IRIG nogpaspenatoTca Ha WeCTb NOCAeA0BaTENbHbIX ABOUYHbBIX GOPMATOB BPEMEHHOIO KoAa:
IRIG-A, IRIG-B, IRIG-D, IRIG-E, IRIG-G u IRIG-H. Cpeau 3tnx ¢opmatoB Hambosiee LWMPOKO
ucnonbsyetca IRIG-B. BpemeHHOM Kagp ans ctaHgapta IRIG-B coctaBnseTr 1 cekyHay, 4yTo
03HAYaeT, YTO OAMH Kaap AAHHbIX C MHPOPMALMEN O BPEMEHWN NEpPesaeTcs KaXKAyl CEKyHAY.
3TOT ppenm AaHHbIX COAEPHKUT MHDOPMaLMIO O AHe roga (1~366), yacax, MUHYTaxX U CEKYHAaX.

6.35.1. Beb6 KoHdUrypuposaHue

LLlenkHyTb [Device Basic Configuration] = [IRIG B configuration] = [IRIG B configuration]
ANA BXOAa Ha cTpaHuuy KoHdurypaumm IRIG-B, Kak NOKa3zaHO Ha PUCYHKe HUXKe.

IRIG-B Configuration

W
£ €| €[ €

e |RIG-B Slot ID

dyHKUMA: BbIbepUTe KOHOUTYpupyembii moaynb IRIG-B.
e PPS width

OnanasoH: 20~255 mc

Mo ymonyaHutio: 200 mc

®dyHKUMA: HacTpoitKa wupuHbl PPS.
¢ |RIG-B format

Onumwu: Irig-b000~Irig-b007

Mo ymonyaHuto: Irig-b004

®yHKuuA: Boibepute BbixogHol ¢opmar IRIG-B.
e VPP

BapwaHTtsl: 3/4/4,5/5/6/7/8/9/10Vp-p

Mo ymonyaHwutio: 4,5 Bnuk-numk

dyHKuUMA: HacTpoiika Bbixoga IRIG-B VP-P gna moaynaumm AM.
e Modulate Ratio

BapuaHTbl: 3:1/4:1/5:1/6:1

Mo ymonyaHutio: 3:1

®dyHKUMA: HacTpoiKa KoadpodmumneHTa moaynaunm AM agns IRIG-B.
e Parity Mode

BapuaHTbl: Even / Odd

Mo ymonyaHuio: Even

dyHKuMA: Boibepute pexkum yetHoctn ans IRIG-B.
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6.36. TACACS+

Cuctema ynpaeneHus AOCTYNOM K KOHTPOAAEPY AOCTyna K TepmuHany (Terminal Access
Controller Access Control System - TACACS+) npeacrtasnset coboit npuno»keHme Ha ocHose TCP.
OH NPUHMMAET PEXKUM KIMEHT/cepBep 414 peannsaumm CBA3N MeXK 4y CepBEPOM A0CTYNa K CETH
(NAS) u cepsepom TACACS+. KnueHt pabotaet Ha NAS, a MHPopmauma o nonb3oBaTenax
yNpaBAseTca LeHTpaAn30BaHHO Ha cepBepe. NAS — 3To cepsep 414 No/Ib30BaTeNEN, HO K/IMEHT
ANA cepBepa. PUCYHOK HUXKE NMOKa3biBaeT CTPYKTYPY.

TACACS+ Server

MpoToKkon ayTeHTUOMLUPYET, aBTOPM3YET M NOTMPYeT NONb30OBaTeNieli TEPMUHANOB,
KOTOPbIM HEOOXOAMMO BOWTM HA YCTPOMCTBO A/1S BbINOJIHEHWUA onepauuin. YCTPOMUCTBO CAYKUT
knueHtom TACACS+ u oTnpasnfeT umA nosb3oBatensa M naponb Ha cepsep TACACS+ ansa
ayteHTMduKaumn. Cepsep noay4vaet 3anpocbl TCP-coegnHeHUA OT NONb30BaTeNel, OTBEYAET Ha
3anpocbl ayTeHTUOMKALUKM U NpoBepAeT NerMTUMHOCTb Nosb3oBaTenei. Ecan nosnb3oBaTesb
NPOXoAMUT ayTEHTUDMKALMIO, OH MOXKET BOMTU Ha YCTPOMCTBO A/1A onepaLymi.

6.36.1. Beb KoHpUrypauusa

BknroyeHue TACACS+

LLlenkHyTb [Device Basic Configuration] - [TACACS-PLUS Configuration] - [TACACS-PLUS
configuration] ans Bxoaa Ha cTpaHuuy KoHourypauum TACACS+, KaK NOKa3aHO Ha pPUCYHKe
HUKe.

Protocol Configure

Lpply

e TACACS-PLUS State
Onumu: Enable / Disable
Mo ymonyaHuto: Disable
®yHKUMA: BKntoueHune / BbikaoveHne TACACS+.

KoHgpuzypuposaHue cepeep TACACS+, KOK MOKA3AHO HA PUCYHKe.
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Server Configure

|Prinary v |192. 168.0.23 |45 Enable v |aaa

EZE EZIE

e Server
Onuwuu: Primary / Secondary
Mo ymonyaHwuto: Primary
®yHKUMA: BbIbEpPUTE TUN cepBepa.
e |P Address
®opmarT: A.B.C.D.
®yHKuuA: BBeguTe IP-agpec cepsepa.
e TCP port
Onana3oH: 1~65535
Mo ymonyaHuio: 49
®PyHKUMA:  YCTAaHOBWUTE  KO/AMYECTBO MNOPTOB, KOTOpble  MOAYyYaloT  3anpochl
ayteHTMduKaumm NAS.
e Encrypt
Onuun: BKAOYNTL/OTKOUNTD
Mo ymonyaHuio: OTKAOUUTL
®yHKuMA: LndposaTtb NakeT nam HeT. ECiv OH BKAtoYeH, TpebyeTca Kitou.
e Encrypt Key
Onana3soH: 1~32 cumBona
OnucaHue: YcTaHOBUTE K/KOY A4 NOBbILLEHNA 6e30MacHOCTU CBA3U MeXAY KIMEHTOM U
cepsepom TACACS+. [IBe CTOpPOHbl COBMECTHO MCMOb3YIOT KAKY ANA NPOBEpPKU
NerMTMMHOCTM nakeToB. Ob6e CTOPOHbI MOrYT NOJy4aTb NaKeTbl APYr OT Apyra TONbKO
TOorga, Korga Kawuu cosnagatot. lMoatomy ybeautecb, YTO HACTPOEHHbIM K/toY
coBnagaet ¢ Kat4vom Ha cepsepe TACACS+.
Mocne 3aBeplieHUAs HACTPOMKM B cneayowem pasgene «Sever Configured»
oTobparkaeTca MHPopmaLma 0 KOHPUIypaL MM cepBepa, Kak MOKa3aHO Ha PUCYHKE HUXKeE.

Primary Server 192.168.0.23 49 Encrypt
Secondary Server 192,166.0.32 45 Unencrypt

6.37. RADIUS KoHurypuposaHue

RADIUS (Remote Authentication Dial-In User Service) — 310 pacnpeaeneHHbI NPOTOKON
obmeHa nHpopmaumein. OH onpeaenset ¢opmaT Kagpa RADIUS Ha ocHoBe UDP 1 mexaHu3m
nepegayv MHPopmaumm, 3almLLas CeTU OT HECAaHKUMOHMpPOBaHHOro goctyna. RADIUS obbiyHO
MCNoNb3yeTcs B CeTAX, TPebylowmux BbICOKOW 6e30MacHOCTM M yAaseHHOro A[0cCTyna
nonb3osarteneit. RADIUS ncnonb3yer pexum kaveHT/cepsep ana obecneyeHns CBA3N mexay
NAS (cepsepom goctyna K cetn) u cepsepom RADIUS. KnneHnt RADIUS paboTaet Ha NAS. Cepsep
RADIUS obecneumBaeT LeHTpaAn3oBaHHOE yrnpaBaeHUe Nonb3oBaTeNbckon nHpopmaument. NAS
ABNAETCA CepBEPOM Af MOJib30BaTeNEN, HO KanMeHTom ans cepsepa RADIUS. PUCyHOK HUKe
NoKasblBaeT CTPYKTYpY.
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RADIUS Server

Client Client

MpoTokon ayTeHTUPUUMPYET nNoNb3OBaTene TepMMUHANOB, KOTOPbIM AAA pPaboTbl
HeobxoaMMo BOMTU B cucTemy. BoicTynas B Kauectse kKaneHTa RADIUS, ycTpolicTBo oTnpasasaeT
nHpopmaumio o nonblosatesne Ha cepBep RADIUS gns ayteHTUdUKAUMKM M paspellaeT Mam
3anpelwaeTr nonb3oBaTenAM BXOAUTb B CUCTEMYy B COOTBETCTBMM C pesysbTaTamu
ayTeHTMduKauun.

6.37.1. Beb6 KoHpUrypupoBaHue

Hacmpoume napamempesl RADIUS

LenkHyte [Device Basic Configuration] -> [RADIUS configuration] - [RADIUS
configuration] gns BxoAa Ha cTpaHuuy KoHourypaumm RADIUS, Kak NoKasaHO Ha PUCYHKe
HUKe.

Protocol Configuration
3 |
3 |

e Request Times
Onanason: 1~3
Mo ymonyaHwuto: 3
PyHKUMA: YCTAHOBUTE MAKCMMAJIbHOE KOMYECTBO NOMbITOK NMOBTOPHOM Nepegayun ans
nakeTtoB 3anpocoB RADIUS. Ecan ycTpoiCTBO MO-NpeKHemy He Noay4yaeT OTBETHbIE
nakeTtbl oT cepsepa RADIUS nocne makcMmanbHOro KoaM4YecTBa MOMbITOK MOBTOPHOM
nepegayu, yCTPOMCTBO CYMUTAET, YTO ayTEHTUDMKALMA He yaanach.

e Timeout
OnanasoH: 1~3
Mo ymonyaHuto: 3
dyHKuMA: YcTaHOBUTE A0MNONHUTE/IbHOE BpeMsA Aas oTBeTa oT cepBepa RADIUS. Mocne
OTNpPaBKM NakeTa 3anpoca RADIUS ycTpoMcTBO NOBTOPWUT Nepenayy NakeTa 3anpoca
RADIUS, ecam oHO no-npexKHemy He nonyymt oteBeTa oT cepsepa RADIUS no ncrevyeHmun
YKa3aHHOro BpeMeHM!.

Hacmpoume cepsep RADIUS, Kak NOKA3aHO HA pUCYHKe HUXe.
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Server Configuration

Server Type Server IP Port Password
Authentication Primary Server v 1812

Authentication Primary Server 192.168.0.23 1812 aaaa

Authentication Secondary Server 1812

e Server Type
Onuumu: Authentication Primary Server / Authentication Secondary Server
PYHKUMA: HAaCTPOUTb NEPBUYHLIN MAWN BTOPUYHbLIN cepsep RADIUS. Ecan nepBuYHbIN
cepBep HeLOCTYNeH, ANA ayTeHTUGUKALMKM ByaeT MCNob30BaTbCA BTOPUYHbBIN cepBep.
e ServerlIP
dopmar: A.B.C.D.
®yHKumMA: YcTaHosuTe IP-agpec cepsepa RADIUS.
e Port
OnanasoH: 1765535
Mo ymonyaHuto: 1812
dyHKuma: YcraHosute UDP-nopt RADIUS-cepBepa.
e Password
OnanasoH: 1732 cumsona
dyHKUMA: HacTpolKa napons cepsepa RADIUS.
[nanasoH: 64~1000000K6uT/c

6.38. IEEE802.1x KOHPUrypupoBaHue

Ona obecneveHna 6esonacHoctv WLAN komuteT IEEES802 LAN/WAN npeanoxun
npotokon 802.1x. Kak obwuii mexaHM3m ynpasneHus goctynom K noptam LAN B Ethernet,
802.1x peanusyet ayTeHTUdMKauuto n bHesonacHocTb Ethernet. 802.1x — 3To ynpaBneHue
JOCTYNOM K CeTM Ha OCHOBe NOPTOB. YMpasieHWe AOCTYNOM K CETU Ha OCHOBE MOPTOB
npeaHa3Ha4YeHo ANA peannsaumm ayTeHTMdMKaLmm u ynpasaeHna NnopTammn yCcTpomcTs A40CTyna
K IOKanbHOWM ceTu. Ecim nonb3oBaTenb NPOXoauT ayTEHTUPUKALMIO, OH MOXKET NONYYUTb JOCTYN
K pecypcam B /IOKa/fbHOW ceTU. ECNM OH He MOKEeT NPOUTU ayTEHTUOUKALMIO, OH HE MOXKeT
Nnosy4nMTb AOCTYN K pecypcam B /oKasbHOM ceTn. Cuctembl 802.1x MCNONb3YIOT CTPYKTYpY
KAneHT/cepBep. AyTeHTMOMKALMA MONb30BaTeNA M aBTOpM3auMA ynpasAeHWUA AOCTYNom Ha
OCHOBE NOpTa TPebYIOT CeayoLNX SN1EMEHTOB:

KnuneHT: 0bbl4HO yKasbiBaeT MO/Ib30BaTENbCKMIA TepMUHaN. Koraa nonb3oBaTenib Xo4eT
BbINTM B WMHTEPHET, OH 3anyCKaeT KAWEHTCKYID Nporpammy M BBOAWUT Heobxogumoe ums
nosb3oBaTena U Napoab. KAneHTCcKasa nporpamma oTNpPaBuT 3anNpoc Ha COeANHEHMeE.

YCTpOMCTBO: YKa3biBaeT KOMMYyTaTOp ayTeHTUdMKaumm B cucteme Ethernet. OH 3arpyrkaet
W pocTtaBnser uUHbopmaumnio o6 ayTeHTUPMKALMM MNoNb30OBaTeNs, a TaKkKe BKAOYaeT wuau
OTK/It04aEeT MOPT B 3aBUCMMOCTU OT pe3yibTaTa ayTeHTUGuKaumm.

CepBep  ayTeHTUdMKaALMK:  yKasbiBaeT  0ODBEKT, NPeAoCTaBAAKWMA  CcepBUC
ayTeHTUPUKaUMM ana ycTpoicTs. OH NpoBepsieT, ecTb /M Y NONb30BaTeNei paspeLleHns Ha
MCMONb30BaHNE CEeTeBbIX CAYKO B COOTBETCTBMM C UAeHTUOMKaTopamu  (MMeHamu
nosib3oBaTeniel U NaponAMK), OTNPABAEHHBIMWU KAMEHTAMM, U BKKOYAET UAW OTKAKOYAET NopThbl
B COOTBETCTBUM C pe3yNbTaTaMm ayTEHTUDUKALMN.
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6.38.1. Beb6 KoHdUrypuposaHue

BknyroyeHue IEEE802.1x npomokona

LWenkHyTb [Device Basic Configuration] - [IEEE802.1x configuration] - [IEEE802.1x
configuration] ana Bxoga Ha cTpaHuuy KOHourypauum |EEE802.1x, Kak MoKa3aHO Ha
PUCYHKE HUXKe.

Protocol Configure

Disable v | |
 Apply |
 severTmeoutiogds) |t
[ Apply |

e |EEE802.1x State
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
dyHKUMA: BKAOYeHMe / oTKAtoveHue rnobanbHol GyHKuMM 6esonacHocTu IEEESD2.1x.
e Server Timeout
OnanasoH: 100 ~ 300 c
Mo ymonyanuio: 100 c
®PyHKUMA: Nocne Toro, Kak yCTPoncTBo oTnpasnseT coobweHne RADIUS Access-Request
Ha cepBep ayTeHTUOMKaLMK, YCTPONCTBO 3anycKaeT 3TOT Taimep. Ecnm ycTponcTeo He
No/sly4uT OTBET OT CepBepa ayTeHTUPUKALMKU [0 WUCTEYEHUA BPEMEHU OXKUAAHMUS,
YCTPOWCTBO NOBTOPHO OTMNPABUT cOObLLEHME 3anNpoca ayTEHTUDUKALLUN.

Hacmpolika nopma, Ha Komopom eknroyeH IEEE802.1x, KaK MOKA3AHO HA PUCYHKe HUXce

Fort Configure
|1H +| |Enable v |Adto » |Enable + 3600 60 Port_Based v 128

Apply

e Portid
Onuuu: Bce NOPTbl KOMMYyTaTOpa

o |EEE802.1x State
Onuuu: Enable / Disable
Mo ymonyaHuto: Disable
dyHKUMA: BKAOYeHue/oTkoueHne IEEES02.1x Ha nopTy.
OnucaHue: Korga ata pyHKUMA BKIKOYEHA, CBA3b MNO/1b30BaTe el Yepes NopT 3aBUCUT OT
pexkuma nopta IEEE802.1x.

e Port Mode
BapuaHTbl: Unauthorized-force / Auto / Authorized-force
Mo ymonyaHuto: ABTO
PyHKUMA: BbIbEPUTE peXXMM ayTeHTUMPUKaLUKN NopTa.
OnucaHue: Unauthorized-force o3HauaeT, 4yTO nNOpPT BCerga HaxoguTca B
HeaBTOPM3OBAHHOM COCTOAHMM W He MNO3BO/SET MNONAb30BaTENAM MPOBOAUTb
ayTeHTMPUKaLMIO, 3 KOMMYTATOP He NPeaoCTaBAAET YC/YTN ayTEHTUPUKALUN KANEHTaM,
KOTOpble NOJIy4aloT AOCTYN K KOMMYyTATOpy C 3Toro nopta. Auto o3HauaeTt, 4TO
Ha4ya/sbHOe COCTOAHME MOopTa HEaBTOPM30BAHO, M MOPT HE NO3BONSAET NOAb30BaATE/AM
Nnosly4aTb AOCTYM K CETEBbIM pecypcam. Ecnv nonb3osaTtenib NPoXoauT ayTeHTUOUKALMIO,
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nopT NepexoauT B aBTOPM30BaHHOE COCTOAAHME M MO3BOAAET NO/b30BaATENAM NOAYyYaTb
[OCTYN K ceTeBbIM pecypcam. Ecamn nonb3oBaTento He yaacTca NPonUTH ayTeHTUGUKALMIO,
nopT nepenger B HeaBTOPM3OBAaHHOE COCTOAHME W He MO3BOAMT MOJIb30BaATENAM
nosy4nTb AOCTYN K ceTeBblM pecypcam. Authorized-force o3Hauaet, yto NopT BCceraa
HaxoAuTcA B aBTOPM30BAaHHOM COCTOAHUWM W MO3BOAAET MOAb30BaTeNAM MOAyYaTb
AO0CTYN K ceTeBbim pecypcam 6e3 ayteHTUdUKaumu.

ReAuth

Onuun: BKAOYUTL/OTKAOUNTD

Mo ymonyaHuto: OTKAOYUTD

dyHKUMA: HacTpoiKa HeobxoaMMOoCTM perynapHoOM NOBTOPHON ayTeHTUdMKauum npwm
yCMewHOM BbINOJIHEHUWN ayTeHTUDUKaALUK.

ReAuth Timer

AnanasoH: 60~7200 c

Mo ymonyaHuto: 3600 ¢

®YHKLMA: NPU YyCMELWHON ayTeHTUOUKALUN YCTAaHOBUTE BPEMEHHOM MHTepBan AnA
NOBTOPHOM ayTEHTUUKAL MM,

Quiet Timer

OnanasoH: 10~120 ¢

Mo ymonyanuio: 60 cek.

®PyHKUMA: ecnn  ayTeHTUPMKauMA He yAanacb, HAYMHAETCA Nepuos, MOJYaHWA
(QuietPeriod). B TeueHMe nepuofa MONYAHMA CepBep He OTBevyaeT Ha 3anpochl
ayTeHTUdUKauMmM OT KameHTa. locne OKOHYaHWA Nepuoda MOJiYaHMA cepBep CHOBA
Ha4YMHAET NPMHUMATL 3aNPOChl ayTEHTUPUKALUNMK.

Port-Method

BapumaHTbl: Ha ocHoBe nopta / Ha ocHoBe MAC-aapeca

Mo ymonyaHuMIo: Ha OCHOBE MopTa

®PyHKUMA: HACTpOMKa pexmma ynpasieHWA [OCTYNOM K MOpTam C NOALEP’KKOM
IEEE802.1x.

OnucaHue: MAC_Based yKasblBaeT, YTO MO/Ib30BATENN, UCNONb3YIOWME NOPT, AO/KHbI
NPonTM ayTeHTUPUKAUMIO COOTBETCTBEHHO. Korga nonb3oBaTeNb HaxoAuTca B
aBTOHOMHOM perKMMe, TO/IbKO N0JIb30BaTe/Ib HE MOXKET MCNONb30BaTh ceTb. Port_Based
YKa3bIBaeT, YTO N0/Ib30BaTeNN ayTEHTUOULMPYIOTCA HA OCHOBe nopTa. [locne Toro Kak
nepsblii MNONAb30BaTE/b, WCNONb3YHOWMA MNOPT, MNPOXOAUT aAyTEHTUPUKALUIO, BCEM
ApYrMM  nosib3oBaTeNsM, MUCNOAb3YOWMM MOPT, ayTeHTUPUKauma He Tpebyetca.
OpHako, Korga nepsblii MOMb30BaTe/lb HAXOAUTCA B aBTOHOMHOM peXuMme, NopT
OTK/IOYAETCA, U BCE OCTajibHble MOJIb30BaTENN, UCMO/b3YIOLME 3TOT MOPT, HE MOTyT
NCNoab30BaThb CeTb.

Max User Number

OnanasoH: 17128

Mo ymonyaHuio: 128

®yHKLMA:  HACTPOUTb  MaKCMMasbHOE  KO/AMYEeCTBO  No/Ab3oBaTene  [0CTyna,
NCNOo/b3yloWMX NOPT C nogaep»Kkon IEEE802.1x.

OnucaHue: KoHourypauma penctsutesibHa TONIbKO AA8 MNOPTOB C ynpaBieHWem
poctynom Ha ocHose MAC-aapecos.

AwnanasoH: 100 ~ 300 c

Mpocmomp IEEEBO2.1x KoHguaypayuu
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LUenkHyTb [Device Basic Configuration] - [IEEE802.1x configuration] - [EEE802.1x

information] ans npocmoTpa KoHdUrypaumm EEE802.1x, Kak MOKa3aHO Ha PUCYHKE HUXKeE.
- infomatonDispay

IEEE802 1% status enable
IEEEB02 1X type chap
IEEE802.1X server-timecut : 100(s)

interface config method running authentication mode authentication result

141 ensble port-bassed active auto authorized
172 disable port-based unactive auto Nk
1,3 disable port-based unactive auto Nk
174 disable port-based unactive auto Nk
2.1 disable port-based unactive auto LY
272 disable port-based unactive auto Kk
23 disable port-based unactive auto Kok
274 disable port-based unactive auto Nk
441 disable port-based unactive auto Nk
1.2 disable port-based unactive auto Nk
43 disable port-based unactive auto Nk
44 disable port-based unactive auto Nk

171
IEEESDZ 1X config status enable
IEEES0Z 1X running status active
IEEE802 1X port method is port-based
IEEES02 .1X port mode auto
IEEE80Z 1X suthentication result authorized
IEEE802 1X reauthentication status : enable
IEEES02 1X resuthentication pericd = 3600(s)
IEEESDZ 1X quiet period 60(s)
IEEE80Z 1X max user number 128

172
IEEE802.1X config status disable
IEEE8D2 1X running status unactive
IEEE802 1X port method is port-based
IEEEEDZ 1% port mode auto
IEEE802 1X authentication result b0 Y
IEEE802 1X reauthenticatiom status : disable
IEEE802 1X reauthemticatiom period - 3600(s)
IEEE802.1X quiet period 60(s)
TEEE802 1X max user number 128

Hacmpolika epynnel IEEE802.1x

LWenkHyTb [Device Basic Configuration] - [IEEE802.1x configuration] - [IEEE802.1x
Group configuration] gna Bxoga Ha cTpaHuuy KoHdurypaumm rpynnbl IEEE802.1x, Kak
MOKa3aHO Ha PUCYHKE HUXKe.

Group Configuration

O Oz O O Oe2A D22 Oz Oz O
Oaz 04z C4M

[H] il 00-00-11-22-3344 1" 12

O 222 00-00-00-00-00-01.00-00-00-00-00-10

] 3 R

I Em

e Group Name
AnanasoH: 1716 cumsonos
®dyHKUMA: HacTpolKa MMeHM rpynnbl.
e MAC
®opmat: HH-HH-HH-HH-HH-HH (H — wecTHaauatepnyHoe uncno)
dyHKuma: Hactpoka MAC-agpeca gns rpynnbl. B ogHy rpynny MosKHo n06aBuTb
Hecko/ibko MAC-agpecos, npu 3tom MAC-agpeca pasgenstotca oaHobalToBbIMK
3anATbIMN.
e Port
®yHKumA: JobaBUTb NOPTLI ANA FPYNMbI.

lpynna aymeHmuguKayuu noansb3osamess no3e8oaaem Hacmpausame mosasko MAC-adpec unu
Homep nopma.

KoHghueypuposaHue IEEE802.1x user uHpopmayuu

LLlenkHyTb [Device Basic Configuration] - [IEEE802.1x configuration] - [IEEE802.1x User
configuration] gnsa Bxoga Ha cTpaHuuy KoHdurypaumm IEEE802.1x User, KaK NoKasaHo Ha
PUCYHKe HUXKe.
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User Configuration

cce s

Dot

ao

aaa m

e User Name
dnana3oH: 1716 cumeonos
®yHKumA: HacTpolika umeHn nonb3osatensa IEEE802.1x.

e Password
OnanasoH: 1716 cumsonos
®dyHKUMA: HacTpoiKa napons IEEE802.1x.

e Group
PyHKUMA: NpMBA3aTb N0/Ib30BATENA K rPynne.
OnucaHue: Ecan TeKkywmit nonb3oBaTesb MPUBA3aH K rpynne ayTeHTudUuKauumm
nonb3oBaTtenei, TONbKO MNonb3oBatenb, Yein MAC-agpec M HOmep nopTta A0CTyna
COBMAAaloT C NPUBA3AHHOM TPYNMoM, MOXET MPOUTU ayTeHTUOUKAUMIO U MOAY4YUTb
OOCTYN K KOMMyTaTopy. TaK»Ke A0MycKaeTcs, 4Tobbl TEeKYLWMN nosib3oBaTeslb He Obin
NnpuBAsaH K Kakon-nMbo rpynne npoBepkn NoaaMHHOCTU Nonb3oBaTens. B atom ciyyae
NMonb30BaTe/IM MOFYT NMPOBOAUTL ayTEHTUPUKALMIO, Ucrosb3ya nobon MAC-aapec um
HOMep nopTa.

lMpocmomp uHgopmayuu o nonszosamesne IEEE802.1x 8 pexcume oHAAUH
LLenkHyTb [Device Basic Configuration] - [IEEE802.1x configuration] = [IEEE802.1x On-
line user] gna BxoAa Ha cTpaHuuy npocmoTpa IEEE802.1x nonb3oBaTenei OHAAMH, Kak

NMOKa3aHO Ha PUCYHKE HUXKe.

On-line user

| cce 44-37-26-88-6e-90 Ethernet1/1 port-based 2

[Docome

Bbl MmoXeTe BbIb6paTb OLHOIO MAM HECKOJ/IbKMX NONb30BaTenei U HaxaTb <Disconnect>,
4TOBbI OTKAOUUTL BbIGPAHHbLIX MO/Ib30BaTENEN OT KOMMYyTaTOpa.

6.39. KoHdurypauua asropusayum sxoga

Hacmpoliime pexcum Oocmyna 041 NepeKkaodeHus, Pexum aymeHmupukayuu u
nopA0oK aymeHmuguKkayuu.

LLlenkHyTb [Device Basic Configuration] = [Authentication login configuration] gns Bxoaa
Ha CTpaHuLy KOHUrypaLumn BXoaa B cMcTeMy ayTeHTUdMKaLMM, KaK NOKa3aHOo Ha PUCYHKe
HUXe.
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Authentication Login Configure

Telnet + |Lucal v | v |
Apply
Authentication Login Confi y
telnet tacacs-plus
weh local

dot1x radius
ssh local

e Login Method
Onuuu: Telnet / Web / dotlx / SSH
®PyHKUMA: BbIbepUTe penm A0CTyna 414 NepekntoveHuns.

¢ Authentication Method/Authentication Method 2/Authentication Method 3
Onuuu: Local / TACACS+ / RADIUS / RADIUS + Local / TACACS Plus+ Local
Mo ymonyaHwuto: Local
®dyHKumA: BbibepuTe nopAgoK ayTeHTUdPUKauuM. CHayana BbINOAHAETCA METOZ
ayTeHTuduKaumm 1. Ecam  ayTeHTUPUKAUMA He yA[anacb, BbINOAHAETCA METOL
ayteHTMuduKauum 2. Ecam n meton ayteHTuduMKaumm 1, U meton ayTeHTUOMKaumm 2
TEPNAT HeyAa4y, BbINONHAETCA MeToa, ayTeHTUdMKaumm 3.
OnucaHue: Local o03HayaeT uCNonb3oBaHME MWMEHM MONb30BATENA W NAPOASA,
YCTAHOBNEHHbIX JIOKa/NIbHO, ANA BbiNOAHeHUA ayTeHTudmkauuu. TACACS+ o3Hauvaer
MCNOJIb30BaHME MMEHW NOJIb30BaTeNA U NAPOAA, YCTaHOB/EeHHbIX Ha cepBepe TACACS+
ona ayteHTudumkaumm. RADIUS o3HayaeT MCNO/Ib30BaHME WMMEHM MOAb30BaTens wu
napons, ycTaHoB/IeHHbIX Ha cepBepe RADIUS, ans ayteHTMdUKaumu.

Ecau 0as docmyna K KomMmymamopy ucnonsdyemcs dotlx, MOXHO 8bI6pame mosbKo OOUH
pexcum aymeHmuguKkayuu.

6.40. KoHdurypauma amarHocTmkm

6.40.1. Link check (guarHoctuka KaHana)

MpoBepKa KaHana ncnoab3yeT NepMoANYECKOe B3aMMOENCTBME MPOTOKO/IbHbIX NaKETOB
ONA OLEHKM MNOAKMYEHMA KaHafa M oTobpaxeHuAa COCTOAHMA CBA3M MopTa. B cayuae
HencnpaBHOCTU, Npobaema MoXKeT 6bITb 0OHapyKeHa U yCTPaHEHA BOBPEMS.

MopT, 4NA KOTOPOro BK/OYEHA MPOBEPKA COCTOAHMA COeAMHEHUs, NepuoanYecKn
(kaxkayto 1 c) oTnpaBaseT NakeTbl 4NA MPOBEPKM COCTOSHUA coeguHeHnsn. Ecam nopT He nonydaeT
naKeT NPOBEPKM KaHasa OT O4HOPAHTOBOW CTOPOHbI B TEYEHWE BPEMEHM OXMAaHMA npuema (5
C), 3TO 03HAYaEeT, UTO KaHa/l HeucnpaBeH, U NOPT oTobparkaeT cocTosHMe ownbku Rx. Ecam nopT
NoJiy4aeT NaKeT NPOBEPKM KaHana OT O4HOPAHIOBOM CTOPOHbI, M MaKeT NOKA3bIBAET, YTO MaKeT
NPOBEPKM KaHaNa NoayyYeH OT JIOKa/IbHOrO B TeYeHMe Nnepuoaa oxuaaHusa npuema (5 c), nopt
oTObparkaeT HopmasbHOe cocToAHMe. EcavM nopT noaydvyaeT nakeT NPOBEPKM KaHana oT
OAHOPAHIOBOW CTOPOHbI, HO MAKeT MOKa3blBaeT, YTO MAKeT MPOBEPKM KaHasa He MoJiyYeH oT
JIOKaNbHOTO B TeYEHME Nepuoaa oxugaHma npuema (5 c), nopT oTobpaxkaeT COCTOAHNE OLLINOKM
Tx. Ecnm cBsi3b ¢ NOpTOM He paboTaeT, NOpPT 0TO6PaXKaAET COCTOAHUE CBA3M.

MopT, ANA KOTOPOro OTK/AOYEHa MPOBEPKA COCTOAHMA JIMHKA, paboTaeT B NaccMBHOM
pexume. To ecTb OH He OTMPABAAET NAKET NPOBEPKU CBA3W B aKTUBHOM pexkmume. OAHaKo nocie
NnoJiydeHMs MakeTa NPOBEPKM KaHana OT yAaNeHHOro y3aa 3TOT NopT HEMEeAJ/IEHHO BO3BpallaeT
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nakeT NPOoBepKKN KaHana, YTobbl MHGOPMMUPOBATb YAAAEHHbIN Y3€/1 O TOM, YTO OH MOAYUYUA NaKeT
NpPoBepKM KaHana.

Ecnu Konbueeoli / pesepsHolli nopm DRP, 015 KOmMoOpo20 6KAOYEHA MPOBEepKA KaHana,

HeucnpaseH (Hanpumep, HEHOPMAsbHGIU Npuem, HeHOPMAsIbHAA OMAPABKA UAU OMK/AOYeHue),
Kosbyesoli npomokon DRP 3a6n0Kkupyem amom Konbuesoli / pe3epaHsili nopm.

6.40.1.1. Be6 KoHpurypupoBaHue

BrnwouveHue link chaeck Ha nopmy

LWLenkHyTb [Device Basic Configuration] = [Diagnosis Configuration] = [Link Check] ans
BXO/la Ha CTPaHULY KOHPUrypaLUmM AMarHOCTUKN KaHana, Kak MoKa3aHo Ha PUCYHKE HUXKe.

Link Check
11 v
Enable v

e Link Check Administrative State
Onuumu: Disable / Enable
Mo ymonyaHuto: Disable
OYHKUMA: BKAOYNTL / OTKAOUNTL MPOBEPKY CBA3U HA MOPTY.

Ecnu odHopaHz080e ycmpolicmeo He noddepxcusaem amy yHKUUI, hyHKUUA 004 HA 6biMmb
OMK/KOYEHA HA MOOKAOYEHHOM MOpmMy f0KAsAbHO20 ycmpolicmea.

ﬂpocmomp OUa2HOCMUKU KaHana Ha nopmy, KK rNOKa3aHo HA PUCyHKe HUxXe

1”1 Link Down
12 Disable
1/3 Disable
1/4 Disable
21 Normal
212 Link Down
213 Disable
2/4 Rx Fault
a1 Disable
4/2 Disable
413 Disable
4/4 Disable

e Link Check State
BapwuaHTbl: Normal / Rx Fault / Disable / Tx Fault/ Link Down
OnucaHue: ecnun ANa NopTa BKAOYEHA NPOBEPKA KaHana U NopT HOPMa/ibHO OTNPaBAAET
M NpuUHMMaeT pJaHHble, oTobpakaetca Normal. EcaM ogHoOpaHrosas CTOpOHa He
Mony4aeT nakeTbl 0BHaPY»KEHNA OT yCTPOWCTBa, OTobpaxkaeTca ownbKa oTnpasku. Ecan
YCTPOMCTBO HE MOoJyYyaeT nakeTbl OBOHapy>KeHWAa OT OAHOPaHroBOW CTOPOHbI,
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oTobpaxkaeTcs owmnbKa npnema. Ecam nopt oTkAoveH, oTobparkaetca Link Down. Ecan
Link Check He BKkntoueH gns nopta, otobparkaetcs Disable.

6.40.2. Virtual Cable Tester

VCT (Virtual Cable Tester) ncnonosyet pedpnekrometputo Bo BpemeHHol obnactu (TDR)
Ans onpeaeneHus coctosHMAa BUTOW napbl. OH nepefaeT MMNYAbCHbIA CUrHaN Kabeno u
06HapyX1BaeT OTpaXKeHWe MMMYJIbCHOTO CUrHaNa ANA 0OHAPYKEHUA HEUCMNPABHOCTM Kabens.
Ecnu B Kabene npomcxoAnT aBapuitHOE NepPEKIOYEeHUE, YacTb UK BCA SIHEPrusa uMmnyabca byaer
OTpaKaTbCsA 06PATHO K UCTOYHMKY, KOraa nepeaaBaemblii UMMNY/IbCHbIW CUTHAN AOCTUraeT KoHua
Kabensa unmn Toukm nospexaeHus, u texHonorma VCT MoXKeT M3mepaTb Bpems NpubbITUA CUrHana
B MECTe NOBPEXAEHMA. TOYKA U BpemMsa BO3BpaTa K OTNPaBUTENID, 3aTEM BbIMMCASAET PacCTOSHUE
B COOTBETCTBUM CO BPEMEHEM.

TexHonornsa VCT moxkeT obHapyKmMBaTb cpeasy COeaMHEHUA, COeAMHAIOLLYI MeaHble
noptbl Ethernet, n otnpaBnAaTb 06paTHO pe3ynbTaT 0bHapyKeHua. VCT morKeT obHapyKmMBaTb
cneayolme TUNbl NOBPEXAEHNIN Kabens:

KopoTKoe: 3To 03HayaeT KOPOTKOE 3aMblKaHWe. ITO 3aMblKaHUe ABYX M 6osee NpoBOAOB.
OTKpbITbI: 3TO 0O3HA4YaeT OTKPbLITYIO Lenb. Ha kabene moryT 6b6iTb 060pBaHbI NPOBOAA.
HopmanbHbIli: 3TO 03HAYaeT HopMmasibHoe KabesibHOoe coeanHEHME.

Imped: 3TO 0O3HayaeT HecoOoTBETCTBME MmNegaHca. Hanpumep, umnegaHc Kabena Cat.5
coctasaseT 100 Om, MmneaaHCc TEPMMHATOPOB Ha 060MX KOHLAX Kabensa aonxeH 6biTb 100 Om,
yTO6bI N36€XKaTb OTPAXKEHUA BOJIHbI U OLUMOKN AaHHbIX.

Fail: aTo o3HayvaeT, yto Tect VCT He npoiiaeH.

6.40.2.1. Be6 KoHdpurypmuposaHue

JemexkmuposaHue Kabesns

LLenkHyTb [Device Basic Configuration] - [Diagnosis Configuration] = [Virtual Cable
Tester] gna BxoAa Ha CTpPaHULYy KOHOUrypauum BUMPTyasbHOro KabenbHOro Tectepa, Kak
MOKa3aHO Ha PUCYHKE HUXKe.



PyKoBoACTBO Nonb3oBatens

Virtual Cable Tester

(1,2) No history Mo history
o (3,6) No history No history
21 GE
(4.5) Na history No history
(7.8) No history No history
(1.2) No history Mo history
(3.6) No history No history
1252 GE
(4.5) No history Mo history
(7.8) No history No history
1,2) No history No history
) (3.6) No history No history
| 213 GX
(4.5) No history Mo history
(7.8) No history Mo history
(1.2) Na history Mo history
(3.,6) No history Mo history
24 GX
(4,5) No history Mo history
(7.8) No history Mo history
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6.41. KoHdurypauua obHapyxeHus netam

Mocne Toro, Kak obHapyxeHWe neTeNb BKAKOYEHO ANA MOPTa, NakeTbl OOHapyKeHuA
netenb b6yayT oTNpaB/ieHbl Yepes MopT, YTOObl onpeaenuTb, CyLWLEeCTBYIOT /M NETAU B CETH,
noAkntodeHHoM K nopty. CPU neprogmyeckm otnpaBaseT NakeTol 414 0OHapyKeHUs neTesb Ha
nopt. Ecan Kakoi-nMbo nopT KOMMyTaTopa MPUHMMAET naKeTbl OOHapy)KeHMA neTenb,
onpeaensaeTca, YTo B CETU cylecTBytoT netan. OTKAYMTE NOPT, KOTOPbIA OTNPaBAAET MaKeTb
obHapyXeHUA netau, U 4Yepes HEKOTOpPOe BpemA MNOPT ABTOMATMYECKM MOAKAHOUUTCA U
NPOAO/IKUT O6HApyKeHWe. UHTepBan BpeMeHU ANA OTNPABKM NAKETOB OOHapYKeHUA neTenb U
BPEMSA BOCCTAHOB/IEHMA NOPTA MOXKHO HAaCTPOUTb B NPOrPaMMHOM obecneyeHnm.

Ob6HapyxceHue nemenv u ST-Ring / DRP / RSTP / MSTP Aenaiomca 83aUMOUCKAI0YAIOUWUMU.

Ob6Hapy»eHue nemesb HA NOPMy Hesb3a HACMPOUMb KaK pe3epsHbili nopm,; pe3epeHsbili mopm
He moxtem b6bimb 8KAtOYeH 019 0BHapyHceHUsa nemeso.

6.41.1. Beb6 KoH}pUrypuposaHue

Hacmpolika ¢pyHKkyuro o6Hapy»ceHus nemess nopma

LLlenkHyTb [Device Basic Configuration] - [Loop Detect configuration] - [Loop Detect
configuration] gns Bxoza Ha cTpaHuuy Loop detect, Kak NOKa3aHO Ha PUCYHKe HUXKeE.
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PykoBopacTBO nonb3oBarena
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1"
172
113
114
21
212
213
2/4
n

32

No
No
Yes

33
24
e
412
413
4/4
5M1
52
513
5/4

e Port check interval
JdunanaszoH: 176000 c
Mo ymonyaHuio: 2 ¢
dyHKuMA: HacTpoiika BpPeEMEHHOrO MHTEpBaaa A/18 OTNPABKM MaKeTOB OOHAPYKeHWs
netenb.
e Port recovery time
Onanason: 076000 c
Mo ymonyaHuto: 30 ¢
PyHKUMA: HacTpoiiTe Bpema BoccTaHOBAEHUA NopTa, O yKasbIiBaeT, YTO NOPT HE MOXKET
6bITb NOAKAOYEH AaBTOMATUYECKM.
e Loop Detect Enable
Onuuu: Enable / Disable
Mo ymon4yaHuto: Disable
PyHKLUMA: BKAOYEHNE UK OTKAOYEHME GYHKUMU OBHapyYKeHMA NeTAn nopTa.
o Loop Detect Status
BapuaHTbl: Yes / No
PyHKuMA: CTaTyc 06HAPYKEHMA NeTeNlb MOKa3blBAET HAa/IMUNE METENb B CETU, B KOTOPOM
BKAtOUEeHa GyHKUMA 0bHapyXKeHMA neTenb nopTa. Yes yKa3blBaeT HAa Haanyue netenb, a
No yKasbIBaeT Ha OTCYTCTBME METN.

6.42. Port CRC Protect

Mocne Toro, Kak ¢yHKUMA 3awmTbl NopTtoB CRC BKAOYEHA, MOXKET ObITb peasM30BaHO
nepuogmyeckoe obHapyKeHue naketos ¢ owmnbrkamm CRC. Ecin KOAMYeCcTBO NakeToB OWKNOOK
CRC npeBbIWAeT 0XnaaemMblit Nopor BO Bpemsa 0bHapyKeHus, BbikAtounTe nopT. MNogKkntounte
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PyKoBoACTBO Nonb3oBatens

MopT Yepe3 HeKOTOPOEe BPEMA W MPOAOJIKaTe 0bHapyKeHue. Bpemsa oBHapy»KeHUa nakeTos
ownboK CRC 1 Bpems BOCCTaHOB/IEHUA NOPTa MOXKHO HAaCTPOUTL B MPOrpammMHOM obecrneyeHmu.

6.42.1. Beb6 KoHdpUrypupoBaHue

Hacmpolika ¢pyHKUuUto 3auwumsl nopma CRC.

LLlenkHyTb [Device Basic Configuration] - [CRC Protect configuration] - [CRC Protect

configuration] gna Bxoga Ha cTpaHuuy KoHourypaumm CRC Protect, Kak nokasaHo Ha
PUCYHKeE HUKe.

m
w2
3
4
n
22
23
24
n
a2
33

Port check interval

OnanasoH: 176000 c

Mo ymonyanuio: 5 ¢

PyHKUMA: HACTPOMKA BpemMeHW OoOHapy)KeHua naketoB c owunbkamu CRC. Ecau
KonnyecTBo naketos ownbok CRC npesbllaeT NOPOroBoe 3Ha4YeHUe, BbIKAOYUTE MOPT.

AnanasoH: 076000 m

Mo ymonyaHumio: 5 m

®yHKumA: HactpoiTe Bpema BoccTaHOBAeHWUA nopTa, O yKasbiBaeT, YTO NOPT HE MOXKET
6bITb NOAKAOYEH aBTOMATUYECKM.

Port CRC Protect Enable

Onuuu: Enable / Disable

Mo ymonyaHuto: Disable

PyHKUMA: BKAOUYNTD AN OTKAOUNTDE GYHKUMIO 3awwmTbl noptoB CRC. 3TOT mexaHu3m
06HapyXeHua paboTaeT TONbKO A41a NopTa ¢ BKAtOUeHHON dyHKumel 3awwmTol CRC.

Port CRC Protect Status

BapuaHTbl: -- / Yes / No

Onucanue: Yes: dpyHKUMSA 3aLmTbl nopToB CRC BKAKOYEHA, @ NOPT HAXOAUTCA B COCTOAHUM
linkdown m3-3a own6KkM CRC. No: dyHKUMA 3awmTbl nopta CRC BKAtOYEHA, @ COCTOAHME
nopta — coeguHeHue. --: PyHKLUMA 3awmTbl nopta CRC He BKAtOYEHA.

CRC Threshold

AnanasoH: 1710000 nakeToB

Mo ymonyanuio: 10 naketos

dPyHKUMA: HacTpouTb Noporosoe 3HadveHne CRC.



